Online Appendix

1 Motivation for the Typel Distribution

The interperson cdf GG could conceivably belong to the domain of attraction of any of the three lim-
iting distributions in extreme value theory. To determine which of these three distributions is most
appropriate, we investigate whether the interperson scores are fat-tailed or not and whether they can
be modeled as unbounded or not. To that end, we turn to the study in §5.13 in [1], in which more
than 4 million interperson similarity scores were computed by the National Institute for Standards and
Technology (NIST). In Fig. 6 of the Online Supporting Information of [2], we plotted the interperson
similarity score pdf generated by these data and fitted an exponential tail, agamma and alognormal
distribution to the data. This figure shows that for the biometric matcher used in §5.13 in [1], an
exponential tail provides an excellent fit to the data, which precludes the possibility of GG being in the

domain of attraction of the Type Il distribution. More specifically, G iswell represented by
Gx)=1—ke™ Vo >z (1)

where z* isthe point after which G(x) exhibits exponential tail behavior. With z* = 6, the maximum
likelihood estimates of £ and A are 3.7042 and 0.3394, respectively. For these parameter values, we
computethat for agallery size of 6 billion (roughly the entire population of the world), the probability
of the maximum of 6 billion iid interperson similarity scores exceeding a score of 115is < 1075, In
contrast, the biometric matcher used in study §5.13 in [1] generates similarity scores on a scale of 0
to 499. Hence, for all practical purposes, G can be modeled as having an unbounded right tail, i.e., as

being in the domain of attraction of the Type | distribution.



2 Derivation of Equation (9) intheMain Text

To derive equation (9) in the main text, it suffices to show that
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We first express the left side of (2) as
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Let h(y) = exp(—e ¥)e ¥ be the pdf of the standard Type | distribution with mode at 0 and

scale parameter equal to 1 [3]. Using the change of variable y = 7%=, we simplify the integralsin

equation (4) to
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where ; isthe i*" moment of the standard Type | distribution, and where the approximationin (7) is

valid because f(x) isdiffuse in the domain where 1!, (=) has most of its mass.
Using equation (8) to substitute for both integralsin equation (4) gives equation (2).
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3 Derivation of Equation (12) in the Main Text

With the gammaintrapersonal pdf f(z) from equation (11) in the main text, we have that f ™) (z) =

[“7*1 — %] f(z). With the exponential-tail interpersonal scores from equation (10) in the main text,

we have that a,, = % and b, = 1 (page 155 of [4]), and thus a;, = - and b/, = 0. Substituting

(kn)(—1/AB) (ln(kzn)) o

the mode a,, into the gamma pdf gives f(a,) = T3 ()

. Making the above substitutions

and settingr = 1 (and o = 1, 11 = 7y) inequation (9) in the main text yield
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To compute the integrals in equation (10), we introduce the upper incomplete gamma function

(g, ) [3],
I'(q, z) :/ t7le~t dt for x> 0. (12)

A standard property of thisfunction isthat [5]

I(g+ 1,2) =ql'(q,z) + 2% ". (12)
. . In(km) . . . .
Now consider the change of variablet = (w L in thefirst integral in equation (10),
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Substituting equation (14) for both integralsin (10) and recalling that d(oo) = 0 yield
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4 Derivation of Equation (13) in the Main Text

If d(n) was truly log-linear in n, then nd’(n) would be a negative constant. In contrast, for the
distributional assumptionsin equations (10) and (11) in the main text, nd’(n) grows nearly linearly in

In(n) for n € [10%,10°] (Fig. 3). Using Fig. 3, we approximate nd’(n) by
nd'(n) ~ 1.68 x 107*In(n) — 5.25 x 1072, (18)
and then integrate d’(m) from m = 102 tom = 10° to get

d(n) =~ d(100) +0.2238 — 5.25 x 10~2In(n) + 8.4 x 10~*(In(n))?, (19)

2

0.7293 — 5.25 x 10"*In(n) 4 8.4 x 107*(In(n))". (20)

5 Approximate Analysisof d;(n)

To use the generic results developed in equation (10) of the main text, we need an extreme value
result for Q;(z), which is a mixture of Weibull distributions. Before doing so, we first state the
extreme value result for the individual Weibull interperson distributions. On page 155 of [4], we find

that G;(z) belongs to the domain of attraction of the Type | distribution with normalizing constants

(1/7)
o — (ln(m) , (21)

C;

(1/m-1)
b — 1 (ln(n)) ' 22)

CiT; C;

given by

We now use aresult derived in [6] to obtain the extreme value result for the mixture distribution
Q;(x). Following [6], we first define tail dominance. Theright tail of adistribution ¢, (z) dominates

the tail of another distribution ®,(z) if

1—@
lim 2(2)

R gy (23)



for some p > 0. The distributions ¢ (z) and ®,(z) are tail-equivalent if p > 0, and the tail of &, ()
strictly dominates the tail of ®,(z) if p = 0 [6, 7].

Thetail ratio of any two distributionsin our interperson Weibull family is given by

i = 24
_ (25)
e ¢
= e @ —e) (26)
and hence for 7; > 7;,
lim p;; = 0. (27)

T—00

Thus G, (z) tail-dominates G;(z) if 7; < 7,. From Table 1 we see that 75 has the smallest numerical
value followed by 75. By equation (18) in the main text, G has the dominant tail in the mixture
distributions 2, 27 and €25, whereas (G5 has the dominant tail in the mixture distributions 2+, €25, 23,
Q4 and €25.

We present Theorem 2 of [6] in our notation. Let G* be the dominant distribution in the mixture
distribution €2;. Let G* belong to the domain of attraction of the Type-I distribution with normalizing
constants ¢ and b}. Then €; aso belongs to the domain of attraction of the Type-I distribution with

normalizing constants given by

where ‘
p(j) IfG* =G,
Vi = J; ( ) (30)
() ifG*:Gj, 7 > 1.

Substituting the relevant expressions from equations (21)-(22) into equations (28)-(29), we get the



following expressions for the normalizing constants of the mixture distribution §2;:
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We are now in a position to apply equation (9) in the main text. Recall that the approximations
underlying equation (9) in the main text are accurate only when f;(x) is highly diffuse relative to
hin(z) (see Fig. 1). Fig. 4.6 of [9] has 8 plots, one for each image quality, that are similar to Fig. 1,
which indeed show that f;(x) is nearly linear where h;,,(x) has its mass for each image qudlity .
Hence, we can use the Taylor series expansion with confidence.

We now present expressions for a,,, b,,, and fi(a,,), which are needed in equation (9) in the

main text. Differentiating a4,, and b,,, with respect to »n in equations (31)-(32), we get
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Substituting the expression for a4, into the right side of equation (14) in the main text yields
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We again set » = 1 and employ alinear approximation of f;(x) in equation (9) in the main text.

We use f{(z) = [a=1 — 5] f1(x) to evaluate the first derivative of f () at a1, and substitute the

xT



expressionsfor a},,, b},,, and fi(ay,) from above into equation (10) in the main text to get
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We can develop expressions similar to equation (36) for other image qualities. The only change in
the expressions would be the different values for the parameters of the intraperson distribution, the

parameters for the dominant interperson distribution, and ;.

6 Parameter Estimation for the Example With I mage Quality

In this section, we estimate the 16 parameters (o, 5;, 04, 6;), i = 1,..., 4, in equations (14) and (22)
in the main text, for each of the 18 matching systemsin Table 1 of the main text. The raw data are
the m; points on the TAR vs. FAR quality-: curves in Figs. D20-D23 of [10]. For example, as seen
in Fig. C-37 of [10], which has the 4 curves for the Cogent matcher from Figs. D20-D23, we use

m1:4,m2:5,m3:13,m4:16.



Each TAR vs. FAR curve is generated by varying the threshold level. These threshold values
are not reported in [10] and need to be estimated with the 16 parameters. For j = 1,...,m;, let t;;
be the unknown threshold corresponding to the ;" point on the quality-i TAR vs. FAR curve, and let
the TAR and FAR for this point be denoted by d;; and f;;, respectively. According to our theoretical
model, we have

1 = Fi(ti;) = dij, (37)
J J
4

1= (" p(R)Gilty) = > p(k)Gultis) = fiy, (38)

k=i+1
where the right sides of (37)-(38) are raw data and the left sides of (37)-(38) contain unknown param-

eters and thresholds.

Thisestimation problemisill-conditioned: because P(Gamma(«, §) < t) = P(Gamma(«, k) <
kt) for some threshold ¢ and for &l £ > 0, it follows that (cv;, 3, 0y, 0;,t;;) and (o, k3;, 04, kb;, kt;j)
provide equally good (or bad) fits to the data for all £ > 0. Hence, we need additiona datato esti-
mate one of these unknowns, and we use the quality-aggregated intraperson and interperson similarity
scoresin Figs. C-35 and C-36 of [10].

We proceed as follows. Because f;; dependson G, ...,G, butnoton G, ..., G;_ (see (38)),
we solvefor the parameters and threholds iteratively for each image quality, beginning with quality 4.
We fit the quality-aggregated intraperson similarity scoresin Fig. C-35 of [10] to agammadistribution
and set 3, equal to the scale parameter resulting from this estimation. Using (37)-(38), we minimize

the weighted normalized least squares quantity,

ma ma
D wii(1 = Fults;) — daj)* + > toag (1 — Galtay) — f1;)%, (39)
j=1 j=1

over (au, 04,04, ta1, - - - tam, ), Where the weights w,; = 102/~ 10810(d)+2] and 1,; = 102~ 10810 (f11)+21

are used to obtain sufficient accuracy for small TARs and FARs.



We then solve

ms 3 2
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and finally

mi mi 4 2
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(42)
Finally, we search for a k such that the parameters («;, k0;, 05, kb0;, kt;;) provide a best fit to the
quality-aggregated intraperson and interperson similarity scores. That is, we choose £ that maximizes
the likelihood function of the data given in Figs. C-35 and C-36 of [10], with equal weight given to
intraperson and interperson scores.
The 8 intraperson parameter values («;, 3;),7 = 1, .. ., 4, and the 8 interperson parameter values

(04,0;),i=1,...,4,for each of the 18 matching systems appear in Tables 2 and 3, respectively.



References

[1] Wilson C. L., Watson C. I., Garris M. D. & Hicklin A. (2003) Studies of fingerprint matching
using the NIST verification test bed (VTB), NISTIR 7020 (National Institute of Standards and

Technology, Gaithersburg, MD).

[2] Wein L. M., Bavegja M. (2005) Using fingerprint image quality to improve the identification
performance of the U.S. Visitor and Immigrant Status Indicator Technology Program. PNAS
102, 7772-7775.

[3] Johnson N. L., Kotz S., Balakrishnan N. (1995) Continuous Univariate Distributions, V.1-2,

John-Wiley, New York.
[4] Embrechts P. (1997) Modelling Extremal Events, Springer, Berlin.

[5] Abramowitz M., Stegun I. A. (1964) Handbook of Mathematical Functions, With Formulas,
Graphs, and Mathematical Tables, Dover.

[6] Kang S., Serfozo R. F. (1999) Extreme Values of Phase-Type and Mixed Random Variableswith
Parallel-Processing Examples. J. Appl. Prob. 36. 194-210.

[7] Resnick S. 1. (1971) Tail Equivalence and Its Applications. J. Appl. Prob. 8, 136-156.
[8] Galambos, J. (1987) The Asymptotic Theory of Extreme Order Statistics, Krieger.

[9] Bavegja, M. (2007) An Analysis of the US-VISIT Biometric Program. Ph.D. thesis, Institute of

Computational and Mathematical Engineering, Stanford University, Stanford, CA.

[10] Wilson C. L., Hicklin R. A., Korves H., Ulery B., Zoepfl M., Bone M., Grother P. Michaels
R., Otto S. & Watson C. (2004) Fingerprint Vendor Technology Evaluation 2003: Summary
of Results and Analysis Report (National Institute of Standards and Technology, Gaithersburg,
MD), National Institute of Standards and Technology Internal Report 7123.

10



Qua“ty’L C; Ti

2.3973 x 1076 | 2.2564
2.9760 x 1073 | 1.2458
3.8013 x 1072 | 0.8892
6.3144 x 1073 | 1.1374
1.1095 x 10° | 0.4183
4.5238 x 1073 | 1.1806
3.7081 x 1072 | 0.8862
7.3230 x 1071 | 0.4713

OINO|O| B~ W|IN|PF

Table 1 Parameter values for the eight Weibull interperson similarity score distributions.

‘ Matcher ‘ oy ‘ Qg ‘ Qg ‘ Qy ‘ i ‘ Ba ‘ B3 ‘ Ba
NEC 3.72 | 2.00 | 225 | 0.32 | 2267.2 22698.6 3616.2 24490.5
Cogent 6.53 | 8.76 | 1.65 | 0.98 | 506.0 281.6 4145.2 1482.3
SAGEM M2 | 491|532 |6.61 | 154 |4244.8 3473.6 14714 1902.4
SAGEM M1 |3.10|4.71|9.96 | 5.78 | 7981.6 2346.4 508.4 811.0
NeurotechM1 | 1.46 | 2.35 | 1.24 | 1.06 | 275.6 55.6 77.2 49.3
Motorola 3.61 | 861|121 | 6.06 | 46.9 9.77 4.90 8.57
| dentix 212 | 354 | 3.18 | 0.12 | 256.3 58.1 44.6 1067.5
NIST VTB 2511317087018 | 351 17.9 41.0 25.6
UltraScan M1 | 1.44 | 2.04 | 0.83 | 0.49 | 2.86 0.87 3.07 2.67
UltraScan M2 | 0.68 | 0.87 | 0.48 | 0.40 | 99.8 16.9 26.6 23.7
Biolink 2.78 | 3.06 | 210 | 0.08 | 351.4 188.0 149.9 5375.2
Antheus 1.03 | 1.27 | 0.10 | 0.09 | 327089.9 106444.3 45616.0 24528.9
Phoenix 1.79 | 0.60 | 0.31 | 0.50 | 325937.0 1326859.2 | 743610.6 105468.8
Technoimagia | 2.69 | 425 | 8.19 | 1.47 | 0.23 0.0047 0.017 0.076
123 1D M2 1.30 | 1.25 | 0.71 | 0.61 | 68181215.9 | 42878691.1 | 45300578.9 | 40508473.5
GoldenFinger | 1.34 | 1.47 | 1.48 | 0.54 | 99.4 39.7 34.7 174
Raytheon 152 |1.01|150|051|0.70 0.69 0.32 0.07
Avaon 403 | 263|259 | 283 | 547.0 655.1 464.0 3294

Table 2 The intraperson parameter values for the 18 fingerprint matching systems.
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Matcher R 0, 0, 05 0,
NEC 158 [ 054 |0.48 |8.74E-4]937 86.9 108.0 69.8
Cogent 042|356 |037 [0.40 18.7 59.2 100.3 63.2
SAGEM M2 |7.07[89 |116 |7.59 240.1 198.8 153.1 56.3
SAGEM M1 |123[888 |111 |57.8 128.5 130.3 26.9 38.7
NeurotechM1 | 293 | 246 | 470 | 4.61 1.75 2.41 1.27 2.61
Motorola 49.0 | 163.8 | 176.0 | 1969 |0.58 0.21 0.20 0.18
| dentix 872|150 [193 [004 |456 2.86 2.25 1.19
NISTVTB |114|656 |[098 008 [074 151 1.58 0.15
UltraScanM1 | 1.91 | 357 | 055 |0.97 0.04 0.04 0.12 0.12
UltraScanM2 | 0.34 | 038 [ 022 030 |0.10 0.22 0.27 0.87
Biolink 11.8 [ 120 128 |0.11 10.5 0.88 8.66 128.8
Antheus 409|228 |006 |0.08 2289.3 | 5038.2 1.56 111.9
Phoenix 213|252 |057 |[601 [45289 [18563.2 |147865 |3198.9
Technoimagia | 30.5 | 1009.4 | 119.8 | 549 | 0.00461 |0.000171 |0.00108 | 0.0195
123IDM2 | 757|494 [300 |625 |913528.9 | 1476223.3 | 1725659.3 | 2204127.6
GoldenFinger | 1.31 [ 294 [ 167 [1.04 |266 1.96 5.42 0.98
Raytheon 343|238 [225 [094 [0.02 0.01 0.04 0.004
Avalon 189|749 [800 |7.17 [37.0 66.1 86.8 102.2

Table 3 The interperson parameter values for the 18 fingerprint matching systems.
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Figure Legends

Fig. 1. Plots of the interperson pdf g(x) from equation (10) in the main text, the intraperson pdf
f(z) from eguation (11) in the main text, and the pdf %,,(z) of the maximum interperson score in the
galery for n = 10°. For large n, the pdf f(z) isnearly linear in the domain where h,,(z) has most of

its mass, motivating our low-degree Taylor series expansion of f(x) about the mode of A, (z).

Fig. 2. The rank-one identification probability d(n) vs. the galery size n under the distributional
assumptions in equations (10)-(11) in the main text. The exact d(n) in equation (1) of the main text

and the approximation in equation (12) in the main text are indistinguishablein this plot.
Fig. 3. Therelationship between nd’(n) and n for gallery sizes between 10? and 10°.

Fig. 4. The relationship between d;(n) and galery size n for quality image: = 1,...,8 in plots
(@),...,(h).

13



0.18 T T T T
| | |
| | I f(x)
| | |
0.16 ‘ | ‘ a(x) 4
\ | ; | ——h,(.n=10°
|
| | | I
014 | | || =~~~ mode(h, (x)) _
\ | ! !'| - -~ - - 0.0001 quantile of h_(x)
|
£ 012 } a\ | 0.9999 quantite of h ()|
k3t \ | [ |
S “‘ | [ |
2 01F| o l .
2 \ I [ |
(7] | | [0 ) |
o \ | [ I
> 0.08+ \ ‘ “‘ ‘ ‘ _
3 \ | [ \ |
s \ ! | ! \ |
8 Lo [ I i
2 0.06 \ I | \ I
= “‘\‘ [ ‘\‘ |
\ ! | | |
0.04- \ [ | \ | B
. | ‘f | \ |
] | |
\\ | ““ | \\\ |
0.02 : : \ :
I |
|
1 1

10 20 30 40 50 60 70 80 90 100
similarity score

Figure 1

0.9 ———rr ——— ——— ——— ———men e

—— approximation formula
—— exact formula

0.8

o o ©
w0 o ~

o
IS

rank-one identification probability

0.3

0.2 L Lol L | L | L | L M|
10 10° 10* 10° 10° 10 10° 10°
gallery size

Figure 2

14



nd (n)

-0.015

e e e e e e e
-0.02- b
-0.025 b
-0.03 -
-0.035— -
-0.04 -
-0.045 | | Ll Ll | | L
2 3 4 5 7 8 9
10 10 10 10 10 10 10 10
n
(@Q-=1 (b)Q=2 (©)Q=3 (dQ=4
1 1 1 1
0.98 ~
0.98 095
096 0.96 095
} 09
— —~ 094 - —
(=] (= (=
S.os = £ 09 =
0.92 © 085
0.92
0.9 085
’ 0.8
0.9 0.88
0.88 0.86 08 0.75
10* 10° 10° 10 10* 10° 10° 10" 10 10° 10° 10% 10 10° 10° 10
n n n n
extreme value approximation
exact calculation
(e)Q=5 HQ=6 (@Q-=7 (h)Q=8
1 1 1
0.95 09
0.9
0 0.9 08
— 085 08 0.8 _ o7
c = = c
) = = ~, 0.6
T 08 <’ o °
- 07 0.7 05
0.75 04
06 ™ 06
0.7 03
0.65 05 05 0.2
10° 10° 10° 10 10° 10° 10° 10° 10° 10° 10° 10° 10° 10’ 10° 10°
n n n n

Figure 4

15



