Appendix
This appendix describes the mathematical model that generated the results reported in the
main text. The mathematical models for detection and congestion are givg amd §B, re-
spectively. The costs are quantified§i@ and the strategy optimization and evaluation are defined
in §D. Alternative modes of testing are discussedHn a radiological source is consideredin,

and supplementary computational results appe&Gin

A Detection Modeling

This section contains mathematical models for three detection processes: passive neutron detection
in §A.1, passive gamma-ray detectiongiA.2, and radiography i§A.3. All parameter values re-
lated to the detection process are given in Table 1. For all three tests, these models argAiged in

and§A.5 to compute the false positive probabilities and detection probabilities, respectively.

A.1 Passive Neutron Detection

Emissions emanate from three sources: the weapon, the contents of a typical container that contains
no weapons, and the background level in the absence of containers. The monitor is-pla2en

from the center of the container, which passes through the portal at veloeit.22 m/sec (i.e.,

5 mph). Hence, if we denote the container length/byt takesZ /v = 5.5 sec to monitor a 40-ft

(or 12.2-m) container and 2.75 sec to monitor a 20-ft container. Aftame units of detection,

the true (i.e., ignoring measurement noise) cumulative emissions at the detector due to a stationary
source with emission rat€y that is a distance from the detector is% [1], where A is the

area of the radiation detector, aad is the efficiency for detecting neutrons. Because our source

is moving, the true cumulative emissions at the detector will beLfer 20 or 40 ft,

Am - ’ (1)

AenSy /L/v dt tan‘l(z—Lr)AeNSN
o r24 (vt — L)2 2mor
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if we assume that the weapon is placed in the middle of the container.

We assume that the true cumulative (sea-level terrestrial) background emissions/after
time units is a normal random variabi®; with meanAe by L /v and standard deviatiop Ae by L /v
(in units of neutrons) [1], whergy is the mean neutron background rate.

After L /v time units of detection, we assume that a typical container (containing no weapons)
has cumulative emissions at the detector equé&g@;—ﬂ whereC'y is a log-normal random vari-
able (i.e., it varies from container to container) with medi&nand dispersion factar~.

Finally, we incorporate measurement noise by assuming that all measurements are normal
random variables (denoted byy), where the standard deviation is the unknown faéteitimes
the square root of the mean. This relationship holds for a Poisson random variable, and is consis-
tent with the observation that measurement errors typically grow with the magnitude of the mea-
surement. Because the means themselves are random variables due to variation in the container
contents and background,y will actually be a mixture of normals.

Parameter values fod, ey andby are taken from [1]. To estimate the noise fackgr,
we note that when the detection timetis= 10 sec,r = 2 meters andSy = 20k neutrons/sec,
the false positive probability and false negative probability from extensive controlled experiments
(with stationary sources and in the absence of containers and background variation) Wexad

1073, respectively [2]. Substituting these values into
P(Xy1 > sy) =107, 2)

P(Xy2 < sy) =107, (3)

whereX y; and X v, are normally distributed with standard deviation equat taimes the square
root of the mean, and where the meansA&agbt and% + Aenbyt, respectively, and solving
for the two unknowns (the test’s threshold leygl in [2] and the noise factaty) yields the value
of ky in Table 1. Finally, we set = —oc, 0. = 0 (i.e., the random variabl€'y is always zero)

because 163k roadside field tests for container trucks resulted in no alarms [2].
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A.2 Passive Gamma-ray Detection

The modeling of passive gamma-ray detection is similar to that of passive neutron detection. We
retain the same notation, but use the subscript G in place of N; the valuésrodndv are the

same for both types of passive detection. In contrast to passive neutron testing, the remaining
parameters for passive gamma testing depend on whether the weapon contains plutonium or ura-
nium. We derive the remaining parameter values for the plutonium weapon first, and then discuss
the uranium weapon. While gamma rays are emitted at a variety of energies, we focus on the
0.662-MeV gamma ray in the case of passive radiation, which is the most prominent emission
from the plutonium weapon in the main text [1]. The valibgs=1400 gamma rays/frsec and

e = 0.70 are taken from [1]. The noise factéy, is estimated from vendor information, stating

that the false positive probability if)=3 and 10 grams of*’Pu can be detected with probability

0.5 by a portal monitor with a pillar spacing of 20 ft & 3 m) at a passage speed of 5 mph in a
20uR/hr background [4]. To find the source te$w for this experiment, we note that the 0.662
MeV emissions from weapons-grade plutonium are due to a decay prodidtiPaf[1] with decay

rate 174,000/gec [5]. Because 0.44% of weapons-grade plutonium is made Hpraf [1], we
haveSs = 0.0044(10)(174,000) = 7656 gamma rays/sec. To find the background tégr(we
assume the background noise in this experiment is zero), we calculate that 4.53% of the energy
from background radiation is at 0.662MeV [6] assuming a 10% energy resolution [1], so that the
background radiation should contain 0.0028v/hr at 0.662MeV. Using the conversion factor of

1.0 xSv/hr = 8.94<10° gamma rays/msec in a Nal detector at 0.662 MeV [7, 8], we find that the
background radiation is 7656 gamma rayssec at 0.662 MeV. Substituting;, = 7656 gamma
rays/sech; = 7656 gamma rays/msec (the two 7656'’s are coincidental);= 3 m andL = 40 ft

into

P(XG1 > sG) =103, (4)

P(Xg2 < s¢) = 0.5, (5)
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where, fori = 1,2, Xg; is normally distributed with meameqbs L/v and w

Bg, respectively, and standard deviatibn times the square root of the mean, allows for the
determination of the threshold leve}; used by the vendor [4] and the noise facter given in
Table 1.

To solve forcg, we note that field test results [2] state that there were 2256/162,958=0.014
false positives, which was defined as being 15% above background, and 50% of these alarms, or
0.007 of the tests, generated readings greater than 40% of backgrounds; bet a log-normal
random variable with mediaef¢ and dispersior’=y. We model the gamma-ray measurement

X as a normal random variable with meap and standard deviatiohg. /11, whereus =

% + Bg, and derive:; ando by solving (withbe = 1400 gamma rays/msec,r = 2 m and
L =40 ft)
P(Xg > 115,4%@) = 0.014, (6)
P(Xg > 1‘4‘46#) = 0.007. (7)

Passive gamma testing of the uranium weapon is done at the 1.001 MeV level, which has
ec = 0.57 andbe = 860 gamma rays/rhsec [1]. To compute the source term for equations (4)-
(5), we consider 1 kg of*U [4]. The emissions from weapons-grade uranium are due to a decay
product of2%U at 1.001 MeV [1] with decay rate 81&gc [5]. Since 5.5% of weapons-grade
uranium is?**U [1], we haveSg = 0.055(1000)(81) = 4455 gamma rays/sec. To fink;, we
calculate that 7.15% of the energy of background radiation is at 1.001 MeV [6] using a 10%
energy resolution [1], so that the background radiation should contain 0,034 at 1.001
MeV. Using the conversion factor of 1,(6v/hr =6.53 x 10° gamma rays/rsec in a Nal detector
at 1.001 MeV [7, 8], we find thati; = 9338 gamma rays/frsec. Using these parameter values,

we re-solve (4)-(7) to géet; = 0.069, e‘¢ = 1.62 gamma rays/sec and<¢ = 43.56.



A.3 Radiography

Active radiography involves detailed engineering issues related to filtering algorithms, contrast
detail and spatial resolution that vary across companies, and developing a mathematical model
of this complex process would be a daunting dask. Our objective is to develop a rather simple
mathematical model of radiography that allows the detection probability to depend on the size
and composition of the weapon and its shielding, and allows the model parameters to be readily
estimated from industrial data. In our model, we assumeihajamma rays per chare emitted
through one side of a sequence.bolid objects, where objegt = 1,. .., J is of thickness;

and has mean free path of gamma rayé. The probability of any particular gamma ray being

detected on the other side of the sequence of objects is given,byhich is approximated by [1]

J
ga= [ e . (8)

Jj=1

Hence, if each gamma ray behaves independently, then the observed &utgtam gamma
radiography, which is the number of rays detected from aaigross-sectional area, is a binomial
random variable with parameteis, andg,. Becausey 4 is typically small and we will aggregate
over a large enough cross-sectional area to make the sum of flsdarge, we approximate the
random variableX 4 by a Poisson random variable with parametéyg 4, which is both its mean
and its variance.

We deriveN 4 by assuming that a gamma radiography machine can penetrate 16 cm of steel
(SAIC claims that its various models of VACIS machines can penetrate between 9.5 and 16.5 cm
[9]), which means that the aggregated machine measurements retain a signal-to-noise ratio of one
if a standard 5< 10 x 20 cm lead brick is behind the steel. Consider two scenarios: in scenario 1,
the lead brick is behind 16 cm of iron (the main element of steel), and hgnce e=5#a—16kic
by (8), whereu;; = 1.544 cm andu,; = 2.424 cm are the mean free paths of gamma rays in lead
and iron, respectively [10]. The 200 aggregated measurements (the brick’s cross-section is 200

cn?) constitute a Poisson random variablg; with mean200N 4¢.4:, because the sum of Poisson
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random variables is itself Poisson. In scenario 2, the lead is absentanrde~1¢, The aggre-
gated random variable is Poisson with meanN 4g.4-. Now letA = X 4o — X 4; be the difference

in the number of detected gamma rays between the two scenarios. Its meaVig gz — gai)

and its standard deviation {#200NA(gA1 + g42) because the two measurements are independent.
Finally, we determinéV, so that the mean ok equals the standard deviationAf(this is what is

meant by a signal-to-noise ratio of one), which yields

Ny = gar + gaz

B 200(9A2 - gAl)Z. ©)

A.4 FalsePositive Probabilities

We assume a fractiorfir = 0.97 of US-bound containers are trusted, meaning that they have
not been flagged by the ATS. We view the testing system as having four stages: passive neutron
monitoring (N), passive gamma monitoring (G), active radiography (A), and manual testing (M).
Fori = {N,G, A}, let f; equal the false positive probability that a container generates an alarm
for testi. Note that a weapon-free container can generate a false positive for three reasons: its
contents, the natural background (in the case of passive testing), and measurement error.

The values off; are not set exogenously, but rather are determined by the test threshold
parametersy, sg andp,4, respectively, which are decision variables in our model. By the same

reasoning as in (6), we have for= {N, G},
fi= P(Xi > Si)a (10)

whereX; is a normal random variable with meanand standard deviatidn  /ii;, wherey; itself
is the random variablg; = 49GL + B,

In contrast to passive testing, active testing can cause alarms for a variety of reasons that
are independent of nuclear or radiological emissions. Consequently, we assurfig that.05

of actively tested containers set off an alarm regardless of the value of the threshold parameter
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pa, Simply because an unexpected or mysterious object is seen [11]. In addition, an active testing
alarm occurs if the container’s contents are too dense for radiography to penetrate (e.g., shipments
of metal objects, or certain agricultural shipments) or too difficult to decipher (e.g., the container
contains a hodgepodge of items). Because containers filled with metal objects typically are 20 ft
in length (to satisfy the weight limit), for modeling purposes we assume that a frattien0.1

of containers are 20 ft in length and contain 24 cm of steel (% packing fractionx 8 ft) along

the direction measured by active testing. These containers are surrogates for all 20-ft and 40-ft
dense or indecipherable containers, and the test thresholdplgvelapplied only to these dense
containers. By (8)-(9), each of these containers has a test measurement given by a Poisson random
variableX 4,, with mean

gan = e e, (11)

wherey;; = 2.424 cm (iron) andr,, = 24 cm. We assume that an alarm occurs if the probability
that the radiography measurement equals zero, whiehis%4~, is greater than the threshaqid.

Hence, the total false positive probability takes on one of two values:

fa if e Nagan < py;
= . 12
I { fa+ fo if e7Nagan > py. (12)

If p4 = 1 then containers never fail radiography because of their denseness, whereas a value of

pa near O provides a more aggressive strategy against dense containers (i.e., these containers fail

active testing and are subsequently opened up because they were too dense to penetrate).

A.5 Detection Probability

There are three layers of protection to detect a weaponized container before it enters the port of
embarkation: C-TPAT's certification system, mechanical container seals and the ATS software
system. Recall that the weapon can be hidden in a 40-ft or 20-ft container from a certified or

uncertified shipper. Definé: to be the probability that a certified shipper would catch a terrorist



attempting to smuggle a nuclear weapon in one of its contaidegrs) be the probability that the
mechanical seal sets off an alarm if a terrorist inserts the nuclear weapon into the container, and
dr to be the probability that the software system ATS would detect a container from an uncertified
shipper that contained a nuclear weapon.

Fori = {N,G, A}, let d; be the probability that test i would detect a nuclear weapon.
These probabilities depend on the testing decisionssg andp 4, and the shielding thickness.
We assume that the lithium hydride shielding reduces the neutron and gamma emissions by the
multiplicative factorsf, and f,, respectively; e.g., if the neutron emissions are reduced by a
factor of 100 thenf,y = 0.01. Since the neutron detector aggregates the neutrons detected over
all energy levels, we are interested in the fraction of neutrons emitted by the weapon that is not
absorbed by the shielding. We approximate this fractiorfly = e~#s~"s [1, 12], whereu_y is
the mean free path of neutron absorption in lithium hydride. WeuSgt= 3.13 cm, using the
observation that, = 20 cm reduces the neutron emissions of the plutonium weapon in Fetter et
al. by a factor of 600 [1]. By (8), we assume that the fraction of gamma rays undegraded in energy
is fuq = e7H6™s wherepu 4 = 10.725 cm is the mean free path of gamma rays in lithium hydride
at 0.662 MeV for the plutonium weapon apg;=13.02 cm is the mean free path of gamma rays
in lithium hydride at 1.001 MeV for the uranium weapon [10]. Fet {N, G}, we have from (5)
that

d; = P(X; > si), (13)

where X; is a normal random variable with mean and standard deviatioky/z1;, whereyu,; =

fsi tan—1 (%) Ae; S;

2mwor

+ B;.
To derived 4, we defineX 4,, by (8)-(9), where for the plutonium weapon,

Gaw = e—(1-5MpG+4MbG+6Mtc+20uec+2uac+2usc?“s+9uic[244—42—27”3})7 (14)

whered is the packing fraction; in equation (28), we change 1.5 cm to 2.46 cm, and 42 cm to 46

cm, for the uranium weapon (figure 2 of main text). To understand (14), note that the container,

8



which is 8 ft (or 244 cm) across, consists of the weapon (figure 2 of the main text), which is 42
cm in diameter and contains a 8.5 cm diameter empty core, a 1.5 cm thick layer (0.75 cm on each
side of the weapon) of plutonium (with mean free pagé = 0.786 cm; all mean free paths of
gamma rays in (14) are at 1.3 MeV, which is the energy used in the newest VACIS machines [13],
and are taken from [10]), 4 cm of beryllium (mean free pagh = 10.932 cm), 6 cm of tungsten
(mean free pathi,; =0.957 cm), 20 cm of high explosives (with mean free path = 9.185

cm, calculated as in [14] from the composition of hydrogen, carbon, nitrogen and oxygen in the
ratio 2:1:2:2 [1]), and 2 cm of aluminum (mean free patly, = 6.871 cm), a layer of lithium
hydride shielding of thickness on both sides of the weapop (i = 14.854 cm), and a collection

of identical iron objects (j; = 2.424 cm) that have packing fractioh The packing fraction is

given by

(2.95 x 107 g — 3m[(rs + 21)* — 21%] cm® 1.2 g/cm3> /7.8 g/cm®

0= for a 40 — ft contai
[7.25 x 107 — 2x(ry + 21)3] cm® or a 40 container,
(15)
(2.95 x 107 g — gm[(rs +21)* — 21%] cm® 1.2 g/cm3> /7.8 g/cm®
0= for a 20 — ft container,

3.62 x 107 — 37(r, + 21)3] cm?
(16)

for the plutonium weapon; the 21 cm is changed to 23 cm in (15)-(16) for the uranium weapon
(figure 2 of the main text). The numerator of (15) is the container weight limit (65k Ibs) minus
the weight of the lithium hydride shielding (assuming it is a concentric shell, where the density of
the lithium hydride shielding is 1.2 g/chf1], which is about 50% higher than the density under
normal conditions), divided by the density of steel; this ratio is the volume of steel that can be put
into the container (ignoring the weight of the weapon, which is only 129 kg [1]). The denominator
of (15) is the total container volume minus the volume of the shielded weapon. Equation (16)
differs from (15) only in the calculation of the total container volume in the denominator.

There are two distinct portions of the container as it is scanned lengthwise: the weapon-



containing portion and the weapon-free portion. Because the outer radius of the tungsten layer is 10
cm [1] and the spatial resolution of gamma radiography is about 1 cm [9], we assume that radiog-
raphy obtainsr10? = 314 weapon-containing measurements that are independent Poisson random
variables with meamV ,¢.4,,. The weapon-free portion of the container has = e~ | since

it is filled with identical iron objects according to the packing fractthnBecause radiography
generates nearfy x 10° weapon-free measurements from a 40-ft container, we can safely assume
thatg,, is correctly estimated during scanning. We allow the weapon to be detected via two ap-
proaches. First, as in (12), the container fails radiography if it is too dense, keN4f4» > p,.
Second, the weapon is detected if the 314 weapon-containing measurements differ significantly
from the weapon-free measurements. For {n,w}, let X’Aj be the sum of 314 independent
samples fromX 4,, which itself is a Poisson random variable with medn N 4g4;. We assume

that the weapon is detected if the aggregate measurelenis less than the 0.05 tail of 4,;

i.e., if the aggregate weapon measurement differs, at the 5% significance level, from the aggre-
gate measurement we would expect to see from the weapon-free portion of the container. Taken

together, we assume that

1 if e N9an > py:
dy = . ’ 17
4 { P(Xaw <n®) if e Noan < py, )

where
n (314NAgAn)k6_314NAgA"

2 k!

k=0

> 0.05}. (18)

n' = min{n
If the weapon is on a container of a certified shipper, then the detection probability (DP) for

strategy YZa) is

DP(YZ(a)) =1— [ (1—d)(1—ads) for Y=A, Z=EorD, (19)
i={C,S,N,G}
DP(YZ(a))=1— J[ (1—d;) for Y=U, Z=EorD. (20)
i={C,S}
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If the weapon is on a container of an uncertified shipper, then the detection probability is

DP(YZ(a)) = 1-(1=ds)| ] (1-d)(1-ada)+dz [] (1=d;)| for Y=A, Z=EorD,
i={E,N,G} i={N,G,A} 21)

DP(YZ(a)) = 1—(1=ds)|[(1=dg)+dp [] (1=d)(1—ady)| for Y=U, Z=EorD. (22)
i={N,G}

If inspection is carried out at both ports, then the analogs to (19)-(22), respectively, are

DP(AB(@) =1— [[ (1—d)[ T[] (1-d)(1—ads)] if certified,  (23)
i={C,5) i={N,G}
DP(UB(a)) =1— [[ (1—d;) if certified, (24)
i={C,S}

DP(AB(a)) = 1—(1—ds) [(1—dE)< 11 (1—di)(1—adA)> +dE< 11 (1—d,~)> ] if uncertified,
i={N.,G} i—{N.G,A} 5

DP(UB(a)) = 1 — (1 — d) [(1 —dp) + dp (_{H }(1 —d)(1— adA)ﬂ if uncertified. (26)

B Congestion

The parametric-decomposition approach, which is used to estimate the probability distribution for
the amount of time a container spends in the testing process at each port, is desdiibhéd The
queueing networks at the port of embarkation and the port of debarkation are specf@ in
and§B.3, respectively. The values of the congestion parameters are given in Table 2. As explained
in the main text, we ignore any congestion due to passive testing and we consider a single isolated

ship that loads or unloads 3000 containers.

B.1 The Parametric-decomposition Approach

In the parametric-decomposition procedure [15], each queue in a network is characterized by five

parameters: the arrival rate the coefficient of variation (i.e., standard deviation divided by the
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mean) of interarrival times,, the service rate: for each server, the coefficient of variation of
service times:;,, and the number of servens.

In this subsection, we state the waiting time distribution at a generic queue with the five
parameters given in the previous paragraph, as approximated by Whitt [15, .2mand B.3,
we derive four of the five parameters (the number of servers is a decision variable) for each of the
queues in the testing networks, using subscripts to describe the port (E or D) and/or the test (A or
M). The resulting waiting time distributions and service time distributions at each queue will then
be combined to derive the total sojourn time distribution.

Letp = m% be the traffic intensity and = \/m(1 — p). We need to choose so thatp < 1
in order to maintain finite waiting times. L&Y’ denote the steady-state waiting time in queue and
D represent the conditional wait, given that theservers are busy, i.eD = (W|IW > 0). The
expected waiting time in queue is approximated by

2 2
c, +c;

A L= )1+ V2B (B )

(27)

where®(-) is the cumulative distribution function of the standard normal, and

1—®(26/(1+c2))
(1-0(8))(1 + V2rB0(3)e™) |
Using (27)-(28), we approximate the expected valu®dfy

P(W > 0) ~ min {1, (28)

EW)

PRI B =0y

(29)

and approximate the squared coefficient of variatiofwdfy

41— p)2c +1)

20— 1+ 3(c 4 1)

(30)

The distribution ofli1” is approximated by a point mass at zero with probability P(1V > 0)
using (28), and fitting a probability density function fdbusing (29)-(30), according to one of four

cases, as described in equations (55)-(61) of [15].
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The parametric-decomposition procedure approximaied a downstream queue in terms
of ¢4, which is the coefficient of variation of the departure process of the upstream queue, and the
fraction of containers exiting the upstream queue that go to the downstream queue. By Ht5],
a queue is approximated by

a1t (1) 1)+ %( ), (31)

and if the departure process is randomly thinned (in our case, via testing) with probaptihgn
the resulting squared coefficient of variation of the interarrival times at the downstream queue is
approximated by

pci+1—p. (32)

B.2 Port of Embarkation

Testing is performed at the gates leading into the terminal at the port of embarkation. We assume
that US-bound containers arrive to the port of embarkation according to a Poisson process at rate
Ag. These containers arrive according to an appointment system with a one-hour time window, and
typically arrive 6-8 hours before being loaded. If each truck driver behaves independently within
the constraints of the appointment system, then the Poisson assumption is reasonably accurate [17].
To estimate\ z, consider a US-bound ship that will load 3000 containers at the port of embarkation
(see figure 1)). With four ship cranes each performing 30 moves/hr, this vessel will take 25 hours
to load. Suppose containers are scheduled to arrive at constangratam time 0 to timer;, (i.e.,

Ar = 3000/7;) and suppose loading starts at time> 0 and ends at time; + 25. If we ignore
variability, set the maximum waiting time for any container at 8 hours (e 25 — » = 8), and
assume that, to avoid ship-crane idleness, two hours worth of work (i.e., 240 containers) is at the
ship crane before it starts loading (i.e., 3600~ = 240), thent; = 1.48 hr, 7, = 18.48 hr, and

Ag = 162.3/hr.
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The arrival rate to active testing is

AEA = AE {1 — fr(1—a) H (1- fz)} for Strategy A, (33)
i={N,G}
Apa = Ae(1— fr) {1 —(1-a) J] (- fz)} for Strategy U. (34)
i={N,G}

We assume,z4, = 1, since a randomly thinned (i.e., containers randomly chosen with
probability A\ 4 /A ) Poisson process is also a Poisson process. We also agsume0/hr (i.e.,
three minutes to test a container [9]). Because the scan time is deterministic and the analysis of
the scan is random, we assume that the service time is an Erlang (order two) random variable with
2, = 0.5. By (31), the squared coefficient of variation of the departure process from this queue is

approximated by

2
Cpam 4 (1= p)(Epa— 1) + —LEA (2, — 1), (35)

where there areiz 4 servers and the traffic intensity jg; 4 = #AAHA

Additional congestion will also be incurred by those containers that require manual inspec-
tion. Containers that pass both passive tests are manually tested only if they fail active testing,
which occurs with probabilityf4 in (12). In contrast, containers that fail at least one of the two
passive tests proceed from active testing to manual testing with probapility f,, regardless of
the value ofp 4 in (12). That is, we assume that the passive testing failure is successfully diagnosed
by active testing with probability — fA — fa4, and the failure is diagnosed during manual testing

otherwise. We denote the arrival rate of containers to manual inspectiag pywhich is given

by

)\EM = )\E[l— H (1—f2)](fA+fd)+)\E H (1—fi)[fTa—l—1—fT]fA fOI‘ Strategy A, (36)
i={N,G} i={N,G}

Ao = (L= fr){(l= TI (=fl(fa+f+ TI (1—fi)afa} for Strategy U. (37)

i={N,G} i={N,G}
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By (32), the squared coefficient of variation of the interarrival times to manual testing is approxi-

mated by

A A
CaEM = %C?IEA +1- )\ZJ:[, (38)

wherec?; 4 is given in (35).

Manual inspection is typically performed in teams. It takes five inspectors about three hours
to completely empty and repack a container, and considerably less to open the container and peer
inside. We assume that the mean service time is one houe(ji/hr) and that each of thevz,,
servers represents a team of five inspectors. We assume that these service times are exponential
(and hence?,, = 1), so that the probability that a manually-tested container is entirely emptied is
aboute 3 = 0.05.

Fori = {A, M}, let the waiting time and the service time for queuse denoted byVg;
andSg;, respectively. Then the sojourn tifig is given by

0 with probability 1 — ’\AE—EA;
Tp = Wga + SEA with pr()babﬂity %; (39)
Wega+ Sga+ Wgy + Seym with probability )‘/{E—EM

Because the waiting times and service times are independent, and the waiting times at various
queues are assumed to be independent (e.g., [18]), the probability distribution of the steady-state
total sojourn time7z in the queueing network is approximated by a mixture (according to the
probabilities in (39)) of the convolution of the waiting time and service time distributions at each

queue.

B.3 Port of Debarkation

At the port of debarkation, passive monitoring is undertaken when the containers are on bombcarts
just after the containers are taken off the ship, and active and manual testing is performed while the
containers are on utility trucks, which pick up the containers after the bombcarts deposit them in

the shipyard. We assume that three ship cranes, each working at rate 30/hr, are used to unload the

15



vessel, generating a container arrival raté\gf= 90/hr. The ship cranes work two shifts per day,

and hence the 3000 containers from the ship are unloaded in about 33 hours, i.e. two days. The
arrival rate\p 4 to active testing is again given by equations (33)-(34), but with the subsoript

in place of E. If we view the ship unloading process as three servers working at 100% utilization
(i.e., p = 1) with deterministic service times (i.e:, = 0), then equations (31)-(32) imply that the
interarrival times of containers to active testing has squared coefficient of variation approximated

by
A 1 A
2 DA DA
~ 1 -—=|+1- == 40
a0 ﬁ} - (40)
The service rates and coefficients of variation of service times for both active and manual testing
are the same as at the port of embarkation. The arrival parameigrandc,p,; and the sojourn

time T, are given exactly as in (35)-(39), with the subsciipin place of £ throughout.

C Costs

The total annual global cogt (YZ(a)) of strategy YZ¢) is given by

K(YE(G)) = kEP +VEAMEA + VEMMEM for Y =Aor U, (41)

K(YD(CL)) = kDP + kDA +VUpaMpa +VpvMpu for Y =Aor U, (42)

K(YB(a)) = kpa + Z kip + viamia + viymiy for Y = Aor U, (43)
i={E,D}

where, fori =E or D, k;p is the annual cost of passive testirig; 4 is the annual cost of active

testing at the port of debarkation that is independent of the number of active testers, iarttie

annual global cost per server fpe= A for active testing ang = M for manual testing. We ignore

the costs of C-TPAT, mechanical container seals and ATS, since these activities are assumed to
already be in place. These seven cost parameters (see Table 3 for the values of the components
of these parameters) take into account equipment and labor, and are assessed by the annual salary

plus 0.2/yr times the cost of equipment.
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For Strategy YZ(a), the passive testing cost is independent of Yaarahd only depends

on Z (i.e., on where passive testing is performed). The cost of a passive portal monitor is about
$80k [11]. We assume that one portal detector is required per terminal. The 30 largest US seaports
accounted for 99.5% of the imported containers in 2002 [19], and they have about 50 terminals

in total. About 40 overseas ports ship to Pier 400 at Long Beach, and 105 ports ship to New
York/New Jersey; the overlap between these ports is about 20, and some of these 125 distinct
ports use several terminals. Hence, we estimate that there are about 150 terminals at ports of
embarkation. We assume that each passive detector requires two full-time employees to operate
each 8-hour shift per day, and each employee earns $75k per year (we assume overseas monitors

are manned by US employees). Hence, our passive cost parameters are

2 k k I9M
kgpp = 150 terminals x 0—(—$89 ) + (6 workers x 7$75 ) = $69.9 . (44)
yr ‘terminal worker - yr yr
2 k k 15.8M
kpp = 50 terminals X 0—(&) + (4 workers X L) = 8158 : (45)
yr ‘terminal worker - yr yr

The cost of an active portal monitor is about $100Kk, although truck-mounted monitors are
considerably more expensive [11]. We assume that an active tester requires three operators (each
earning $75k) per shift annually. Active testers scale with the number of ship cranes. Domesti-
cally, the Los Angeles/Long Beach ports have 135 ship cranes and handle 44% of imports, while
Savannah has 13 cranes and handles 4.3% of the imports. Hence, we assume that the number of
domestic ship cranes is approximat@%% ~ % ~ 300. We assumed three ship cranes were
used at the port of debarkation§B.3, and so we scale the number of active testers required at the
port of debarkation up by a factor of 100 to estimate the domestic costs. The number of overseas-
to-domestic ship cranes is assumed to be identical to the corresponding ratio for terminals, which

is three. Hence, we scale the overseas active testers up by the factor of 300, which is three times

the domestic scale-up factor of 100. The annual cost per active tester at the two ports are

vpa = 300 x

yr

- (46)
yr

0.2($100k) (9 workers " $75k )] ~ $208.5M

tester tester worker - yr
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tester tester worker - yr

yr yr
There are also active testing costs at the port of debarkation that are independent of the

opa = 100 X l%($100k) (6 workers " $75k )] _ $47M. 7)

number of active testers. By the discussion of the logistics at the port of debarkatjBrGinall
actively-tested railbound containers require three crane movements by the tophandlers, compared
to the traditional approach where railbound containers only required one movement by the tophan-
dlers. If we letp, = 0.4 denote the fraction of imported containers that are railbound, then the
ratio of additional tophandlers required divided by the traditional (i.e., pre-inspection) number of

tophandlers is
2p, A4
pr+2(1—p,)
Similarly, in the absence of inspection, only truckbound containers traveled on a utility truck, but

(48)

now actively-tested railbound containers also require a trip in a utility truck. Therefore, the ratio
of additional utility trucks required divided by the pre-inspection number of utility trucks is

ApA
broy,

i (49)
Given the 3.4 tophandlers and 16.9 utility trucks per ship crane at Pier 400, we assume the three
cranes used at the port of debarkation required 10 tophandlers and 51 utility trucks in the absence
of inspection. Moreover, tophandlers cost about $150k and utility trucks cost $20k, and we assume
the salary for the drivers are $75k and $50k per shift, respectively.

Tophandlers and utility trucks also scale with the number of ship cranes, with factors of 100

domestically and 300 overseas. Hence, the cost fagigiis given by

2p, R4 %( $150k ) 2 workers ( $75k )
2—p, | yr tophandler

prARA [g ( $20Kk ) 2W0rkers( $50k )

kpa = 100 x [10 tophandlers x

tophandler worker - yr

+ 100 x l51 utility trucks x

1 —p, | yr \utility truck * utility truck \worker - yr
(27 $180M N PR $530.4M
2 —p, yr 1—p, yroo

The parametet, 4 for Strategy YOa) depends on Y and via Ap 4 in (33)-(34).
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Each manual inspection team consists of five workers, each earning $80k/yr. Since manual

testers also scale with the number of cranes, we have

t 400k M

v = 200 X lB eams $400 ] _ $360 7 (50)
tester team - yr yr
2 400k M

UDM:100Xl teams>< $400 ]:$8O . (51)
tester team - yr yr

D Strategy Optimization and Evaluation

Each of the six classes of policies (AD,AE,AB,UD,UE,UB) contain six decision variables, which
are listed in Table 4; we assume that these six variables take on the same value at each port in
the three “B” policies. Hence, as noted in the main text, the US Government essentially has eight
decisions: A or U; E, D, or B; and the six variables in Table 4. We evaluate each of these six classes
of policies by choosing the decision variables to maximize the detection probability subject to a
budget constraint oB dollars on the annual global cost, and congestion constraints at both ports.
For the port of embarkation, we use the congestion constraint that at least 99% of containers make
it through the testing process within 6 hours. This should lead to minimal impact on port efficiency
and wreak little havoc on the loading plan. For the port of debarkation, we assume that at least
95% of containers make it through the testing process within 4 hours. Here, we are holding up
individual containers and not an entire ship, and so we can use a lower service level.

The terrorists have three decisions: the shielding thickngss20-ft or 40-ft container, and
a certified or uncertified shipper. The optimization problem corresponding to the Stackelberg game

[20], where the US Government makes its decisions before the terrorists, is

max min DP(YZ(a)) (52)
{amamasvsapat o g o a0
certified or uncertified
subject to  K(YZ(a)) < B, (53)
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P(Tg > 6hr) < 0.01, (54)
P(Tp > 4hr) < 0.05, (55)

4 .
§w<(rs + 21)3 — 213>1.2 <5.9x10% (56)

where DP(YZ§)) is defined in (19)-(26)K(YZ(a)) is defined in (41)-(43), and’rz andT), are
defined in (39), where it is understood that, with probability dfige~= 0 if Z = D andTp = 0 if
Z = FE. Constraint (56) (expressed in grams) is based on the assumption that the ATS would not
detect the shielding as long as the weight of the lithium hydride shielding is no more than 13k Ibs,
which is 20% of the container weight limit (we omit the mass of the weapon, which is only 129 kg
[1]). The left side of (56) assumes the shield is a concentric shell, and follows from (14); in (56),
we change 21 cm to 23 cm for the uranium weapon (figure 2 of the main text). Constraint (56)
reduces to; < 84.8 cm for the plutonium weapon; the corresponding outer radius of shielding is
84.8 + 21 =105.8 cm, which is slightly less than the space constraint of 122 cm. By re-optimizing
for different values of3 in (53), we generate the cost vs. detection probability curves in the main
text.

The initial input to the optimizer is a set of values for the decision variablesy, sg,
pa, from which we compute the minimum cost combinatiomef andm,, that will satisfy the
maximum waiting time constraints (54)-(55). The optimizer then computes the numerical gradient
of the objective function with the initial set of decision variable values. It uses the gradient to
determine how it should alter the decision variables to produce the greatest increase to the objective
function, attempting progressively smaller steps of the decision variables in that direction until it
finds a new set of values that still satisfies all the constraints and increases the objective function.
The optimizer stops once the gradient is too small (indicating that the function is barely changing)
or when it can no longer find a new set of values that both satisfies the constraints and increases

the objective function.
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E Alternative Modes of Testing

In this section, we discuss alternative uses of existing technologies as well as technologies under

development. The more promising options are consider§8 of the main text.

E.1 PassiveTesting at the Ports

Portal monitors are only one option for passive neutron and gamma testing at the ports of embarka-
tion and debarkation. Handheld devices have considerably higher false positive probabilities and
are much slower than portal monitors [2], making them impractical for front-line testing. However,
they can be quite helpful in the investigation of containers that fail either passive or active testing.

Passive monitors can also be put on the ship cranes. One possibility is to put a sensor on
the spreader bar that hovers over the container as it is handled. In thig aabput 30 sec; is
about 1.5 m, andi,; ande, are similar to handheld devices. However, the results of an experiment
in Norfolk, VA were not promising, due partly to the fluctuations in background radiation as the
sensor moved in and out of the ship to get the container. Even if this serious technical issue can
be overcome, another key hurdle is the durability of these monitors in such a harsh environment.
Suppose the time between failures for a monitor on the beam is exponentially distributed with
parametet- (i.e, a mean of-—! hr). Because it is too expensive to stop the ship crane to fix the
monitor during the crane’s two shifts of operations at a port of debarkation, the monitor would be
repaired during the third shift. Under this assumption, the fraction of time over the two shifts that
the monitor is operating is given bly‘ng16 Hence, the detection probability and the false positive
probability are both decreased by this factor.

A more promising option is to put the detector on the scaffold of the ship crane. In this
case,t will be shorter (perhaps 5 sec), add ¢y ande; would be similar to the values i$A.1-
§A.2 for a portal monitor. The monitor’s reliability would be higher (i.e., smattebecause the

scaffold undergoes less stress than the spreader bar) and its false positive rate would be lower (less
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background fluctuations). However, given that passive portal monitoring does not significantly
impact port congestion, there does not appear to be a compelling need to pursue these difficult

options.

E.2 Elongated Portal Passive Testing

Rather than driving through the portal monitor at velocitywe assume that a container takes 10

sec to drive into the portal and then stays theretfeec, generating emissions at the detector of

fsiAe;Sit
472

. We create a 3-stage queueing network by adding a queue in front of the two-stage network
in §B.3. The Poisson arrival rate to this queue js= 162.3/hr, the service times are deterministic
with duration%;1 = 10 + t sec, and there amagp servers. There are two additional decision
variables, the testing time)(and the number of servers @p). Because the testing process is
highly automated, we assume that two workers can run this operation, regardless of the number of

machines.

E.3 PassiveTestinginside Containers

Passive monitors can also be put inside containers. Given the low false positive probability of
passive neutron testing, these sensors might be able to exploit the week-long trip to improve the
signal-to-noise ratio of passive neutron testing at the port of debarkation. The steel container walls,
which arer. = 0.2 cm thick, reduce the background neutron source at the detector by the factor
e~riNTe whereu;y = x cm is the mean free path of neutrons in steel. Hence, the true cumulative
background emissions is a normal random varidblewith meanAey byt and standard deviation
VAenbnt, WwhereA = 0.02 andey = 0.05 (similar to handheld devices [1]) artd= 7 days. The

true weapon emissions at the detector would'p&——5“5x! wherer = 1.2 m (the halfwidth of

a container). The remainder of the model remains unchanged, including the assumption that the

typical weaponless container has no neutron emissions{e= 0 with probability one). Note
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that containers far from direct sunlight may receive a smaller background radiation rate,than
which causes us to underestimate the efficacy of this option. The cost of each sensor is assumed to

be $50, and the 0.2/yr equipment factor is applied.

E.4 X-ray Radiography

X-ray radiography is capable of penetrating up to 41 cm of steel [21]. However, this increased pen-
etration is achieved with a 9-MeV x-ray source, which requires considerable safety precautions.
Consequently, it is practical to only use these $1.2M machines for containers that cannot be pene-
trated by gamma radiography. We consider a strategy where all dense containers that are actively
tested are routed to x-ray radiography, and all other actively tested containers are routed to gamma
radiography. We further assume that the fractjfonof containers that cause false positives are

all processed by gamma radiography. If we assume that the service time characteristics of gamma
radiography are the same as x-ray radiography and denote the service time and waiting time at

x-ray radiography at the embarkation port Byx andWgy, respectively, then equation (19) is

replaced by
0 with probability 1 — ’\/\E—;;
T Wga+ Sga with probability %; (57)
") Wex + Sex with probability {224 dfsf‘;

Wea + Spa+Wear + Spyr - with probability 2224
To estimate how the x-ray equipment would perform, we replace 16 cm by 41 gm #ndg 4,
in equation (9) and calculate a new value/df. In this and all other calculations to find the false
positive probability and detection probability for active testing, we use the following mean free
paths at 9MeV: lithium hydride (45.0 cm), beryllium (31.6 cm), explosives (24.4 cm), aluminum

(15.6 cm), iron (4.26 cm), lead (1.83 cm), tungsten (1.13 cm), plutonium (0.974 cm).
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E.5 Networked Active Testing

Active testing throughput can be increased by electronically transmitting the scanned images and
allowing multiple scans to be analyzed simultaneously, thereby decoupling scan production and
scan analysis. To analyze the congestion resulting from this option, we consider a 3-stage queueing
network consisting of scan production {Ascan analysis (8, and manual testing (M). The arrival
parameters\pa,, ¢ip 4, Apa, andc,,, are identical to\ga, c2pas Apa andc; 4 respectively,

in §B.2 and§B.3. The service rate at the scan production queyejs= 60/hr and the service

times are assumed to be deterministic,( = 0). Since all scans are analyzeq,, = A4, for

i =E or D, and equations (31)-(32) imply that

P?Ap
/1A

P

2

Cain, 14+ (1— p?Ap)(cziAp —-1)— for i=EorD. (58)

We assume that, = 30/hr, so that the mean total active testing time is the same as in the base case
(i.e.,pa' = pa) + pia). Similarly, we assume?, = 3 (for simplicity, S;., in (60) is assumed to

be exponential), so that the squared coefficient of variation of the total testing time is the same as

- - 2 - - -
in the base case (i.e2, = ’Lfg c2,). The arrival rates to manual inspectiots,, andAp,,, are
@ A

given by (36)-(37), and
2 AiML o it

Cairt 3 CiA, +1- \
iA, iA,

for i=E orD. (59)

The service parameters,; andc,,,; of manual testing are the same as in the base case. The total
sojourn time is given by, for =E or D,

Aidp

0 with probability 1 — —=#;
Ti =14 Wia, + Sia, + Wia, + Sia, with probability /\iAP/\_,/\iM; (60)
Wia, + Sia, + Wia, + Sia, + Wia + Sias - with probability 2.

We assume that each of the servers at scan production consist of an active tester ($100k
each) and two operators ($75k/yr each), and each server at scan analysis consists of one inspector

($75k/yr each).
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F Radiological

There are seven important radioisotopes [22] that can be put into radiological dispersal devices
(RDDs), or so-called dirty bombg' Am (found in smoke detectors¥,?Cf, '37Cs (spent nuclear

fuel and brachytherapy§’Co (nuclear reactors, food radiation}?Ir (cameras)*Pu (thermal
generators), ant’Sr (nuclear waste, television tubes). There are three main kinds of ionizing
radiation: alpha particles, which only travel 4 cm but are harmful if inhaled; beta particles, which
travel 2 m and can cause skin burns; and gamma rays and x-rays, which pose seriotfS Asks.

252Cf and?3®Pu only emit alpha particles, and so can be easily handled by terrorists, whereas the
other four isotopes can be fatal if handled in sufficient quantities.

Levi [22, 23] estimates that 2 Ci df"Cs (an amount found in many medical gauges) in 10
pounds of TNT would cause a Knf40 city blocks) to exceed EPA radiological standards, whereas
a Russian study [24] states that between 50 and 10k Ci"Gfs in 50 kg of TNT could cause
the population in a 1 kiarea to seek shelter. The discrepancy between these studies could be
due to the different safety thresholds used, the fact that the population in the Russian analysis
takes protective measures, different amounts of explosives, and different atmospheric models (the
Russian model is more complex). For concreteness, we consider a radiological source of 10 Ci
(0.11 g) of'3"Cs.

Unlike fissile material, the emissions from dirty bomb materials are not due to the fission
process. Consequently, radioactive material will be detected by its emitted gamma rays. Ten Ci
of 137Cs, if unshielded, generat8s x 10'2 gamma rays/sec, of which 46.92% is at 0.662 meV.
Hence, the peak gamma-ray emission ratieds x 10'? rays/sec, compared with 600 or 30 gamma
rays/sec for the nuclear sources considered in the main text. To reduce the radiological gamma-ray
emissions to the mean plus 3 standard deviations of the backgrdeptl; L /v + BW,
requires 8.23 cm of tungsten shielding. The correspongingterm in (14) ise~16-46mc = 3.4 x

108, which is about 3 logs smaller than the,, term in (17)-(18) for a 20-ft container, and about
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5 logs smaller for a 40-ft container. Consequently, 10 Ci*6€Cs is at least as easy to detect
as a nuclear weapon: if enough shielding is used to hide the gamma-ray emissions, then gamma

radiography will detect the radiological source if the surrounding steel items can be penetrated.

G Supplementary Computational Results

Tables 5-8 provides the detailed solutions for the points on the base-case curves in Figs. 4a-4d,

respectively, of the main text.
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Parametel Description Value Reference
L Container length 20 or 40 ft See text
v Velocity during passive testing 2.2 m/sec See text
A Area of radiation detector 0.3 n? [1]

r Distance of radiation detector 2m [2]

Sn Neutron source 400k neutrons/sec [1]

eEN Efficiency of neutron detector 0.14 [1]

by Mean neutron background rate 50 neutrons/rhsec [1]

eN Median container neutron emissions 0 [2]

€N Dispersion of container neutron emissign$ [2]

kn Neutron noise factor 2.81 (2)-(3)
Sa Gamma source 600 gamma rays/sec [1]

€q Efficiency of gamma detector 0.70 [1]

ba Mean gamma background rate 1400 gamma rays/frsec| [1]

ecc Median container gamma emissions 2.63 gamma rays/sec | (6)-(7)
€7 Dispersion of container gamma emission43.63 (6)-(7)
ka Gamma noise factor 0.146 (4)-(5)
Ny Effective radiography emissions 4.14 gamma rays/cm (8)-(9)
fr Fraction of trusted containers 0.97 See text
fa Fraction of containers alarming active tesd.05 [11]

fa Fraction of dense containers 0.1 (12)

T Thickness of metal in dense containers| 24 cm See text
de Detection probability of certification 0.2 See text
dg Detection probability of seals 0.05 See text
dp Detection probability of ATS 0.05 See text

Table 1: Values for detection-modeling parameters.

Parametel Description Value | Reference
AE Embarkation truck arrival rate 162/hr| See text
CaEA cv of interarrival times at embarkation, active test See text
1A Active testing rate 20/hr | [9]

CsA Coefficient of variation (cv) of active test times| v/0.5 | See text
Iy, Manual testing rate 1/hr See text
CsM Coefficient of variation (cv) of manual test times1 See text
AD Debarkation truck arrival rate 90/hr | See text

Table 2: Values for congestion parameters. All other congestion parameter values are derived from

other parameters and decision variables.

28



Description Value | Reference
Fraction of railbound containers,{p 0.4 See text
Number of US terminals 50 [19]
Number of overseas terminals 150 See text
Cost of passive tester $80k [11]
Number of employees per passive tegter See text
Employee salary at active testing $75k/yr | See text
Cost of gamma radiography machine | $100k | [11]
Number of employees per active tester3 See text
Employee salary at active testing $75klyr | See text
Cost of tophandler $150k | See text
Salary of tophandler operator $75klyr | See text
Cost of utility truck $20k See text
Salary of utility-truck driver $50k/yr | See text
Salary of manual tester $75k/yr | See text
Cost of passive monitor on a seal $50 See text
Cost of electronic tamper-resistant seas100 See text
Number of containers worldwide 12M See text
Cost of x-ray radiography machine | $1.2M | See text

Table 3: Cost parameters.
Parameter Description
a Fraction active testing
SN Neutron threshold level
Sa Gamma threshold level
DA Radiography threshold probability
ma Number of active testers
mas Number of manual testing teams

Table 4: Decision variables.
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L | Cert.| Strat.| DP | Budget| Cost | dy |ds | a mga | meym | mpa | mpuy
20| U EA | 0.108| 650 638 | 0.00/1.0/0.01|1 1 0 0
20| U EA | 0.108| 800 638 | 0.00/1.0/0.01|1 1 0 0
20| U EA | 0.145/ 1000 |998 | 0.00| 1.0/ 0.05|1 2 0 0
20| U EA | 0.145| 1200 |998 | 0.00| 1.0/ 0.05| 1 2 0 0
20| U EA | 0.179| 1500 |1358|0.00| 1.0/ 0.09| 1 3 0 0
20| U EA | 0.216]| 2000 |1927|0.00| 1.0|0.13| 2 4 0 0
20| U EA | 0.289| 3000 |2855|0.00|1.0/0.21|3 6 0 0
20| U EA | 0.399| 4000 |3935|/0.00|1.0/0.33|3 9 0 0
20| U EA | 0.475| 5000 |4864|0.00|1.0/0.42|4 11 0 0
20| U DA | 0.106| 160 160 [0.00/1.0/0.01(0 0 1 1
20| U DA | 0.138]| 240 176 [ 0.00/1.0/0.05|0 0 1 1
20| U DA | 0.207| 320 289 | 0.00(1.0/0.12|0 0 1 2
20| U DA | 0.276| 480 448 | 0.00| 1.0/ 0.20| 0 0 2 3
20| U DA | 0.345| 640 561 | 0.00]|1.0/0.27|0 0 2 4
20| U DA | 0.474| 800 783 | 0.00(1.0[042|0 0 2 6
20| U DA | 0.542| 1000 |989 |0.00|1.0/0.49|0 0 4 7
20| U DA | 0.807| 1500 | 1482|0.00| 1.0/0.79|0 0 5 11
20| U DA 1.000| 2000 | 1814|0.00| 1.0|/1.00|0 0 5 14
20| U BA 0.118| 800 799 1 0.00/1.0(0.01|1 1 1 1
20| U BA 0.118| 1000 | 799 [0.00/1.0/0.01|1 1 1 1
20| U BA 0.178| 1250 1174 0.00| 1.0 0.05( 1 2 1 1
20| U BA 0.189| 1500 | 1257|0.00| 1.0/ 0.05|1 2 1 2
20| U BA 0.253| 1750 | 1633|0.00|1.0|/0.09|1 3 1 2
20| U BA 0.259| 2000 | 1995|0.00| 1.0|/0.09|1 4 1 2
20| U BA 0.380| 3000 |2885|0.00|1.0{0.17|3 5 1 3
20| U BA 0.496| 4000 | 3767|0.00|1.0/0.25(3 7 2 4
20| U BA 0.615| 5000 | 4968|0.00|1.0/0.35|3 10 2 5

Table 5: Solutions corresponding to points in Fig. 4a of main text. Under Cert. column, C is
uncertified and U is certified. We repafty andd, in lieu of sy andp,4. For all scenarios,

dg = 0.00 andr, = 84.8 cm. Cost and Budget figures are in millions of dollars.
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L | Cert.| Strat.| DP | Budget| Cost | dy |ds | a mga | meym | mpa | mpuy
20| C EA | 0.264| 650 638 | 0.03/1.0/0.00|1 1 0 0
20| C EA | 0.264| 800 638 | 0.03(1.0/0.00|1 1 0 0
20| C EA | 0.280| 1000 |998 | 0.00| 1.0/ 0.05| 1 2 0 0
20| C EA | 0.280| 1200 |998 | 0.00| 1.0/ 0.05| 1 2 0 0
20| C EA | 0.309| 1500 |1358|0.00| 1.0/ 0.09| 1 3 0 0
20| C EA | 0.340| 2000 |1927|0.00| 1.0|0.13| 2 4 0 0
20| C EA | 0.401| 3000 |2855|0.00|1.0/0.21|3 6 0 0
20| C EA | 0.494| 4000 |3935|0.00|1.0/0.33|3 9 0 0
20| C EA | 0.558| 5000 |4864|0.00|1.0/0.42|4 11 0 0
20| C DA | 0.247| 160 160 [0.00/1.0/0.01(0 0 1 1
20| C DA | 0.275| 240 176 [ 0.00/1.0/0.05|0 0 1 1
20| C DA | 0.333| 320 289 | 0.00(1.0/0.12|0 0 1 2
20| C DA | 0.391| 480 448 | 0.00| 1.0/ 0.20| 0 0 2 3
20| C DA | 0.449| 640 561 | 0.00]|1.0/0.27|0 0 2 4
20| C DA | 0.557| 800 783 | 0.00(1.0[042|0 0 2 6
20| C DA | 0.614| 1000 |989 |0.00|1.0/0.49|0 0 4 7
20| C DA | 0.837| 1500 | 1482|0.00| 1.0/0.79|0 0 5 11
20| C DA 1.000| 2000 | 1814|0.00| 1.0|/1.00|0 0 5 14
20| C BA 0.259| 800 800 [ 0.01]/1.0({0.00|1 1 1 1
20| C BA 0.287| 1000 |808 |0.03|1.0/0.00|1 1 1 1
20| C BA 0.335| 1250 | 1182|0.06| 1.0 0.00| 1 2 1 1
20| C BA 0.344| 1500 | 1474|0.07|1.0|/0.00| 2 2 1 2
20| C BA 0.376| 1750 | 1635|0.09|1.0|/0.00| 1 3 1 2
20| C BA 0.397| 2000 | 1850|0.11|1.0|/0.00|2 3 1 2
20| C BA 0.499| 3000 |2892|0.19|1.0|/0.00(3 5 1 3
20| C BA 0.593| 4000 | 3774|0.27|1.0|0.00| 3 7 2 4
20| C BA 0.677| 5000 |4817|/0.35|/1.0/0.00(4 9 2 5

Table 6: Solutions corresponding to points in Fig. 4b of main text. Under Cert. column, C is
uncertified and U is certified. We repafty andd, in lieu of sy andp,4. For all scenarios,

dg = 0.00 andr, = 84.8 cm. Cost and Budget figures are in millions of dollars.
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L | Cert.| Strat.| DP | Budget| Cost | dy |da | a mea | My | mpa | mpuy
40| U EA | 0.182| 650 638 | 0.00(1.0/0.09|1 1 0 0
40| U EA | 0.182| 800 638 | 0.00(1.0/0.09|1 1 0 0
40| U EA | 0.184| 1000 |846 |0.00|1.0/0.10| 2 1 0 0
40| U EA |0.184| 1200 |846 | 0.00| 1.0/0.10| 2 1 0 0
40| U EA | 0.294| 1500 | 1415|0.00| 1.0|0.22| 3 2 0 0
40| U EA | 0.296| 1600 | 1566| 0.00| 1.0|0.22]| 2 3 0 0
40| U EA | 0.400| 2000 |1983|0.00| 1.0/0.34|4 3 0 0
40| U EA | 0.616| 3000 |2912|0.00| 1.0|/0.57|5 5 0 0
40| U EA | 0.754| 4000 |3840|0.00| 1.0|/0.73| 6 7 0 0
40| U EA | 0.983| 5000 |4977|0.00| 1.0/0.98|8 9 0 0
40| U DA | 0.106| 160 159 [0.00/1.0/0.01(0 0 1 1
40| U DA | 0.273| 240 239 | 0.00/1.0/0.19|0 0 1 1
40| U DA | 0.276| 320 288 | 0.00(1.0/0.20|0 0 2 1
40| U DA | 0.479| 480 464 |0.00| 1.0/ 0420 0 2 2
40| U DA | 0.580| 640 639 | 0.00(1.0/053|0 0 3 3
40| U DA | 0.690| 800 739 | 0.00{1.0/066/|0 0 4 3
40| U DA | 0.897| 1000 |965 |0.00/1.0/0.89|0 0 5 4
40| U DA 1.000| 1500 |1094|0.00| 1.0|/1.00|0 0 5 5
40| U BA 0.120| 800 799 1 0.00/1.0(0.01|1 1 1 1
40| U BA 0.263| 1200 | 1044|0.00| 1.0|0.10| 2 1 1 1
40| U BA 0.447| 1600 | 1583|0.00| 1.0 0.22|2 2 2 2
40| U BA 0.452| 2000 | 1944|0.00|1.0|/0.22|2 3 2 2
40| U BA 0.731| 3000 |2949|/0.00|1.0/0.45| 4 4 3 3
40| U BA 0.856| 4000 | 3940|0.00|1.0|/0.60(5 6 3 3
40| U BA 0.971| 5000 |4939|0.00|1.0|/0.82|7 7 4 4

Table 7: Solutions corresponding to points in Fig. 4c of main text. Under Cert. column, C is
uncertified and U is certified. We repaff; andd, in lieu of sy andp,. For all scenarios,

dg = 0.00 andr, = 84.8 cm. Cost and Budget figures are in millions of dollars.
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L | Cert.| Strat.| DP | Budget| Cost | dy |da | a mea | My | mpa | mpuy
40| C EA | 0.311| 650 638 | 0.00(1.0/0.09|1 1 0 0
40| C EA | 0.311] 800 638 | 0.00(1.0/0.09|1 1 0 0
40| C EA | 0.313| 1000 |846 |0.00|1.0/0.10| 2 1 0 0
40| C EA | 0.313| 1200 |846 |0.00|1.0/0.10| 2 1 0 0
40| C EA | 0.406| 1500 | 1415|0.00| 1.0|/0.22|3 2 0 0
40| C EA | 0.408| 1600 | 1566| 0.00| 1.0|0.22| 2 3 0 0
40| C EA | 0.495| 2000 |1983|0.00|1.0/0.34|4 3 0 0
40| C EA | 0.677| 3000 |2912|0.00|1.0|/0.57|5 5 0 0
40| C EA | 0.793| 4000 |3840|0.00|1.0|/0.73|6 7 0 0
40| C EA | 0.986| 5000 |4977|0.00| 1.0/0.98|8 9 0 0
40| C DA | 0.247| 160 159 [0.00/1.0/0.01(0 0 1 1
40| C DA | 0.388| 240 239 [ 0.00{1.0/0.19|0 0 1 1
40| C DA | 0.391| 320 288 | 0.00(1.0/0.20|0 0 2 1
40| C DA | 0.561| 480 464 |0.00| 1.0/ 0420 0 2 2
40| C DA | 0.646| 640 639 | 0.00(1.0/053|0 0 3 3
40| C DA | 0.739| 800 739 | 0.00{1.0/066/|0 0 4 3
40| C DA | 0.913| 1000 |965 |0.00|1.0/0.89|0 0 5 4
40| C DA 1.000| 1500 |1094|0.00| 1.0|/1.00|0 0 5 5
40| C BA 0.259| 800 799 1 0.00/1.0(0.01|1 1 1 1
40| C BA 0.379| 1200 | 1044|0.00|1.0|0.10| 2 1 1 1
40| C BA 0.534| 1600 | 1583|0.00| 1.0|0.22|2 2 2 2
40| C BA 0.538| 2000 | 1944|0.00|1.0|/0.22|2 3 2 2
40| C BA 0.773| 3000 |2949|/0.00|1.0/0.45| 4 4 3 3
40| C BA 0.879| 4000 | 3940|/0.00|1.0|/0.60(5 6 3 3
40| C BA 0.975| 5000 |4939|0.00|1.0|/0.82|7 7 4 4

Table 8: Solutions corresponding to points in Fig. 4d of main text. Under Cert. column, C is
uncertified and U is certified. We repaff; andd, in lieu of sy andp,. For all scenarios,

dg = 0.00 andr, = 84.8 cm. Cost and Budget figures are in millions of dollars.
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