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Preventing the Importation of Illicit Nuclear Materials
in Shipping Containers
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1. INTRODUCTION

The detonation of a nuclear weapon on U.S. soil is

We develop a mathematical model to find the optimal inspection strategy for detecting a
nuclear weapon (or nuclear material to make a weapon) from being smuggled into the United
States in a shipping container, subject to constraints of port congestion and an overall budget.
We consider an 11-layer security system consisting of shipper certification, container seals,
and a targeting software system, followed by passive (neutron and gamma), active (gamma
radiography), and manual testing at overseas and domestic ports. Currently implemented
policies achieve a low detection probability, and improved security requires passive and active
testing of trusted containers and manually opening containers that cannot be penetrated by
radiography. The annual cost of achieving a high detection probability of a plutonium weapon
using existing equipment in traditional ways is roughly several billion dollars if testing is done
domestically, and is approximately five times higher if testing is performed overseas. Our results
suggest that employing high-energy x-ray radiography and elongating the passive neutron tests
at overseas ports may provide significant cost savings, and several developing technologies,
radiation sensors inside containers and tamper-resistant electronic seals, should be pursued
aggressively. Further effort is critically needed to develop a practical neutron interrogation
scheme that reliably detects moderately shielded, highly enriched uranium.
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city center rather than at a port. Several technologies
can be used to detect a nuclear weapon and a variety

the most feared type of terrorist attack. Standardized
shipping containers, which transport over 95% of U.S.
imports and exports by tonnage, are highly vulnera-
ble vehicles for delivering nuclear and radiological
weapons.) The cost of an exploded bomb at a major
U.S. shipping port has been estimated to be a trillion
dollars,® although terrorists may prefer to maximize
the human toll by detonating a smuggled weapon in a
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of newer technologies are undergoing rapid develop-
ment. Moreover, the hourly waiting cost of a container
ship arriving at its U.S. port of debarkation is tens of
thousands of dollars. Hence, these technologies must
be deployed in a way that does not slow down world
trade.

Against this backdrop, the U.S. government needs
to identify a testing strategy that specifies which con-
tainers to test, how to test them (which includes the
equipment used and the threshold levels that dictate
pass/fail results), where to test them (at the overseas
port of embarkation, at the domestic port of debarka-
tion, or both), and how many resources (people and
equipment) are required to guarantee, with a high
probability, that containers move through the test-
ing process sufficiently fast. As with most homeland
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security issues, this problem needs to be assessed
not only from the U.S. government’s viewpoint, but
also from the perspective of the terrorists. Hence,
our analysis also allows the terrorists to manipulate
the security system designed by the U.S. government,
and in particular allows them to shield their nuclear
weapon.

The multi-agent aspect of the problem (the U.S.
government wants to maximize the probability of de-
tection, while the terrorists want to minimize it) leads
us to use a game-theoretic approach.®) The large
number of decisions to be taken (eight by the U.S.
government, three by the terrorists) and the multi-
attribute nature of the problem (costs, waiting times,
and detection probabilities need to be traded off
against one another) precludes us from simply identi-
fying and evaluating various common-sense policies.
Indeed, the resulting game theory formulation is a
complex optimization problem that we cannot solve
analytically, leading us to resort to a computational
approach. We consider a Stackelberg game,® where
the U.S. government is the leader and moves first
(i.e., designs a testing strategy) and the terrorists are
the follower and move second (try to manipulate the
testing system). This optimization problem chooses a
U.S. government testing strategy that maximizes the
minimum probability (this minimization is over the
various terrorist decisions) of detecting a shielded
nuclear weapon in an imported container, subject to
constraints on the amount of congestion, or queueing,
at the ports of embarkation and debarkation, on the
strategy’s total cost, and on the amount of terrorist
shielding.

Because of the rapid pace of technological de-
velopment in this area, we split our analysis into two
parts. First, we restrict ourselves to existing detection
technologies that are in widespread use. We then con-
sider alternative modes of testing, which include exist-
ing technology used in a nontraditional manner and
developing technologies that may become available
within the next several years. In this way, we attempt
to address the near-term problem of how to deploy ex-
isting technology in addition to assessing the promise
of various developing technologies.

The remainder of the article is organized as
follows. Section 2 introduces the 11-layer security
system. To maintain computational tractability, we
restrict ourselves to the six families of testing strate-
gies defined in Section 3. Section 4 describes the
weapons, which are former Soviet nuclear warheads
containing either plutonium or uranium. The mathe-
matical models for passive (neutron and gamma) and
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active (gamma radiography) tests are formulated in
Section 5, and the queueing models at the overseas
and domestic ports are described in Section 6. The
costs are specified in Section 7. Our base-case results,
which include an evaluation of the current U.S. policy,
is given in Section 8. The alternative modes of testing
are described and evaluated in Section 9 and the im-
pact of terrorist shielding is investigated in Section 10.
Concluding remarks are provided in Section 11.

The detailed mathematical formulation and
other supporting material appear in Appendices
A-G, which are maintained by the first au-
thor at http://faculty-gsb.stanford.edu/wein/personal/
container.pdf.

2. THE 11-LAYER SECURITY SYSTEM

Similar to Reference 4, our analysis incorpo-
rates 11 layers of protection, which are depicted in
Fig. 1. The first three layers attempt to detect an at-
tack before the container enters the overseas port
of embarkation. The first layer is a voluntary self-
certification system, as dictated by the Customs-Trade
Partnership Against Terrorism (C-TPAT) Program,
which allows companies satisfying certain security
standards to gain the status of a certified shipper. We
call this self-certification because it is essentially run
on an honor system: resources are not yet in place
to externally monitor and validate companies’ secu-
rity efforts (see Reference 5 for more details). Con-
sequently, U.S. Customs and Border Protection views
C-TPAT as an incremental means to improve secu-
rity.) We assign a detection probability of d. = 0.2 if
a terrorist attempts to infiltrate the container of a cer-
tified shipper. The two most likely approaches are for
individual terrorists to become truck drivers or for a
terrorist cell to set up its own shipping company, which
requires at least two years of problem-free shipping
before certification. Hence, we are assuming that an
attempt is successful with probability 1 — d,, either by
a terrorist who got a job as a driver of either short-
haul or long-haul trucks without arousing suspicion,
or by a sleeper cell that successfully started its own
certified shipping company. The annual turnover rate
for short-haul truck drivers is as high as 300%, caus-
ing most trucking companies to forgo security checks
for drivers, which can take up to three months. In
our model, the terrorists decide whether to insert the
weapon into the container of a certified shipper or an
uncertified shipper.

The second layer of security is each container’s
mechanical seal, which allows remote verification of
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serial number but requires manual validation that the
seal is intact. This layer is assumed to set off an alarm
(e.g., a customs inspector or longshoreman notices
that the seal has been tampered with) with probability
ds, = 0.05 if a terrorist attempts to put a nuclear device
into a container, and does not generate any false pos-
itive alarms. While a terrorist short-haul truck driver
would need to go through this security layer, a terror-
ist cell setting up a certified shipping company would
not. Nonetheless, because the value of d is so small,
imposing this security layer on a terrorist shipping
company does not affect our qualitative conclusions.
Although seal technology is in flux, overcoming a me-
chanical seal at this point in time only requires several
minutes with primitive tools,®) but as the technology
improves this may become more difficult; we consider
electronic seals in Section 9. We assume that the at-
tack is aborted if one of the first two layers of security
is successful, which is reasonable if the weapon is con-
fiscated or if a terrorist cell has to begin the two-year
certification process all over again.

The third layer involves an inspection of the doc-
umentation that accompanies a container via the U.S.
Customs’ Automated Targeting System (ATS), an ex-
pert system that identifies suspicious containers at the
port of embarkation based on their manifest and cus-
toms entry document, as well as whether the ship-
per is self-certified via the C-TPAT Program. All
containers shipped from an overseas port of embarka-
tion to a US. port of debarkation are deemed to
be either trusted or untrusted by the ATS. Because
ATS currently flags 2-3% of containers, we assume

that 97% of weaponless U.S.-bound containers are
deemed trusted, meaning that they have not triggered
the ATS. If a nuclear device is transported on a con-
tainer of an uncertified shipper then we assume that
this software system successfully targets the container,
and deems it untrusted, with probability dg = 0.05;
however, ATS is assumed to be unable to success-
fully flag a nuclear device in a container of a certi-
fied shipper. This low value of df, partially reflects the
inherent unreliability of the manifest data: shippers
may revise their manifests up to 60 days after the con-
tainer arrives at the U.S. port (see Reference 7 for
a description of this and other shortcomings of the
ATS). Rather than assuming that dg is a function of
the shielding thickness via the ATS detecting an un-
expectedly heavy container, we impose a weight limit
on the shielding of 13k Ibs, which is 20% of the con-
tainer weight limit. In contrast to the first two security
layers, if a container from an uncertified shipper sets
off the ATS alarm, this simply means that the con-
tainer proceeds through the testing process as an un-
trusted container, which may affect how aggressively
it is tested (see Section 3).

The first three security layers do not incorporate
any detailed modeling, and the reader may wonder
why they are included in the analysis. The main rea-
son for inclusion is so that we can assess the effective-
ness of the currently implemented system, which (as
will become clear later) depends critically on these
first three layers. Moreover, all three layers are in
technological flux, in that their detection probabilities
could increase significantly over the coming years: the



U.S. government could transform the C-TPAT pro-
gram from a self-certification program into a certi-
fication program, the mechanical seals could be re-
placed by electronic seals (see Section 9), and the
ATS could disallow manifests to be revised after the
container arrived in the United States. By incorpo-
rating these components, our model can assess the
impact of these improvements. Although the values
of the detection probabilities of the first three lay-
ers (d., ds, dg) were chosen somewhat arbitrarily, we
chose them conservatively, thatis, we erred on the side
of overestimating these quantities. Even these con-
servative estimates are still quite small, and choos-
ing smaller values would not affect our qualitative
conclusions.

The last eight layers of protection involve four
layers at each port; while the two passive tests are typ-
ically performed by one piece of equipment, we view
them as two separate layers. These two passive tests
measure the emissions of neutrons and gamma rays,
respectively, as the container passes through a portal
monitor. Because these emissions may be veiled by
terrorist shielding, the third layer is active gamma ra-
diography, which emits gamma rays through one side
of the container and measures how many of these rays
come out the other end, typically allowing it to see
dense material, such as the shielding. The final layer
at each port is manual testing, where a team of five
people open up the container and examine its con-
tents. The precise routing of containers (i.e., the solid
vs. dashed lines in Fig. 1) through the last eight se-
curity layers depends on the testing strategies in use,
which are described in the next section.

3. TESTING STRATEGIES

This section describes the testing strategies at the
two ports. We do not consider the possibility of test-
ing at the locations where containers are originally
sealed because of the prohibitive cost of reliably en-
forcing the security of the containers while they are
transported to the port of embarkation. In contrast,
we assume that there is sufficient security on the ships
and at the ports of embarkation and trans-shipment
to deter terrorists from attempting to introduce (dan-
gerous and/or heavy) nuclear or radiological material
into a container after it has entered the port of em-
barkation.

The four testing layers at each port are typically
viewed as hierarchical, in the sense that the passive
tests are the easiest to administer, the active test takes
longer but can detect shielding, and the manual test
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is by far the most expensive but also the most reli-
able. Because it would be computationally prohibitive
to optimize over all classes of strategies that employ
these four tests, we use this hierarchy to restrict our-
selves to six classes of strategies. Recall that all con-
tainers are deemed trusted or untrusted as they enter
the port of embarkation. All testing strategies are de-
noted by the notation YZ(a), where Y describes the
set of containers that might be tested (Y = A for all or
Y = U for untrusted, as described below), Z defines
where these strategies are applied (Z = D for port of
debarkation, Z = E for port of embarkation, and Z =
B for both ports), and a specifies the fraction of con-
tainers that pass passive testing but are still actively
tested; for example, strategy AE(0.4) uses the “A”
strategy described below at the port of embarkation,
and actively tests 40% of containers that pass passive
testing. Hence, we consider six families of policies in-
dexed by a, where

Strategy A: Passive (neutron and gamma-ray)
radiation monitoring of all containers followed by
active (gamma radiography) testing of all untrusted
containers, of trusted containers failing radiation
monitoring, and of a fraction a of trusted containers
that pass radiation monitoring.

Strategy U: Trusted containers are not tested.
Passive radiation monitoring of all untrusted contain-
ers, followed by active testing of untrusted containers
failing radiation monitoring, and of a fraction a of un-
trusted containers that pass radiation monitoring.

If a container fails at least one of the passive tests,
then it undergoes subsequent tests until the reason
for the failure can be ascertained. We assume 85%
of weaponless containers failing passive testing are
successfully diagnosed at active testing and exit the
testing system, while the remaining 15% are diag-
nosed at a subsequent manual test (to our knowl-
edge, no data has been collected to estimate this
quantity, and our estimate is based on expert judg-
ment). In contrast, containers that pass both the pas-
sive tests proceed from active testing (if they un-
dergo this test) to manual testing only if they fail the
active test. In this study, we are not explicitly con-
cerned with exactly how containers that fail these
tests are correctly identified (i.e., as false positives
that set off alarms because of measurement errors
or high background rates, as legal shipments with
radiological material or heavy material, or as con-
tainers with weapons), although we will estimate the
cost and time involved in this investigative process.
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Presumably, this identification can be done with some
combination of gamma spectroscopy isotope identi-
fiers, active imaging that identifies material-specific
signatures, the container’s declared manifest, commu-
nication with the shipper, and manual inspection.

Although the U.S. government has not formu-
lated a specific strategy, it is using a variant of strategy
U, that is, only containers that are flagged by the ATS
undergo any passive or active testing.(”) This may be
due to lack of testing resources.

In Section 8, we formulate the Stackelberg opti-
mization problem that allows us to optimize and eval-
uate the six classes of policies.

4. THE WEAPONS

A terrorist organization can steal, buy, or other-
wise acquire either a nuclear weapon or highly en-
riched uranium or plutonium; in the latter case, it
needs to build a gun-type bomb, which is significantly
easier for uranium than plutonium.® We assume that
a terrorist is trying to smuggle into the United States
a nuclear device similar to a Soviet nuclear warhead,
containing either 4 kg of weapons-grade plutonium or
12 kg of weapons-grade uranium. These weapon mod-
els are taken from Fetter et al.®) and are surrounded
by a concentric shell of tungsten (Fig. 2). Although itis
unlikely that terrorists will obtain a nuclear warhead
from the former Soviet Union, these weapon mod-
els are good surrogates for shielded weapons-grade
plutonium or uranium because they contain tungsten
tampers that both shield emissions and improve the
weapon’s efficiency. Because terrorists can also ship
the weapon in parts, in Section 10 we consider vari-
ous levels of terrorist shielding, which also serves as a
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Fig. 2. A depiction of the plutonium and uranium weapons
(adapted from Reference 9).

surrogate for shipping the weapon in parts. The 4 kg
of weapons-grade plutonium is made up of 93.3%
9Py, 6.0% 2*9Pu, and minute amounts of other ele-
ments.(®) 29Pu is the primary source of emissions, and
the weapon emits Sy = 400k neutrons/sec, in addi-
tion to S¢ = 600 gamma rays/sec at gamma ray energy
of 0.662 MeV; in contrast, a plutonium weapon with
a depleted uranium tamper would emit 60k gamma
rays/sec.(%)

The weapons-grade uranium consists of 93.3%
25U, 5.5% 28U, 1.0% 2%*U, and 0.2% other ele-
ments.?) Decay products of 2¥U and 27U are the
dominant emissions.) Although an unshielded ura-
nium weapon emits predominantly at 185.74 KeV,
3 cm of tungsten causes the dominant emissions to
occur at 1.001 MeV via 2**™Pa, which is a decay prod-
uct of 28U, This uranium weapon emits Sy = 30 neu-
trons/sec and S¢ = 30 gamma rays/sec at the 1.001
MeV level.®) Some former Soviet nuclear warheads
contained uranium from reprocessed reactor fuel (in
particular, 2>U), which would generate 2.614 MeV
emissions that would be easier to detect than the
emissions from uncontaminated uranium;® terrorists
may find it easier to acquire reprocessed fuel than
weapons-grade material. The emission rates in Ref-
erence 9 were computed using the software package
TART.(10

A modest amount of radiological material (e.g.,
10 g of ¥7Cs) emits almost 10 orders of magnitude
more gamma rays than these shielded nuclear devices,
as explained in Appendix F. Hence, our analysis fo-
cuses on a nuclear device, with the understanding that
if an inspection system is reasonably effective at de-
tecting a nuclear source, then it would likely detect a
radiological source.

We assume that if terrorists go through the effort
of stealing, buying, or fabricating a nuclear weapon,
then they will attempt to further shield it with material
that lowers the radiation emissions. The tungsten in
the weapons in Fetter ef al.®) reduces the gamma ray
emissions to below the mean background rate, and
so there is no apparent need to employ additional
tungsten. Lithium hydride is known to be an effec-
tive shield for slow neutrons because the lithium-6
in lithium hydride captures the neutrons while pro-
ducing no gamma rays. To this end, we assume that
the weapon is surrounded by r; cm of lithium hy-
dride. As explained later, more shielding (i.e., larger
rs) leads to more difficult detection by passive moni-
toring, but perhaps easier detection by active radiog-
raphy or by noting that the container weight is at odds
with the container’s manifest. The weight limit of 13k



Ibs constrains the shielding thickness r; to be no more
than 84.8 cm (Appendix D).

There are two ways for terrorists to conceal the
shielded weapon from radiography: surround it with
other metal (e.g.,steel) objects, or hide itin a container
that has a variety of nonuniform items. We focus on
the former here because more legal shipments con-
tain heavy metal than a hodgepodge of items. A stan-
dard 40 x 8 x 8 ft container has a weight limit of 65k
Ibs. A container full of steel (with density 7.8 g/cm?)
would weigh about 20 times this amount. Hence, if the
concealed object was in the middle of the container
and surrounded by identical steel objects, these ob-
jects would need to have a packing fraction (i.e., the
fraction of container space consisting of steel) of less
than 5% to satisfy the weight limit. Densely-packed
heavy-metal shipments typically employ 20 x 8 x 8 ft
containers to satisfy the weight limit. Hence, we also
consider an identical shielded weapon that is sur-
rounded by identical steel objects inside a 20-ft con-
tainer, where the packing fraction only needs to be
somewhat less than 10%.

In summary, the terrorists have three decisions:
the amount of lithium hydride shielding (r,), whether
to put the weapon in a 20-ft vs. 40-ft container, and
whether to use a certified or uncertified shipper. Be-
cause the terrorists will be opportunistic in obtaining
fissile material, we do not view the plutonium versus
uranium choice as an explicit decision.

5. DETECTION MODELING

Neutrons and gamma rays emanate from three
possible sources: the weapon, the contents of a typi-
cal weaponless container, and the background level in
the absence of containers. In addition, the measure-
ments from the testing equipment are subject to sta-
tistical uncertainty. Passive testing identifies nuclear
material by measuring the emissions from a container,
and active testing measures the transmission of ra-
diation (at various energies) through a container to
discriminate between nuclear or heavy-shielding ma-
terial and the remaining contents of the container. Ap-
pendices A.1-A.3 present mathematical formulas—
elaborations of existing formulas® to incorporate
measurement noise of passive and active testing, con-
tainers that drive through portal passive testing, and
active testing that allows detection to depend on the
size of the weapon—that quantify the amount of emis-
sions measured by passive testing and the fraction of
gamma rays detected by active testing, both in the
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presence and absence of a nuclear device. These mod-
els are summarized briefly in this section.

In passive testing, the neutron and gamma emis-
sions from a container as measured by the detector are
linear in the testing time and inversely proportional
to the square of the distance between the weapon and
the detector. As in Fetter e al.,) we assume that
the true background emissions is a normal random
variable thatis linear in the testing time and has a stan-
dard deviation equal to the square root of the mean.
We model the emissions from a weaponless container
as alog-normal random variable that varies from con-
tainer to container. Finally, we incorporate measure-
ment noise by assuming that all measurements are
normal random variables, where the standard devia-
tion is proportional to the square root of the mean,
which is consistent with the observation that measure-
ment errors typically grow with the magnitude of the
measurement. The mean of the measurement is the
sum of the three sources. Because the mean itself is
random due to the variation in the containers and the
background, the actual measurement is a mixture of
normals. While gamma rays are emitted at a variety
of energies, we focus on the 0.662 MeV gamma ray
for passive radiation of plutonium and the 1.001 MeV
for uranium.

For concreteness, we assume that active testing
employs gamma-ray radiography, although x-ray ra-
diography, which is considered in Section 9, is also
used in some ports. We assume a portal gamma ra-
diography machine emits gamma rays in a horizon-
tal direction through the container (i.e., through 8 ft
of the container, as it passes lengthwise through the
portal), and (on the far side of the container) detects
gamma rays that have not interacted with the con-
tainer contents (i.e., have not degraded in energy).
These detectors detect emissions at particular ener-
gies where there is a large discrepancy between heavy
material (fissile material or shielding, such as lead and
tungsten) and light elements. This discrimination is
achieved by using the mean free paths (at various en-
ergy levels) of various elements, and we focus on the
photon energy of 1.3 MeV, which is the energy con-
sidered in SAIC’s most recent VACIS machines.!!) In
our mathematical model of active testing, the proba-
bility of any particular gamma ray being detected on
the far side of the container depends on the thickness
and mean free path of each object in the container
(i.e., for each object, the probability is e™*", where ;!
is the mean free path and r is the thickness). Then
we aggregate the number of detected rays over the
weapon area, and use the Poisson approximation to
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the binomial distribution. In contrast to passive test-
ing, active testing can cause alarms for a variety of
reasons that are independent of nuclear or radiolog-
ical emissions. Consequently, we assume that 5% of
actively tested containers set off an alarm regardless
of emissions, simply because an unexpected or mys-
terious object is seen.(!?) In addition, we assume that
10% of the containers are difficult to penetrate be-
cause of the contents’ density. In the model, these
dense containers are 20 ft long and filled with steel at
a 10% packing fraction, and are a surrogate for some
40-ft containers (e.g., certain agricultural shipments,
consolidated shipments filled with a variety of items)
that are either too dense to penetrate or too difficult
to decipher.(1®)

The test threshold levels, one for each of the three
tests, are decision variables in our model. A more
stringent threshold level increases the detection prob-
ability, but also increases the false positive probabil-
ity, which leads to more downstream testing, thereby
increasing costs and queueing. For all three tests, the
false positive probabilities and the detection probabil-
ities are derived in Appendices A.4 and A.5, respec-
tively. For each passive test, we choose the threshold
level so that the false positive probability is the same
for both 20-ft and 40-ft containers. While the threshold
levels for the two passive tests are in terms of emission
levels, the threshold level in the active test contains
a behavioral component that determines whether or
not to manually open a container that cannot be pen-
etrated by radiography (i.e., very few gamma rays are
detected on the far side of the container). Hence, the
weapon can be detected by an active test in one of two
ways. First, if the weapon-free portion of the container
is too dense then a sufficiently aggressive strategy
against impenetrable containers will decide to manu-
ally open the container. Alternatively, the weapon is
detected if we can distinguish between the weapon’s
measurement and the weapon-free portion at the 5%
significance level.

We assume that the results from each of the
three tests are independent, which is justified by the
facts that weaponless containers have no shielded nu-
clear materials (if they did, we would expect these
containers to fail passive and active tests) and that
passive neutron detection sets off so few alarms
(Appendix A.1). However, to the extent that results
of the two passive tests are positively correlated, we
are making the conservative error of overestimating
the frequency of false positives in the testing process.

Extensive controlled and field experiments for
passive testing(!*) and information on the capabilities

of passive and active testing('>19) are used to estimate
the parameter values in the detection models, and al-
low us to compute detection probability versus false
positive probability curves (these false alarms may
be due to measurement errors, high background lev-
els, or the legal contents of weaponless containers)
for all three tests in terms of the test threshold levels
(i.e., the level that defines an alarm), the amount of
terrorist shielding, and the container length; Figure 3
displays these six curves for the plutonium weapon.
As shown in Figs. 3a and 3b, passive testing is ex-
tremely effective if there is less than 10 cm of lithium
hydride shielding because a typical weaponless con-
tainer emits no neutrons. But with more than 20 cm
of shielding, the shielded weapon emissions get lost in
the background emissions and passive neutron testing
is nearly useless. Passive gamma testing, on the other
hand, is ineffective even in the absence of lithium hy-
dride shielding (Figs. 3¢ and 3d) because of the high
background level and because contents of some legal
containers have higher emissions than the weapon; as
noted in Appendix F, however, passive gamma testing
is still needed to detect a radioactive dispersal device,
which emits orders-of-magnitude more gamma rays
than the background rate. Figs. 3e and 3f reveal that
gamma radiography can successfully penetrate a 40-ft
container filled with steel items at a packing fraction of
5%, but cannot penetrate a steel-filled 20-ft container
with a 10% packing fraction. Hence, gamma radiogra-
phy can achieve a 100% detection probability with a
5% false positive probability for a 40-ft container, and
a 100% detection probability and a 15% false positive
probability for a 20-ft container.

6. PORT CONGESTION

Congestion is quantified by the steady-state so-
journ time distribution, which is the probability dis-
tribution of the amount of time a typical container
spends in the testing process. The testing process at
the ports of embarkation and debarkation are mod-
eled as queueing networks in Appendices B.2 and B.3,
respectively, and the parametric-decomposition ap-
proach,'”) which is described in Appendix B.1, is used
to approximate the steady-state sojourn time distribu-
tion for these queueing networks.

More aggressive testing strategies lead to higher
congestion in the testing process. The queueing analy-
sis is only concerned with containers that do not con-
tain illicit nuclear shipments, and the false positive
probabilities of the various tests (Appendix A.4) dic-
tate the arrival rates to the various queues. At the
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Fig. 3. For the plutonium weapon, detection probability vs. false positive probability as a function of terrorist shielding thickness (r), for all
three tests (passive neutron, passive gamma, and active) and for both 20-ft and 40-ft containers.

port of embarkation, we are only concerned with U.S.-
bound vessels; even Singapore only sails about two
U.S.-bound ships per day,'® and busy U.S. terminals
typically unload one ship at a time. Hence, we con-
sider the congestion that occurs at a port due to one
ship in isolation, and in Section 7 we scale the costs
up to a global basis. We assume that each ship loads
or unloads 3,000 containers. A large ship’s capacity is
about 3,500 40-ft containers, but most ships load and

unload containers at several ports, and 3,000 is typical
at busier ports such as Hong Kong and Long Beach.
One nonobvious aspect of our queueing models is
the determination of the arrival rates of containers. At
the port of embarkation, containers arrive according
to an appointment system with a 1-hour time window,
and typically arrive 6-8 hours before being loaded. We
assume four ship cranes can perform 30 moves/hour,
so that the 3,000 containers can be loaded onto the



Preventing the Importation of Illicit Nuclear Materials

ship in 25 hours. Assuming a maximum waiting time
for any container of 8 hours and that 2 hours of work is
waiting at the ship crane before it starts loading, so as
to avoid ship-crane idleness, we perform a determinis-
tic analysis (Section B.2 and Fig. 1 in the Appendix) to
derive the arrival rate of containers to the port of em-
barkation. The arrival rate of containers to the testing
process at the port of debarkation is dictated by the
unloading rate from the ship. We assume three ship
cranes, each making 30 moves/hour, unload the ship,
so that the arrival rate is 90/hour.

Passive testing requires a truck to pass through
the portal at about 5 mph, i.e., 5.5 seconds for a 40-ft
container. Because it would take about 20 ship cranes
to generate containers at this rate, and only three
to five cranes are typically used per ship, we can
safely disregard any congestion due to passive test-
ing. Consequently, the queueing networks described
in Appendices B.2 and B.3 have two stages, one for
active testing and one for manual testing. The service
times for active testing are assumed to be Erlang of
order 2 with a mean of 3 minutes, and the service
times at manual testing, where each server represents
a 5-person team, are exponential with mean 1 hour.
The exponential assumption reflects the fact that the
root cause of the upstream testing alarms can often
be found without unloading the entire container.

The congestion constraints require that 99% of
containers must spend less than 6 hours in the testing
process at the port of embarkation, and 95% of con-
tainers must spend less than 4 hours in the inspection
process at the port of debarkation. Ships have detailed
loading plans: each container is destined for a particu-
lar three-dimensional location on the ship (containers
are stacked approximately 11 high), depending upon
its origin, destination, contents, weight, etc. Each con-
tainer is scheduled to arrive at the overseas port ap-
proximately 6 hours before itis due to be loaded. Ifitis
held up in the inspection process then it will be loaded
in an overflow area rather than in its planned loca-
tion. These overflow containers effectively delay the
loading and subsequent unloading processes. At do-
mestic ports, containers typically spend 4 hours in the
shipyard after getting unloaded, and so both conges-
tion constraints should prevent any significant drop in
port efficiency. The higher service level overseas re-
flects the fact that a container may miss its outgoing
boat, whereas it may only delay a truck driver at the
domestic port. The number of active testers and the
number of manual testing teams at each port are deci-
sion variables that enable the congestion constraints
to be satisfied.

A key design issue is the location of testing at the
overseas and domestic ports. We assume that testing
at the port of embarkation is done at the gates leading
into the terminal, rather than in the shipyard, for two
reasons: the logistics of testing are much simpler, and
hence will likely lead to less congestion (e.g., no extra
burden on transtainers and utility trucks, which are
highly worked now that the 24-hour manifest rule has
led to an increase in the number of containers in over-
seas shipyards), and the impact of a smuggled weapon
is less (the container is farther from the berths and
ships, and hence is capable of causing less economic—
and hopefully human—damage).

The testing logistics at the port of debarkation are
more complex because we are forced to take the con-
tainers off the boat before testing them. Roughly 60%
of imported containers leave the port of debarkation
via truck, and 40% by rail. There are several options
of where to do passive and active portal monitoring
at the port of debarkation. One possibility, as is cur-
rently done in several U.S. ports, is to test truckbound
containers at the outgoing truck gate and place portal
monitors directly on the rail system. However, this
option allows a terrorist truck driver to access the
container before inspection (and hence detonate the
bomb in the most desirable location within the port),
and an alarm generated by a testing system on the
railroad tracks will delay the entire train. This option
also prevents railbound and truckbound containers
from being tested on the same equipment, thereby
increasing costs.

Railbound containers only incur two crane move-
ments (a bombcart takes it from the ship crane di-
rectly to a tophandler, which is a small portable crane
that places the container on a train), whereas truck-
bound containers incur three crane movements (a
bombcart takes it from the ship crane and drives it
to the shipyard, where it is unloaded by a tophan-
dler; later, a tophandler loads the container onto a
utility truck, which moves it from the shipyard to a
parking space). So there are two other possibilities
for portal monitoring: test the bombcarts, or add two
more crane movements to railbound containers (i.e.,
essentially treating them in the same way as truck-
bound containers, by dropping them off in the ship-
yard and later picking them up) and test the utility
trucks. If bombcarts are tested, then inspection de-
lays can idle the ship cranes, which need bombcarts to
unload the containers onto. Because ship cranes are
the main bottleneck and they work faster than active
testers, this option would require enough portal mon-
itors to keep pace with the ship unloading process.
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A more robust alternative is to add two more crane
movements to railbound containers, and to actively
test the utility trucks. This option essentially decou-
ples the ship unloading process from the inspection
process, thereby allowing the ship crane to work unim-
peded. Since passive monitoring does not significantly
increase congestion, we assume that passive monitor-
ing is done on bombcarts and active monitoring is
performed on utility trucks. This alternative allows
the same equipment to be used on truckbound and
railbound containers, and forces only the railbound
containers that are actively tested to incur two addi-
tional crane movements.

7. COSTS

The total annual global cost of a strategy includes
the annual salary of labor that operates the equip-
ment or performs manual inspection, plus 0.2 times
the purchase cost of the equipment. The 0.2/year fac-
tor is meant to account for the 7-10-year lifetime of
the equipment, effectively shortened to 5 years by the
risk of obsolescence, and maintenance and upgrade
costs. In addition, active testing at the port of de-
barkation incurs capital and labor costs for additional
transportation (utility trucks) and container handling
(portable cranes). In Appendix C, all of these costs
are scaled up from the single shipment of 3,000 con-
tainers to the importation of all U.S.-imported con-
tainers from all overseas ports in a year. Our cost
figures ignore elements such as installation, training,
space, and backup equipment (which might be pooled
across terminals), and the equipment (e.g., handheld
sensors, isotope identifiers) needed to locate and iden-
tify the detected radiation source, and hence should
be viewed as underestimates.

More specifically, we assume passive testers cost
$80k each and scale with the number of terminals,
which is 50 in the United States and 150 overseas,
and active testers cost $100k and scale with the num-
ber of ship cranes, which is 300 in the United States
and 900 overseas. Each passive tester requires two
employees per shift and each active tester requires
three employees per shift, where these employees cost
$75k/year, while each 5-person manual testing team
costs $400k/year. Domestic ports run two shifts per
day and overseas ports run three shifts per day. Util-
ity trucks cost $20k and portable cranes cost $150k.

These cost estimates should be treated with con-
siderable caution. While we could have used a more
refined approach and calculated the purchase, oper-
ating, maintenance, and labor costs across the lifetime
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of the equipment using the time value of money, such
precision would be misplaced in our view. The equip-
ment costs (i.e., the price paid by the U.S. government
and/or terminal operators) are a moving target, and
can change drastically over time depending upon such
factors as the number of available suppliers and the
quantity discounts offered in exchange for worldwide
deployment. We believe these factors dwarf the de-
tailed accounting issues (e.g., time value of money,
equipment depreciation), and preclude the capability
of making a reliable cost estimate in an industry that
is in such flux. Nonetheless, our qualitative results are
based on the premise that manually testing a container
is much more expensive than testing a container us-
ing passive or active testing, and this key assumption
is unlikely to change in the foreseeable future.

8. BASE-CASE RESULTS

To summarize, for both plutonium and uranium
weapons and for each of the six policies in Section
3, the U.S. government chooses the parameter a, the
three threshold parameters (sy for neutron, sg for
gamma, and p,4 for active tests) at the appropriate
port(s), and the number of active testers (m,) and
manual testing teams (m,,) at the appropriate port(s)
to maximize the minimum detection probability, sub-
ject to the sojourn time constraints at the ports, a
budget constraint, and a shielding weight constraint,
where the minimization is over the terrorist shielding
thickness rq, a 20-ft versus 40-ft container, and a cer-
tified versus uncertified shipper. If we let DP[YZ(a)]
and K[YZ(a)] denote the detection probability and
total annual global cost for strategy YZ(a), let B be the
total annual budget, and let Tr and Tp be the mean
sojourn time at the ports of embarkation and debarka-
tion (detailed expressions for DP[YZ(a)], K[YZ(a)],
Tg, and Tp in terms of the decision variables and
primitive model parameters appear in the Appendix)
then the formulation of the Stackelberg game is (see
Appendix D for more details):

max min
. 2
{a.sn.5G, pa,ma,muy} 20—t o 40—ft

certified or uncertified

DP[YZ(@)] (1)

subject to K[YZ(a)] < B, (2)
P(Tg > 6hr) < 0.01, 3)
P(Tp > 4hr) <0.05, 4)
84.8 for plutonium,
< cm for plu o.mum 5)
82.9cm for uranium,
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Fig. 4. For a plutonium weapon in a 20-ft or 40-ft container from a certified or uncertified shipper, detection probability vs. cost curves for

the six families of policies defined in Section 3.

where Equation (5) is a weight limit that constrains
the amount of terrorist shielding.

By varying the available budget B on the right
side of Equation (2), we generate in Fig. 4 the de-
tection probability versus cost curves for a plutonium
weapon. To understand the impact of two of the ter-

rorist decisions, Fig. 4 considers the four combina-
tions of 20-ft vs. 40-ft container and certified ver-
sus uncertified shipper. These curves (the detailed
solutions to various points on these curves are in Ta-
bles 5-8 of the Appendix) allow for the following
observations.
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Starting with the terrorist decisions, we note that
for a given cost, the detection probability is higher
if the container is from a certified shipper than from
an uncertified shipper. Similarly, the detection proba-
bility is significantly higher for a 40-ft container than
a 20-ft container. Hence, the worst-case scenario to
protect against is a 20-ft container from an uncertified
shipper. In addition, the terrorists use the maximum
amount of shielding, 84.8 cm, in all cases, which allows
them to evade passive testing.

Turning to the U.S. government decisions, we see
that it is significantly less expensive to achieve a given
detection level at the port of debarkation than at the
port of embarkation. Embarkation detection is more
expensive than debarkation detection because there
are more overseas terminals and ports shipping to
the United States than there are domestic terminals
and ports, which limits economies of scale of equip-
ment and labor, and because many overseas ports
(e.g, Singapore and Hong Kong) operate three shifts
per day rather than two shifts per day (see Equations
(44)—(47) in Appendix C). Note that we have also ig-
nored the greater installation costs at overseas ports.
Testing at both ports is slightly less costly than testing
only at the port of embarkation because (e.g., com-
pare the seventh row and the third-to-last row in Table
5 of the Appendix, which represent an EA policy and
a BA policy achieving similar costs) the reduction in
overseas manual testing costs more than compensates
for the domestic costs incurred.

The three “untrusted” strategies cannot achieve
a detection probability higher than 0.0975 or 0.24 if
the container is from an uncertified or certified ship-
per, respectively, regardless of cost or testing loca-
tion. This is perhaps our most important observation
because the current U.S. government policy is an un-
trusted strategy. The “all” strategies, in contrast, pro-
vide increased detection with increasing cost. Radio-
graphy can penetrate 40-ft containers and detection
is increased in the 40-ft scenarios by increasing the
parameter a. Radiography cannot penetrate 20-ft con-
tainers, and a high detection probability is achieved by
increasing a and opening up the dense containers that
undergo active testing. That is, the curves for the “all”
strategies in Fig. 4 are generated by increasing the pa-
rameter a, which is the fraction of containers passing
passive testing that are nonetheless actively tested,
from 0 to 1. As the parameter a is increased, more ac-
tive and manual testers are needed to satisfy the con-
gestion constraints, which leads to exorbitant costs.
More specifically, if the terrorists optimally choose a
20-ft container from an uncertified shipper, then a de-
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tection probability of 1.0 is achieved by the “all” pol-
icy, by either testing at the port of debarkation at a cost
of $1.8B/year, or by testing at the port of embarkation
at a cost of $11.0B/year (not shown in Fig. 4). The cost
equations in Appendix C and the solutions in Tables
5-8 in the Appendix enable the detailed cost break-
down among passive, active, and manual testing. Pas-
sive testing comprises approximately 2-10% of the
total cost and this percentage decreases with increas-
ing detection probability, and manual testing costs are
approximately 70% higher (on average) than active
testing costs, although the active-to-manual cost ratio
in a specific scenario depends on the relative num-
ber of servers (mgs and mgy) in Tables 5-8 of the
Appendix.

With the maximum amount of lithium hydride
shielding, passive testing cannot detect the emissions
from either a plutonium or uranium weapon, and ac-
tive testing can only detect the weapons in a 40-ft
container. Consequently, even though the uranium
weapon has significantly smaller neutron and gamma
ray emissions than the plutonium weapon, the detec-
tion probability versus cost curves for the uranium
weapon are nearly indistinguishable from those in
Fig. 4.

9. ALTERNATIVE MODES OF TESTING

A comprehensive sensitivity analysis is difficult
due to the great number of model parameters, the
rapid development of new detection technologies, and
the uncertainty in the type ofillicit weapon used by the
terrorists. We perform two types of sensitivity analy-
ses, by considering five other uses of existing tech-
nology or hypothetical versions of technology under
development in this section, and investigating various
levels of terrorist shielding in the next section. Math-
ematical formulations of four of the five technologies
(all except for electronic seals), as well as a discus-
sion of passive monitoring on cranes, are described in
Appendix E. As in Section 8, although all results re-
ported in this section are for the plutonium weapon,
the results for the uranium weapon are nearly
identical.

Several x-ray technologies can achieve deeper
penetration and/or better resolution than gamma
radiography (e.g., Reference 19). For concreteness,
we consider high-energy (9 MeV) x-ray radiography,
which can penetrate up to 41 cm of steel,?” as op-
posed to 16 cm for gamma radiography. The 9 MeV
x-ray equipment can successfully identify the shielded
weapon hidden in a 20-ft container of steel items with
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a 10% packing fraction. These machines are assumed
to cost $1.2 million each and have the same service
time characteristics as gamma radiography. Because
x-ray radiography is more dangerous to humans (both
workers and stowaways) than gamma radiography,
we consider a strategy in which all dense containers
that are actively tested go to x-ray radiography, and
all other containers that are actively tested are han-
dled by gamma radiography. This slightly overstates
the benefit of x-ray radiography because inevitably
some containers thought to be penetrable turn out
not to be, and would be processed by both radiogra-
phy technologies. Nonetheless, the addition of a x-ray
radiography testing layer cuts the cost approximately
in half (Fig. 5, which explicitly incorporates detection
probability minimization over the 20-ft vs. 40-ft and
certified vs. uncertified shipper decisions) by signifi-
cantly reducing the amount of manual testing that is
required.

The majority of active testing time is devoted to
analyzing the scan, not producing the scan. Active
testing through can be increased by transmitting the
scanned images, perhaps remotely, to allow multiple
scans to be analyzed simultaneously, thereby decou-
pling scan production and scan analysis. A three-stage
queueing network is used to compute the congestion
of this alternative (Appendix E.5). The cost reduction
achieved by networked active testing is only about
2-3%.

13

A variety of electronic seals are being developed
and tested, based on radio frequency technology or
light sensors, which will generate an alarm if the con-
tainer has been tampered with. Some of these seals
have an intrusion device in the container. Although
issues related to power, durability, and effectiveness
need to be worked out, we consider a hypothetical
$100 tamper-resistant seal that increases the probabil-
ity of detection to dg = 0.95. If placed in all 12 million
containers worldwide, this would achieve a detection
probability of 0.96 or 0.9525 for a container from a
certified or uncertified shipper, respectively, without
any passive, active, or manual testing at either port,
at a cost of $200 million/year (Fig. 5). If they are only
used on the 12.7% of containers that are untrusted or
dense, then the cost is reduced to $25.4 million/year
and the detection probabilities are above 0.95 if the
weapon is in a 20-ft container or from an uncertified
shipper, but is only 0.24 if the weapon is in a 40-ft
container from a certified shipper.

Motivated by the small false positive probability
of passive neutron testing and the ability to test at
the gates at the port of embarkation, we investigate
the possibility of improving the detection probability
of passive testing by lengthening the testing time at
the port of embarkation. Rather than driving through
the portal monitor at 5 mph, which takes 5.5 seconds
for a 40-ft container, we consider a modification of
the EA policy that allows for longer passive neutron
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testing, thereby improving the signal-to-noise ratio.
In this case, we explicitly compute the congestion at
passive testing (Appendix E.2), and allow additional
passive testing equipment to be purchased. In the face
of maximum terrorist shielding, this approach offers
no significant improvement over the base case.

Lastly, we consider new technology that would
replace portal passive monitoring with hypothetical
$50 passive monitors (roughly the size and strength of
handheld monitors) that are located inside the con-
tainer and communicate via RFID to an electronic
seal or other device, thereby allowing the week-long
trip to be exploited for passive (neutron) testing pur-
poses. Radiation sensors require little energy and
should last about 10 years with a battery. However,
radiation monitors inside of containers have not un-
dergone field tests yet to ascertain their durability in a
rugged environment. However, even after seven days
of testing in our model, the passive neutron sensor is
unable to detect a plutonium weapon with the maxi-
mum amount of shielding, and no improvement over
the base case is possible.

10. SENSITIVITY TO TERRORIST SHIELDING

It may not be practical for terrorists to obtain 84.8
cm of lithium hydride shielding, and they may use
lower-technology shielding such as plywood. More-
over, to the extent that bulkier shielding is less likely
to elude the radiography scan analysts, terrorists
may prefer to use significantly less than 84.8 cm of
shielding. For the base case and two other options—
elongated passive neutron testing and passive sensors
inside containers—we compute the cost to achieve a
detection probability of 0.8 (a level that would likely
suffice as a deterrent) as a function of the amount of
shielding (Fig. 6). The amount of shielding also serves
as a surrogate for smuggling smaller amounts of plu-
tonium or uranium (e.g., splitting a weapon’s worth
of fissile material across a handful of containers). The
cost of elongated passive neutron testing incurs a dras-
tic increase at about 25 cm of lithium hydride shield-
ing (i.e., a shielding factor of 3.4 x 10~*) in the case of
the plutonium weapon. When the amount of shield-
ing is less than this threshold, the cost of obtaining a
detection probability of 0.8 is $640 million/year (and
is achieved with less than 10 minutes of passive test-
ing per container and very little downstream testing),
whereas the annual cost above this shielding thresh-
old is about $9 billion, where detection is achieved
by aggressive active testing and some subsequent ex-
pensive manual testing. The emissions from the pluto-
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nium weapon with 25 cm of lithium hydride shielding
is about four times larger than the emissions from the
unshielded uranium weapon, and hence no cost fluc-
tuation is observed in Fig. 6 for the uranium weapon.
Similarly, a radiation sensor in a container is quite
effective against a plutonium weapon with less than
30 cm of lithium hydride shielding (shielding factor =
6.9 x 1073) and a uranium weapon with less than 3 cm
of shielding (shielding factor = 0.4). In the base case
with a plutonium weapon, the cost drops dramatically
by shifting from active testing to passive neutron test-
ing when the lithium hydride shielding is less than
10 cm (shielding factor = 0.04). Hence, relative to the
base case, elongated passive neutron testing offsets
two orders of magnitude of terrorist shielding of a
plutonium weapon, and passive sensors in containers
offset an additional order of magnitude of shielding.

11. CONCLUDING REMARKS

Our analysisidentifies key uncertainties that need
to be resolved before a testing strategy can be defini-
tively proposed. These include the fraction of con-
tainers that are impenetrable and/or indecipherable
by gamma radiography and/or x-ray radiography, the
fraction of penetrable containers with a weapon that
would be correctly diagnosed by radiography, and the
nature of the threat, including the source (uranium vs.
plutonium vs. radiological) and the terrorists’ shield-
ing capabilities. In this regard, given the difference in
detection probability versus cost for the various ter-
rorist decisions (particularly the shielding level), it is
imperative that the U.S. government engage in red-
teaming exercises (e.g., allowing asymmetric packing
of objects surrounding the weapon) to ensure the ro-
bustness of any implemented system. Moreover, an
estimate of the fraction of legal shipments that emit at
the same gamma ray energies as weapons is required
to better assess the value of passive gamma testing.

Although our parameter values should be refined
with data from ongoing field tests, and the precise na-
ture of a smuggled weapon is largely unknown (at
least outside of the intelligence community), our anal-
ysis leads to several policy recommendations. First,
although there is no currently defined national inspec-
tion strategy for imported containers, many contain-
ers imported into the United States undergo the UD
strategy with a = 1; the Container Security Initiative
(CSI) enables a limited amount of overseas testing,
but again only on untrusted containers. Hence, our
model predicts that the likelihood that the current
screening system would detect a shielded nuclear
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weapon is quite low (around 10%). While any intel-
ligence information is obviously helpful, the current
testing strategy relies almost entirely on the limited
nature of the data in the ATS, and in our view is mis-
guided.

If we employ existing technology as it is currently
used, two major changes are required to increase our
security from the current dismal level to a level that
might constitute a verifiable deterrent. First, in the
absence of a dramatically improved ATS, trusted con-
tainers (i.e., containers that successfully pass the ATS)
must be aggressively tested in a layered fashion; al-
though passive neutron testing would detect a lightly
shielded plutonium weapon, radiography must also be
used to detect other weapons. Second, we must open
up containers, trusted or not, that cannot be prop-
erly penetrated or deciphered by radiography. These
changes require considerable investments, mostly in
labor; for example, to achieve at least 90% detection
probability in our base case, our rough estimate of
the annual cost is $2 billion if testing is at domestic
ports and $11 billion if testing is at overseas ports.
This domestic versus overseas cost differential needs
to be weighed against the increased danger of locating
a weapon in the shipyard of a major U.S. port, as op-
posed to at the gates of an overseas port. Given that
terrorists are likely capable of detonating a bomb re-
motely, it seems that the danger differential outweighs

the cost differential, and that most testing should be
done overseas. It is possible that this cost differen-
tial could be mitigated by using foreign labor to test
overseas (maintaining integrity of the testing process
would be a significant challenge) and/or to electron-
ically transmit active testing images from overseas
ports so that U.S. workers could analyze these images
remotely. Regardless of where testing occurs, having a
core group of well-trained scan analysts who maintain
a database of historical scans (the U.S. government is
reluctant to train scan analysts in the threat scenario
and these government-owned scans are currently dis-
carded) would likely improve the detection probabil-
ity of active testing. Pushing testing back beyond the
port of embarkation is desirable, to the extent that
the port itself is the target of attack. However, this
would pose a formidable logistical challenge, possibly
requiring a dedicated travel corridor from a central-
ized testing location to the port.

Our results highlight the fact that the key cost
driver when achieving a high detection probability is
manual testing labor. Two existing technologies may
help to avoid manual testing and hence improve the
cost-security tradeoff. First, if the terrorist shielding
is not too thick (Fig. 6), elongating passive neutron
testing at the gates at the port of embarkation may
have the potential to drastically improve this trade-
off, due to the lack of neutron emissions in weaponless
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containers, the low equipment and labor cost of pas-
sive testing, the simplified logistics of testing at the
gates, and the automated nature of passive testing.
The automated nature of the passive test enables re-
mote control over the integrity of the testing pro-
cess and is more robust than active testing, which
relies on labor that has been historically trained to
detect smuggling of drugs or other contraband rather
than nuclear weapons. Our model somewhat naively
assumes that if radiography is capable of detecting
the heavy shielding surrounding a weapon, then the
weapon will be detected; by contrast, when 15 pounds
of depleted uranium shielded by a steel pipe with a
lead lining was shipped by an ABC News investigative
team,®!) the human scan analyst did not detect it even
though a subsequent look at the gamma radiography
scan clearly showed the object. Given that our pas-
sive neutron parameter values are based on ITRAP
testing requirements from several years ago,) we are
likely underestimating the capabilities of passive neu-
tron testing, and hence the elongated passive neutron
testing option, which may be capable of a 10-fold re-
duction in cost (Fig. 6), requires further investigation.
The immense cost of manual tests can also be signif-
icantly reduced by using 9 MeV x-ray machines on
containers that cannot be penetrated by gamma ra-
diography. Also, because x-ray radiography reduces
the use of manual testing for those containers that
are actively tested, we expect that the cost reduction
from x-ray radiography and the cost reductions from
either elongated passive testing or passive testing in-
side a container to be largely independent of each
other, for example, if passive testing and x-ray radio-
graphy each cut costs by a factor of two relative to
the base case, then using both approaches simulta-
neously should reduce the testing cost by a factor of
four.

Turning to developing technologies, putting neu-
tron radiation monitors inside containers has the
potential (if issues related to durability, power, tam-
pering, effectiveness, and real-time alarm capabilities
can be resolved) to increase detection probability of
less than maximally shielded plutonium and moder-
ately shielded uranium weapons in a less expensive
manner than aggressive active and manual testing. Al-
though our model assumed that detection would take
place at the port of debarkation after a seven-day trip,
these sensors might also detect some weapons (except
perhaps those consolidated right near the port of em-
barkation) at the port of embarkation. Indeed, this op-
tion could be synergistically combined with elongated
passive testing by requiring only the tiny fraction of
containers whose sensors detect some neutron emis-
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sions at the port of embarkation to undergo elongated
passive neutron portal testing, with the great majority
of containers undergoing traditional passive neutron
portal testing (as an additional layer to protect against
tampering with the sensor inside the container). Elec-
tronic tamper-resistant seals also have the potential
to achieve a high detection probability at about $200
million/year, but to the extent that sophisticated ter-
rorists are likely to figure out how to defeat these
seals, it would be prudent to use these seals as part
of an overall layered solution. Moreover, a tamper-
resistant seal that doubles as a radiation sensor would
be an attractive option.

Fig. 6 suggests that while a moderately shielded
plutonium weapon can be detected with current tech-
nology, an uranium weapon cannot; this is consistent
with recent congressional testimony.?”) New tech-
nologies such as pulsed fast neutron analysis (PFNA),
which exposes containers to short bursts of neutrons
and analyzes the gamma-ray signatures that are pro-
duced, may prove helpful in uranium detection,®)
although it may take years to develop equipment that
is sufficiently small, quick, inexpensive, and safe for
practical use. Finally, an alternative approach is to add
teeth to the C-TPAT program, using a mix of private-
and public-sector inspectors to tightly monitor the
process beginning at the factory loading docks, in lieu
of extensive testing of containers from certified com-
panies. The estimated cost and detection probability
of such a system, which would include electronic seals
as a central component,®* could be compared with
the options considered in this article.

In the interim, there are no inexpensive or easy
solutions, and one or more of the costlier approaches
should be implemented. If these options are deemed
too expensive to apply to all containers, then they
should at least be applied to all dense, indecipherable,
or uncertified containers and a fraction of all other
containers, so as to coerce terrorists to introduce the
weapon into a container where detection by active
testing is somewhat easier. A particularly thorny is-
sue is who pays for these testing systems. Unlike active
and manual testing, passive testing does not find any
nonnuclear or nonradiological contraband, although
it would detect illegal shipments of radioactive waste;
a machine that simultaneously performs passive and
active testing might obviate this concern, in addition
to alleviating space requirements at the ports. Al-
though market forces (e.g., uncertified shippers expe-
rience higher insurance rates and/or port delays) may
play a role, government mandates backed by govern-
ment funding (or a security tax passed on to shippers
and, ultimately, consumers) are required. Also, the
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immense costs required to increase detection suggest
that more money should be put into nonproliferation
(e.g., accelerating the Nunn-Lugar program, which
will spend up to $2 billion/year over the next 10 years
to secure nuclear material from the former Soviet
Union®») and prevention (e.g., a weak link in sup-
ply chain security can be strengthened by requiring
security checks for overseas short-haul truck drivers,
which would need to be performed much more rapidly
than 3 months). It is also worth noting that the esti-
mated $10 billion/year required to secure ports is com-
parable to the current annual investment for ballistic
missile defense,?®) particularly in light of the shift in
the nature of the threat from adversarial nations to
terrorists.

Finally, a solution to this problem requires two
types of estimates. First, we need to assess the level
of detection probability that constitutes a deterrent,
which may be as low as the 0.2-0.4 range. Hence, sim-
ilar to the inspection of air travelers, the U.S. govern-
ment should randomly inspect—using passive, active,
and if need be manual testing—20-40% of trusted
containers, in addition to the 2-3% flagged by ATS.
Second, we need to estimate the detection probabil-
ities and concomitant detection costs of alternative
smuggling modes (e.g., a fishing boat arriving at the
shoreline or arriving by port elsewhere in the Amer-
icas and crossing into the United States by land, a
private plane detonating over U.S. airspace); these
higher-level border issues require as input analyses of
the type performed here, but are beyond the scope of
this study.
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Appendix
This appendix describes the mathematical model that generated the results reported in the
main text. The mathematical models for detection and congestion are givigk and §B, re-
spectively. The costs are quantifiedsi@ and the strategy optimization and evaluation are defined
in §D. Alternative modes of testing are discussedHn a radiological source is consideredin,

and supplementary computational results appe&6in

A Detection Modeling

This section contains mathematical models for three detection processes: passive neutron detection
in §A.1, passive gamma-ray detectiongA.2, and radiography igA.3. All parameter values re-
lated to the detection process are given in Table 1. For all three tests, these models argAiged in

and§A.5 to compute the false positive probabilities and detection probabilities, respectively.

A.1 Passive Neutron Detection

Emissions emanate from three sources: the weapon, the contents of a typical container that contains
no weapons, and the background level in the absence of containers. The monitor is-ptaged

from the center of the container, which passes through the portal at veloeitg.22 m/sec (i.e.,

5 mph). Hence, if we denote the container length/byt takes /v = 5.5 sec to monitor a 40-ft

(or 12.2-m) container and 2.75 sec to monitor a 20-ft container. Aftane units of detection,

the true (i.e., ignoring measurement noise) cumulative emissions at the detector due to a stationary
source with emission ratéy that is a distance from the detector is% [1], where A is the

area of the radiation detector, aag is the efficiency for detecting neutrons. Because our source

IS moving, the true cumulative emissions at the detector will beLfer 20 or 40 ft,

AenSy /L/U dt B tanfl(%)AeNSN )
Ar Jo o r24( N ’

vt — L2 2mor
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if we assume that the weapon is placed in the middle of the container.

We assume that the true cumulative (sea-level terrestrial) background emissions/after
time units is a normal random variatig, with meanAeyby L /v and standard deviation Ae by L /v
(in units of neutrons) [1], wherky is the mean neutron background rate.

After L /v time units of detection, we assume that a typical container (containing no weapons)
has cumulative emissions at the detector equé%, whereC'y is a log-normal random vari-
able (i.e., it varies from container to container) with medi&nand dispersion factar~.

Finally, we incorporate measurement noise by assuming that all measurements are normal
random variables (denoted byy), where the standard deviation is the unknown fagteitimes
the square root of the mean. This relationship holds for a Poisson random variable, and is consis-
tent with the observation that measurement errors typically grow with the magnitude of the mea-
surement. Because the means themselves are random variables due to variation in the container
contents and background,y will actually be a mixture of normals.

Parameter values fod, ey andby are taken from [1]. To estimate the noise fackgr,
we note that when the detection timetis= 10 sec,r = 2 meters andSy = 20k neutrons/sec,
the false positive probability and false negative probability from extensive controlled experiments
(with stationary sources and in the absence of containers and background variatioi) Wexrd

1073, respectively [2]. Substituting these values into
P(Xy1 > sy) =107, )

P(Xy2 < sy) =107, (3)

whereX y; and X -, are normally distributed with standard deviation equat tatimes the square
root of the mean, and where the meansgbyt and4<X%¥" 1 Aeybyt, respectively, and solving
for the two unknowns (the test’s threshold leygl in [2] and the noise factaty) yields the value
of ky in Table 1. Finally, we set = —o0, 0. = 0 (i.e., the random variabl€'y is always zero)

because 163k roadside field tests for container trucks resulted in no alarms [2].
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A.2 Passive Gamma-ray Detection

The modeling of passive gamma-ray detection is similar to that of passive neutron detection. We
retain the same notation, but use the subscript G in place of N; the valuésroindv are the

same for both types of passive detection. In contrast to passive neutron testing, the remaining
parameters for passive gamma testing depend on whether the weapon contains plutonium or ura-
nium. We derive the remaining parameter values for the plutonium weapon first, and then discuss
the uranium weapon. While gamma rays are emitted at a variety of energies, we focus on the
0.662-MeV gamma ray in the case of passive radiation, which is the most prominent emission
from the plutonium weapon in the main text [1]. The valbgs=1400 gamma rays/frsec and

eq = 0.70 are taken from [1]. The noise factéy, is estimated from vendor information, stating

that the false positive probability if)~2 and 10 grams of*Pu can be detected with probability

0.5 by a portal monitor with a pillar spacing of 20 ft & 3 m) at a passage speed of 5 mph in a
20uR/hr background [4]. To find the source tersp for this experiment, we note that the 0.662
MeV emissions from weapons-grade plutonium are due to a decay prodiitPaf[1] with decay

rate 174,000/gec [5]. Because 0.44% of weapons-grade plutonium is made tpraf [1], we
haveS; = 0.0044(10)(174,000) = 7656 gamma rays/sec. To find the background tégm(we
assume the background noise in this experiment is zero), we calculate that 4.53% of the energy
from background radiation is at 0.662MeV [6] assuming a 10% energy resolution [1], so that the
background radiation should contain 0.0088v/hr at 0.662MeV. Using the conversion factor of

1.0 4Sv/hr = 8.94<10° gamma rays/msec in a Nal detector at 0.662 MeV [7, 8], we find that the
background radiation is 7656 gamma ray$&ec at 0.662 MeV. Substituting; = 7656 gamma
rays/sechg = 7656 gamma rays/msec (the two 7656's are coincidental)= 3 m andL = 40 ft

into

P(XG1 > SG) = 1073, (4)

P(XGQ < Sg) = 0.5, (5)
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where, fori = 1,2, Xg; is normally distributed with meamebs L /v and %

Bg, respectively, and standard deviatibp times the square root of the mean, allows for the
determination of the threshold levet; used by the vendor [4] and the noise facter given in
Table 1.

To solve forcg, we note that field test results [2] state that there were 2256/162,958=0.014
false positives, which was defined as being 15% above background, and 50% of these alarms, or
0.007 of the tests, generated readings greater than 40% of background; beta log-normal
random variable with mediaef¢ and dispersior’=y. We model the gamma-ray measurement
X as a normal random variable with meag and standard deviatiohg/jig, whereug =
AaCel | B, and derivere andog by solving (withbe = 1400 gamma rays/fsec,r = 2 m and

L = 40 ft)

= 0.014, (6)

1.15Accbe L
P(Xe > %)

1.4A€GbgL

P(XG > ;

) =0.007. (7)

Passive gamma testing of the uranium weapon is done at the 1.001 MeV level, which has
ec = 0.57 andbg = 860 gamma rays/rhsec [1]. To compute the source term for equations (4)-
(5), we consider 1 kg of*>U [4]. The emissions from weapons-grade uranium are due to a decay
product of 28U at 1.001 MeV [1] with decay rate 81&gc [5]. Since 5.5% of weapons-grade
uranium is?**U [1], we haveSs = 0.055(1000)(81) = 4455 gamma rays/sec. To fing;, we
calculate that 7.15% of the energy of background radiation is at 1.001 MeV [6] using a 10%
energy resolution [1], so that the background radiation should contain 0.,0%¢8r at 1.001
MeV. Using the conversion factor of 1,66v/hr =6.53 x 10° gamma rays/fsec in a Nal detector
at 1.001 MeV [7, 8], we find thati; = 9338 gamma rays/frsec. Using these parameter values,

we re-solve (4)-(7) to gt = 0.069, e“¢ = 1.62 gamma rays/sec and<¢ = 43.56.



A.3 Radiography

Active radiography involves detailed engineering issues related to filtering algorithms, contrast
detail and spatial resolution that vary across companies, and developing a mathematical model
of this complex process would be a daunting dask. Our objective is to develop a rather simple
mathematical model of radiography that allows the detection probability to depend on the size
and composition of the weapon and its shielding, and allows the model parameters to be readily
estimated from industrial data. In our model, we assumeihajamma rays per chare emitted
through one side of a sequence.bfolid objects, where objegt= 1, ..., J is of thickness-,

and has mean free path of gamma rayél,. The probability of any particular gamma ray being

detected on the other side of the sequence of objects is given,lwhich is approximated by [1]

J
ga =[] eem. (8)

j=1

Hence, if each gamma ray behaves independently, then the observed &utgtam gamma
radiography, which is the number of rays detected from dafaross-sectional area, is a binomial
random variable with parameteis, andg,. Because 4 is typically small and we will aggregate
over a large enough cross-sectional area to make the sum of tsdarge, we approximate the
random variableX 4 by a Poisson random variable with paramet&yg 4, which is both its mean
and its variance.

We deriveN 4 by assuming that a gamma radiography machine can penetrate 16 cm of steel
(SAIC claims that its various models of VACIS machines can penetrate between 9.5 and 16.5 cm
[9]), which means that the aggregated machine measurements retain a signal-to-noise ratio of one
if a standard 5< 10 x 20 cm lead brick is behind the steel. Consider two scenarios: in scenario 1,
the lead brick is behind 16 cm of iron (the main element of steel), and hgnce e =56~ 16kic
by (8), whereu;; = 1.544 cm andu,; = 2.424 cm are the mean free paths of gamma rays in lead
and iron, respectively [10]. The 200 aggregated measurements (the brick’s cross-section is 200

cn?) constitute a Poisson random variablg; with mean200N 4¢.4,, because the sum of Poisson
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random variables is itself Poisson. In scenario 2, the lead is absentanrde1%#¢. The aggre-
gated random variable is Poisson with meanN 4,g.4-. Now letA = X 4o — X 4; be the difference

in the number of detected gamma rays between the two scenarios. Its NM8aVig g2 — ga1)

and its standard deviation '\#2OON 4(ga1 + ga2) because the two measurements are independent.
Finally, we determinéV, so that the mean ak equals the standard deviation&f(this is what is

meant by a signal-to-noise ratio of one), which yields

ga1 + gao

N,y = .
A7 200(gaz — ga1)?

(9)

A.4 FalsePositive Probabilities

We assume a fractiorfir = 0.97 of US-bound containers are trusted, meaning that they have
not been flagged by the ATS. We view the testing system as having four stages: passive neutron
monitoring (N), passive gamma monitoring (G), active radiography (A), and manual testing (M).
Fori = {N,G, A}, let f; equal the false positive probability that a container generates an alarm
for testi. Note that a weapon-free container can generate a false positive for three reasons: its
contents, the natural background (in the case of passive testing), and measurement error.

The values off; are not set exogenously, but rather are determined by the test threshold
parametersy, s andp,, respectively, which are decision variables in our model. By the same

reasoning as in (6), we have foe {N, G},
Ji= P<Xi > Sz‘), (10)

whereX; is a normal random variable with meanand standard deviatidn /i;, wherey; itself
is the random variablg; = 249%L + B,

In contrast to passive testing, active testing can cause alarms for a variety of reasons that
are independent of nuclear or radiological emissions. Consequently, we assurfig that.05

of actively tested containers set off an alarm regardless of the value of the threshold parameter
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pa, Simply because an unexpected or mysterious object is seen [11]. In addition, an active testing
alarm occurs if the container’s contents are too dense for radiography to penetrate (e.g., shipments
of metal objects, or certain agricultural shipments) or too difficult to decipher (e.g., the container
contains a hodgepodge of items). Because containers filled with metal objects typically are 20 ft
in length (to satisfy the weight limit), for modeling purposes we assume that a frattien0.1

of containers are 20 ft in length and contain 24 cm of steel (% packing fractionx 8 ft) along

the direction measured by active testing. These containers are surrogates for all 20-ft and 40-ft
dense or indecipherable containers, and the test thresholdvlgvelapplied only to these dense
containers. By (8)-(9), each of these containers has a test measurement given by a Poisson random

variable X 4,, with meanN 4¢4,,, where

gan = e, (11)

e = 2.424 cm (iron) andr,, = 24 cm. We assume that an alarm occurs if the probability that the
radiography measurement equals zero, whiciT 94~ is greater than the threshaid. Hence,

the total false positive probability takes on one of two values:

fa if e Nagan < py;

fa=1 % Mo (12)
fa+ fq if e n > DA,

If p4 = 1 then containers never fail radiography because of their denseness, whereas a value of

pa Near O provides a more aggressive strategy against dense containers (i.e., these containers fail

active testing and are subsequently opened up because they were too dense to penetrate).

A.5 Detection Probability

There are three layers of protection to detect a weaponized container before it enters the port of
embarkation: C-TPAT's certification system, mechanical container seals and the ATS software
system. Recall that the weapon can be hidden in a 40-ft or 20-ft container from a certified or

uncertified shipper. Definé: to be the probability that a certified shipper would catch a terrorist
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attempting to smuggle a nuclear weapon in one of its contaidgrs) be the probability that the
mechanical seal sets off an alarm if a terrorist inserts the nuclear weapon into the container, and
dg 1o be the probability that the software system ATS would detect a container from an uncertified
shipper that contained a nuclear weapon.

Fori = {N,G, A}, let d; be the probability that test i would detect a nuclear weapon.
These probabilities depend on the testing decisignssg andp 4, and the shielding thickness.
We assume that the lithium hydride shielding reduces the neutron and gamma emissions by the
multiplicative factorsf,n and f,, respectively; e.g., if the neutron emissions are reduced by a
factor of 100 thenf,y = 0.01. Since the neutron detector aggregates the neutrons detected over
all energy levels, we are interested in the fraction of neutrons emitted by the weapon that is not
absorbed by the shielding. We approximate this fractiorfly = e=#sN" [1, 12], whereu_y is
the mean free path of neutron absorption in lithium hydride. WeuSgt= 3.13 cm, using the
observation that, = 20 cm reduces the neutron emissions of the plutonium weapon in Fetter et
al. by a factor of 600 [1]. By (8), we assume that the fraction of gamma rays undegraded in energy
is fuq = eH6™s wherep 4 = 10.725 cm is the mean free path of gamma rays in lithium hydride
at 0.662 MeV for the plutonium weapon apg,;=13.02 cm is the mean free path of gamma rays
in lithium hydride at 1.001 MeV for the uranium weapon [10]. ket {N, G}, we have from (5)
that

di = P(X; > s), (13)

where X; is a normal random variable with mean and standard deviatioky/z.;, wherey; =

fSi tan_l (%)AAEZSZ

2mor

+ B;.

To derived 4, we defineX 4., by (8)-(9), where for the plutonium weapon,

 —(15ppatupa+6ua+201ec +21ac F2us s 01 [244—42—2r
gAw_e( ppG+4a+6pia+20pec+21ac+21sc pia| D7 (14)

whered is the packing fraction; in equation (28), we change 1.5 cm to 2.46 cm, and 42 cm to 46

cm, for the uranium weapon (figure 2 of main text). To understand (14), note that the container,

8



which is 8 ft (or 244 cm) across, consists of the weapon (figure 2 of the main text), which is 42
cm in diameter and contains a 8.5 cm diameter empty core, a 1.5 cm thick layer (0.75 cm on each
side of the weapon) of plutonium (with mean free pagé = 0.786 cm; all mean free paths of
gamma rays in (14) are at 1.3 MeV, which is the energy used in the newest VACIS machines [13],
and are taken from [10]), 4 cm of beryllium (mean free path = 10.932 cm), 6 cm of tungsten
(mean free pathu,; =0.957 cm), 20 cm of high explosives (with mean free path = 9.185

cm, calculated as in [14] from the composition of hydrogen, carbon, nitrogen and oxygen in the
ratio 2:1:2:2 [1]), and 2 cm of aluminum (mean free pati, = 6.871 cm), a layer of lithium
hydride shielding of thickness on both sides of the weapop(t = 14.854 cm), and a collection

of identical iron objects (j; = 2.424 cm) that have packing fractiohh The packing fraction is

given by

<2.95 x 107 g — 4x[(ry + 21)° — 21%] em® 1.2 g/cm3> /7.8 g/cm®

0= 725 X 107 %7?(7‘5 DR for a 40 — ft container,
(15)

<2.95 x 107 g — 4x[(ry + 21)° — 21%] em® 1.2 g/cm3> /7.8 g/cm®
0= for a 20 — ft container,

3.62 x 107 — g7(r, + 21)3] cm?
(16)

for the plutonium weapon; the 21 cm is changed to 23 cm in (15)-(16) for the uranium weapon
(figure 2 of the main text). The numerator of (15) is the container weight limit (65k Ibs) minus
the weight of the lithium hydride shielding (assuming it is a concentric shell, where the density of
the lithium hydride shielding is 1.2 g/chj1], which is about 50% higher than the density under
normal conditions), divided by the density of steel; this ratio is the volume of steel that can be put
into the container (ignoring the weight of the weapon, which is only 129 kg [1]). The denominator
of (15) is the total container volume minus the volume of the shielded weapon. Equation (16)
differs from (15) only in the calculation of the total container volume in the denominator.

There are two distinct portions of the container as it is scanned lengthwise: the weapon-



containing portion and the weapon-free portion. Because the outer radius of the tungsten layer is 10
cm [1] and the spatial resolution of gamma radiography is about 1 cm [9], we assume that radiog-
raphy obtainsr10? = 314 weapon-containing measurements that are independent Poisson random
variables with meamV ¢ .4,,. The weapon-free portion of the container has = e~?44%1¢ | since

it is filled with identical iron objects according to the packing fractthnBecause radiography
generates nearly x 10° weapon-free measurements from a 40-ft container, we can safely assume
that g, is correctly estimated during scanning. We allow the weapon to be detected via two ap-
proaches. First, as in (12), the container fails radiography if it is too dense, keN4f4» > p,.
Second, the weapon is detected if the 314 weapon-containing measurements differ significantly
from the weapon-free measurements. For {n,w}, let X, be the sum of 314 independent
samples fromX 4;, which itself is a Poisson random variable with medn N 4g4;. We assume

that the weapon is detected if the aggregate measurelenis less than the 0.05 tail of 4,;

I.e., if the aggregate weapon measurement differs, at the 5% significance level, from the aggre-
gate measurement we would expect to see from the weapon-free portion of the container. Taken

together, we assume that

1 if e~Nagan > p -
dy = ~ ’ 17
A { P(XAw < 77,*) if e_NAgA" S Pa, ( )
where
. n (314NAgAn)k67314NAgAn
n* = mln{n kzz:o ] > 0.05 ;. (18)

If the weapon is on a container of a certified shipper, then the detection probability (DP) for

strategy YZa) is

DP(YZ(a))=1— J] (1 —di)(1—ada) for Y=A, Z=EorD, (19)
i={C,S,N,G}
DP(YZ(a))=1— ][] (1—d;) for Y=U, Z=EorD. (20)
i—{C,S}

10



If the weapon is on a container of an uncertified shipper, then the detection probability is

DP(YZ(a)) = 1-(1-ds)| ] (1-d)(1-ada)+dz [] (1-d;)| for Y=A, Z=EorD,
i={E,N,G} i={N,G,A} 1)

DP(YZ(a)) = 1—(1—d5)[(1—dE)+dE 11 (1—di)(1—adA)} for Y=U, Z=EorD. (22)
i—{N.,G}

If inspection is carried out at both ports, then the analogs to (19)-(22), respectively, are

DP(AB(a)) =1— T[] (1—d)| J] (1—di)(1- adA)r if certified, (23)
i={C,S} i={N,G}
DP(UB(a)) =1— [] (1—d;) if certified, (24)
i={C,S}

DP(AB(a))z1—(1—ds)[(1—dE)< 11 (1—di)(1—adA)>2+dE< 11 (1—di)ﬂ if uncertified,

i={N,G} i={N,G,A}
(25)

DP(UB(a)) =1 — (1 —ds) [(1 —dg) + dE< I a—a)a- (sz)> T if uncertified. (26)
i={N,G}

B Congestion

The parametric-decomposition approach, which is used to estimate the probability distribution for
the amount of time a container spends in the testing process at each port, is desdibhéd The
queueing networks at the port of embarkation and the port of debarkation are speci@ in
and§B.3, respectively. The values of the congestion parameters are given in Table 2. As explained
in the main text, we ignore any congestion due to passive testing and we consider a single isolated

ship that loads or unloads 3000 containers.

B.1 The Parametric-decomposition Approach

In the parametric-decomposition procedure [15], each queue in a network is characterized by five

parameters: the arrival rate the coefficient of variation (i.e., standard deviation divided by the
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mean) of interarrival times,, the service rate: for each server, the coefficient of variation of
service timesg;,, and the number of servens.

In this subsection, we state the waiting time distribution at a generic queue with the five
parameters given in the previous paragraph, as approximated by Whitt [15, 1.2mand B.3,
we derive four of the five parameters (the number of servers is a decision variable) for each of the
queues in the testing networks, using subscripts to describe the port (E or D) and/or the test (A or
M). The resulting waiting time distributions and service time distributions at each queue will then
be combined to derive the total sojourn time distribution.

Letp = mlﬂ be the traffic intensity and = \/m(1 — p). We need to choose so thatp < 1
in order to maintain finite waiting times. L&t denote the steady-state waiting time in queue and
D represent the conditional wait, given that theservers are busy, i.eD = (W|W > 0). The
expected waiting time in queue is approximated by

2 2
c, +c;

) L= )1+ V2R () )

BE(W (27)

where®(-) is the cumulative distribution function of the standard normal, and

1—(28/(1+c2)) }
(1-2(8) (1 +v2rB2(B)e”2) |

Using (27)-(28), we approximate the expected valu®dfy

P(W > 0) ~ min {1, (28)

E(W)

B CED)

(29)

and approximate the squared coefficient of variatio®wdfy

4(1 - p)(2c¢2 +1)
3(2+1)

20— 1+

(30)

The distribution ofiV is approximated by a point mass at zero with probability P(W > 0)
using (28), and fitting a probability density function fbusing (29)-(30), according to one of four

cases, as described in equations (55)-(61) of [15].
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The parametric-decomposition procedure approximajed a downstream queue in terms
of ¢4, which is the coefficient of variation of the departure process of the upstream queue, and the
fraction of containers exiting the upstream queue that go to the downstream queue. By Ht5],
a queue is approximated by

2
A1+ (1—pP) (A —1)+ =2 1), (31)

vm
and if the departure process is randomly thinned (in our case, via testing) with probahihign
the resulting squared coefficient of variation of the interarrival times at the downstream queue is
approximated by

pci+1—p. (32)

B.2 Port of Embarkation

Testing is performed at the gates leading into the terminal at the port of embarkation. We assume
that US-bound containers arrive to the port of embarkation according to a Poisson process at rate
Ag. These containers arrive according to an appointment system with a one-hour time window, and
typically arrive 6-8 hours before being loaded. If each truck driver behaves independently within
the constraints of the appointment system, then the Poisson assumption is reasonably accurate [17].
To estimate\ g, consider a US-bound ship that will load 3000 containers at the port of embarkation
(see figure 1)). With four ship cranes each performing 30 moves/hr, this vessel will take 25 hours
to load. Suppose containers are scheduled to arrive at constangratam time 0 to timer;, (i.e.,

Ar = 3000/73) and suppose loading starts at time> 0 and ends at time; + 25. If we ignore
variability, set the maximum waiting time for any container at 8 hours ;e 25 — » = 8), and
assume that, to avoid ship-crane idleness, two hours worth of work (i.e., 240 containers) is at the
ship crane before it starts loading (i.e., 3600~ = 240), thent; = 1.48 hr, 7, = 18.48 hr, and

13



The arrival rate to active testing is

Apa=Ap[l— fr(1—a) [[ (1—f)] for Strategy A, (33)
i—{N,G}
Apa = Ap(l — fT){l —(1—a) H (1-— fz)} for Strategy U. (34)
i—{N,G}

We assume,z4, = 1, since a randomly thinned (i.e., containers randomly chosen with
probability A\ 4 /A ) Poisson process is also a Poisson process. We also agsume0/hr (i.e.,
three minutes to test a container [9]). Because the scan time is deterministic and the analysis of
the scan is random, we assume that the service time is an Erlang (order two) random variable with
2, = 0.5. By (31), the squared coefficient of variation of the departure process from this queue is

approximated by

2
Gea~m 1+ (1= pha)(cips—1)+ DA (cZa—1), (35)

where there are.z4 servers and the traffic intensity ig; 4 = #f;‘m

Additional congestion will also be incurred by those containers that require manual inspec-
tion. Containers that pass both passive tests are manually tested only if they fail active testing,
which occurs with probabilityf4 in (12). In contrast, containers that fail at least one of the two
passive tests proceed from active testing to manual testing with probapility f,, regardless of
the value ofp 4 in (12). That is, we assume that the passive testing failure is successfully diagnosed

by active testing with probability — f4 — f4, and the failure is diagnosed during manual testing

otherwise. We denote the arrival rate of containers to manual inspectiag pywhich is given

by

Aev = Ap[l— ] (1= f))(fatfa)+ A I (=fi)lfra+1—fr]fa for Strategy A, (36)
i={N,G} i={N,G}

ANEM = )\E(l—fT){[l— 11 (1—fi)](fA—|—fd)+ 11 (1—fi)afA} for Strategy U. (37)

i={N,G} i={N,G}

14



By (32), the squared coefficient of variation of the interarrival times to manual testing is approxi-
mated by

A A
Corm = - Chpat+1— —EMa (38)
AEA AEA

wherec?, , is given in (35).

Manual inspection is typically performed in teams. It takes five inspectors about three hours
to completely empty and repack a container, and considerably less to open the container and peer
inside. We assume that the mean service time is one hout(t/hr) and that each of theiz,,
servers represents a team of five inspectors. We assume that these service times are exponential
(and hence?,, = 1), so that the probability that a manually-tested container is entirely emptied is
aboute™3 = 0.05.

Fori = {A, M}, let the waiting time and the service time for queuse denoted byV;

andSg;, respectively. Then the sojourn tirig is given by

0 with probability 1 — A24;
T =<{ Wga+ Sga with probability %; (39)

Wga+ Sga+ Wea + Sga - with probability A2
Because the waiting times and service times are independent, and the waiting times at various
queues are assumed to be independent (e.g., [18]), the probability distribution of the steady-state
total sojourn timeTs in the queueing network is approximated by a mixture (according to the
probabilities in (39)) of the convolution of the waiting time and service time distributions at each

queue.

B.3 Port of Debarkation

At the port of debarkation, passive monitoring is undertaken when the containers are on bombcarts
just after the containers are taken off the ship, and active and manual testing is performed while the
containers are on utility trucks, which pick up the containers after the bombcarts deposit them in

the shipyard. We assume that three ship cranes, each working at rate 30/hr, are used to unload the
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vessel, generating a container arrival rate\pf= 90/hr. The ship cranes work two shifts per day,

and hence the 3000 containers from the ship are unloaded in about 33 hours, i.e. two days. The
arrival rate\p 4 to active testing is again given by equations (33)-(34), but with the subsoript

in place of E. If we view the ship unloading process as three servers working at 100% utilization
(i.e., p = 1) with deterministic service times (i.e:, = 0), then equations (31)-(32) imply that the
interarrival times of containers to active testing has squared coefficient of variation approximated

by
A 1 A
2 DA DA
~N—1l—-—+1-—. 40
CaDA Y { \/5} + p (40)
The service rates and coefficients of variation of service times for both active and manual testing
are the same as at the port of embarkation. The arrival parameigrandc,py; and the sojourn

time T, are given exactly as in (35)-(39), with the subscripin place of £ throughout.

C Costs

The total annual global cost (YZ(a)) of strategy YZ¢) is given by

K(YE(G)) =kgp +vgamga + vEymeym for Y = Aor U, (41)

K(YD(CL)) =kpp + kpa +vpampa +vpyumpy for Y =Aor U, (42)

K(YB(G)) =kpa+ Z kip +viamia + viprmay for Y = Aor U, (43)
i—{E.D}

where, fori =E or D, k;p is the annual cost of passive testirig, 4 is the annual cost of active

testing at the port of debarkation that is independent of the number of active testers; iarttie

annual global cost per server fpe= A for active testing and = M for manual testing. We ignore

the costs of C-TPAT, mechanical container seals and ATS, since these activities are assumed to
already be in place. These seven cost parameters (see Table 3 for the values of the components
of these parameters) take into account equipment and labor, and are assessed by the annual salary

plus 0.2/yr times the cost of equipment.
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For Strategy YZ(a), the passive testing cost is independent of Yaarahd only depends

on Z (i.e., on where passive testing is performed). The cost of a passive portal monitor is about
$80k [11]. We assume that one portal detector is required per terminal. The 30 largest US seaports
accounted for 99.5% of the imported containers in 2002 [19], and they have about 50 terminals

in total. About 40 overseas ports ship to Pier 400 at Long Beach, and 105 ports ship to New
York/New Jersey; the overlap between these ports is about 20, and some of these 125 distinct
ports use several terminals. Hence, we estimate that there are about 150 terminals at ports of
embarkation. We assume that each passive detector requires two full-time employees to operate
each 8-hour shift per day, and each employee earns $75k per year (we assume overseas monitors
are manned by US employees, as dictated by the Container Security Initiative). Hence, our passive

cost parameters are

0.2, $80k

75k 69.9M
krp = 150 terminals X —(7) + (6 workers X $7) = 5 . (44)
yr ‘terminal worker - yr yr
0.2 80k 75k 15.8M
kpp = 50 terminals x —(L) + (4 workers x $—) = 5 . (45)
yr ‘terminal worker - yr yr

The cost of an active portal monitor is about $100Kk, although truck-mounted monitors are
considerably more expensive [11]. We assume that an active tester requires three operators (each
earning $75Kk) per shift annually. Active testers scale with the number of ship cranes. Domesti-
cally, the Los Angeles/Long Beach ports have 135 ship cranes and handle 44% of imports, while
Savannah has 13 cranes and handles 4.3% of the imports. Hence, we assume that the number of
domestic ship cranes is approximat@%% ~ % ~ 300. We assumed three ship cranes were
used at the port of debarkationiB.3, and so we scale the number of active testers required at the
port of debarkation up by a factor of 100 to estimate the domestic costs. The number of overseas-

to-domestic ship cranes is assumed to be identical to the corresponding ratio for terminals, which

is three. Hence, we scale the overseas active testers up by the factor of 300, which is three times
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the domestic scale-up factor of 100. The annual cost per active tester at the two ports are

0.2 ,$100k 9 workers $75k $208.5M
= — = — 46
vpa = 300 yr (tester) ( vester . worker - yr)] yr (46)
0.2 ,$100k 6 workers $75k $47M
= 100 — = . 47
vpA . [yr <tester) ( tester % worker - yr)] yr (47)

There are also active testing costs at the port of debarkation that are independent of the
number of active testers. By the discussion of the logistics at the port of debarkatjBri3inall
actively-tested railbound containers require three crane movements by the tophandlers, compared
to the traditional approach where railbound containers only required one movement by the tophan-
dlers. If we letp, = 0.4 denote the fraction of imported containers that are railbound, then the
ratio of additional tophandlers required divided by the traditional (i.e., pre-inspection) number of
tophandlers is

2p, AR

S
pr+2(1—pp) 48)

Similarly, in the absence of inspection, only truckbound containers traveled on a utility truck, but

now actively-tested railbound containers also require a trip in a utility truck. Therefore, the ratio

of additional utility trucks required divided by the pre-inspection number of utility trucks is

%. (49)

L=p,
Given the 3.4 tophandlers and 16.9 utility trucks per ship crane at Pier 400, we assume the three
cranes used at the port of debarkation required 10 tophandlers and 51 utility trucks in the absence
of inspection. Moreover, tophandlers cost about $150k and utility trucks cost $20k, and we assume
the salary for the drivers are $75k and $50k per shift, respectively.

Tophandlers and utility trucks also scale with the number of ship cranes, with factors of 100

domestically and 300 overseas. Hence, the cost fagigrns given by

2p, 324 1().2 150k 2 workers k
kpa = 100 x |10 tophandlers x hlo—( 8150 ) o ( i )1

2 — p, | yr ‘tophandler tophandler \worker - yr
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ADA
" 2 20k 2 work k
+ 100 x [51 utility trucks x]; Ap [0 ( 520 ) o $50 )]

— pr | yr ‘\utility truck utility truck \worker - yr
(2 $180M . PrARA Y\ $530.4M
2—p. ) yr l—p.) yr =

The parametet, 4 for Strategy YOa) depends on Y and via Ap 4 in (33)-(34).
Each manual inspection team consists of five workers, each earning $80k/yr. Since manual

testers also scale with the number of cranes, we have

3t 3 400k 360M
v = 200 X l cams 8 ] _ $360M (50)
tester team - yr yT
2t 3 400k SOM
vpar = 100 x l cams 3 ] _ S80M (51)
tester team - yr yr

D Strategy Optimization and Evaluation

Each of the six classes of policies (AD,AE,AB,UD,UE,UB) contain six decision variables, which
are listed in Table 4; we assume that these six variables take on the same value at each port in
the two “B” policies. Hence, as noted in the main text, the US Government essentially has eight
decisions: A or U; E, D, or B; and the six variables in Table 4. We evaluate each of these six classes
of policies by choosing the decision variables to maximize the detection probability subject to a
budget constraint oB dollars on the annual global cost, and congestion constraints at both ports.
For the port of embarkation, we use the congestion constraint that at least 99% of containers make
it through the testing process within 6 hours. This should lead to minimal impact on port efficiency
and wreak little havoc on the loading plan. For the port of debarkation, we assume that at least
95% of containers make it through the testing process within 4 hours. Here, we are holding up
individual containers and not an entire ship, and so we can use a lower service level.

The terrorists have three decisions: the shielding thickngss20-ft or 40-ft container, and
a certified or uncertified shipper. The optimization problem corresponding to the Stackelberg game

[20], where the US Government makes its decisions before the terrorists, is
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max min DP(YZ(a)) (52)
{a;ma,mar,sn.sG,pa} 20—t on 40—t
certified or uncertified

subject to  K(YZ(a)) < B, (53)
P(Tp > 6hr) < 0.01, (54)
P(Tp > 4hr) < 0.05, (55)

4
§w<(r8 + 21)3 - 213>1.2 <5.9x10° (56)

where DP(YZ§)) is defined in (19)-(26)K(YZ(a)) is defined in (41)-(43), and’r andTp, are
defined in (39), where it is understood that, with probability dfige~= 0 if Z = D andTp = 0 if
7 = E. Constraint (56) (expressed in grams) is based on the assumption that the ATS would not
detect the shielding as long as the weight of the lithium hydride shielding is no more than 13k Ibs,
which is 20% of the container weight limit (we omit the mass of the weapon, which is only 129 kg
[1]). The left side of (56) assumes the shield is a concentric shell, and follows from (14); in (56),
we change 21 cm to 23 cm for the uranium weapon (Figure 2 of the main text). Constraint (56)
reduces to; < 84.8 cm for the plutonium weapon; the corresponding outer radius of shielding
Is 84.8 + 21 =105.8 cm, which is slightly less than the space constraint of 122 cm. Similarly,
equation (56) reduces t@ < 82.9 cm for the uranium weapon. By re-optimizing for different
values ofB in (53), we generate the cost vs. detection probability curves in the main text.

The initial input to the optimizer is a set of values for the decision variablesy, sg,
pa, from which we compute the minimum cost combinatiomof andm,, that will satisfy the
maximum waiting time constraints (54)-(55). The optimizer then computes the numerical gradient
of the objective function with the initial set of decision variable values. It uses the gradient to
determine how it should alter the decision variables to produce the greatest increase to the objective
function, attempting progressively smaller steps of the decision variables in that direction until it

finds a new set of values that still satisfies all the constraints and increases the objective function.

20



The optimizer stops once the gradient is too small (indicating that the function is barely changing)
or when it can no longer find a new set of values that both satisfies the constraints and increases

the objective function.

E Alternative Modes of Testing

In this section, we discuss alternative uses of existing technologies as well as technologies under

development. The more promising options are consider§8 of the main text.

E.1 PassiveTesting at the Ports

Portal monitors are only one option for passive neutron and gamma testing at the ports of embarka-
tion and debarkation. Handheld devices have considerably higher false positive probabilities and
are much slower than portal monitors [2], making them impractical for front-line testing. However,
they can be quite helpful in the investigation of containers that fail either passive or active testing.
Passive monitors can also be put on the ship cranes. One possibility is to put a sensor on
the spreader bar that hovers over the container as it is handled. In thig aabput 30 sec; is
about 1.5 m, andl, ande, are similar to handheld devices. However, the results of an experiment
in Norfolk, VA were not promising, due partly to the fluctuations in background radiation as the
sensor moved in and out of the ship to get the container. Even if this serious technical issue can
be overcome, another key hurdle is the durability of these monitors in such a harsh environment.
Suppose the time between failures for a monitor on the beam is exponentially distributed with
parameter- (i.e, a mean of-—! hr). Because it is too expensive to stop the ship crane to fix the
monitor during the crane’s two shifts of operations at a port of debarkation, the monitor would be
repaired during the third shift. Under this assumption, the fraction of time over the two shifts that

the monitor is operating is given blyfﬁ%w Hence, the detection probability and the false positive
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probability are both decreased by this factor.

A more promising option is to put the detector on the scaffold of the ship crane. In this
case,t will be shorter (perhaps 5 sec), ard ey ande; would be similar to the values i$A.1-
6A.2 for a portal monitor. The monitor’s reliability would be higher (i.e., smattebecause the
scaffold undergoes less stress than the spreader bar) and its false positive rate would be lower (less
background fluctuations). However, given that passive portal monitoring does not significantly
impact port congestion, there does not appear to be a compelling need to pursue these difficult

options.

E.2 Elongated Portal Passive Testing

Rather than driving through the portal monitor at velocitywe assume that a container takes 10
sec to drive into the portal and then stays theretfeec, generating emissions at the detector of
% We create a 3-stage queueing network by adding a queue in front of the two-stage network
in §B.3. The Poisson arrival rate to this queue js= 162.3/hr, the service times are deterministic
with durationu;1 = 10 + t sec, and there amegp servers. There are two additional decision
variables, the testing time)(and the number of servers @p). Because the testing process is

highly automated, we assume that two workers can run this operation, regardless of the number of

machines.

E.3 PassiveTestinginside Containers

Passive monitors can also be put inside containers. Given the low false positive probability of
passive neutron testing, these sensors might be able to exploit the week-long trip to improve the
signal-to-noise ratio of passive neutron testing at the port of debarkation. The steel container walls,
which arer, = 0.2 cm thick, reduce the background neutron source at the detector by the factor

e~rNTe whereu;y = x cm is the mean free path of neutrons in steel. Hence, the true cumulative
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background emissions is a normal random varidblewith meanAe byt and standard deviation
VAenbyt, whereA = 0.02 andey = 0.05 (similar to handheld devices [1]) artd= 7 days. The

true weapon emissions at the detector would'b&— 55t wherer = 1.2 m (the halfwidth of

a container). The remainder of the model remains unchanged, including the assumption that the
typical weaponless container has no neutron emissionse~ 0 with probability one). Note

that containers far from direct sunlight may receive a smaller background radiation ratethan
which causes us to underestimate the efficacy of this option. The cost of each sensor is assumed to

be $50, and the 0.2/yr equipment factor is applied.

E.4 X-ray Radiography

X-ray radiography is capable of penetrating up to 41 cm of steel [21]. However, this increased pen-
etration is achieved with a 9-MeV x-ray source, which requires considerable safety precautions.
Consequently, it is practical to only use these $1.2M machines for containers that cannot be pene-
trated by gamma radiography. We consider a strategy where all dense containers that are actively
tested are routed to x-ray radiography, and all other actively tested containers are routed to gamma
radiography. We further assume that the fractjfonof containers that cause false positives are

all processed by gamma radiography. If we assume that the service time characteristics of gamma
radiography are the same as x-ray radiography and denote the service time and waiting time at

x-ray radiography at the embarkation port Byy andWgy, respectively, then equation (19) is

replaced by
0 with probability 1 — ’\/\E—;;
7. — ) Wea+Spa with probability {=f4fa)ea, )
") Wex + Spx with probability f£}z4 d;‘;“f‘;

WEA + SEA -+ WE]W + SEM with probability f“\)\)\%.
To estimate how the x-ray equipment would perform, we replace 16 cm by 41 gm #ndg 4,

in equation (9) and calculate a new valueof. In this and all other calculations to find the false
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positive probability and detection probability for active testing, we use the following mean free
paths at 9MeV: lithium hydride (45.0 cm), beryllium (31.6 cm), explosives (24.4 cm), aluminum

(15.6 cm), iron (4.26 cm), lead (1.83 cm), tungsten (1.13 cm), plutonium (0.974 cm).

E.5 Networked Active Testing

Active testing throughput can be increased by electronically transmitting the scanned images and
allowing multiple scans to be analyzed simultaneously, thereby decoupling scan production and
scan analysis. To analyze the congestion resulting from this option, we consider a 3-stage queueing
network consisting of scan production {Ascan analysis (8, and manual testing (M). The arrival
parameters\pa,, cipa,» Apa, andc;p, are identical to\ga, c;pas Apa andc;p 4 respectively,

in §B.2 and§B.3. The service rate at the scan production queyesjs= 60/hr and the service

times are assumed to be deterministic,( = 0). Since all scans are analyzeq,, = A4, for

¢ =E or D, and equations (31)-(32) imply that

2
Pia,

for i=EorD. (58)
/1A

C¢2u'Aa ~1+(1- P?Ap)(c?u‘A,, -1)-
D

We assume that, = 30/hr, so that the mean total active testing time is the same as in the base case
(i.e.,puy' = “f_li + Mii)- Similarly, we assume?, = % (for simplicity, S; 4, in (60) is assumed to

be exponential), so that the squared coefficient of variation of the total testing time is the same as

- - 2 - - -
in the base case (i.e2, = ‘Lz c%,). The arrival rates to manual inspectiots,, andAp,,, are
@ A

given by (36)-(37), and

Aint

AiA

s
2 o ‘MM 9
Caivt B N Cain, T1—

for i=EorD. (59)

’LAp P

The service parameters,; andc,,,; of manual testing are the same as in the base case. The total

sojourn time is given by, foir =E or D,

Aidp

0 with probability 1 — —==;
Ti =1 Wia, + Sia, + Wia, + Sia, with probability /\iAPA_/\iM; (60)

7

Wia, + Sia, + Wia, + Sia, + Wing + Sine - with probability /\ﬁ\_]z\[
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We assume that each of the servers at scan production consist of an active tester ($100k
each) and two operators ($75k/yr each), and each server at scan analysis consists of one inspector

($75k/yr each).

F Radiological

There are seven important radioisotopes [22] that can be put into radiological dispersal devices
(RDDs), or so-called dirty bombg¢'Am (found in smoke detectors¥;?Cf, 1*"Cs (spent nuclear
fuel and brachytherapy§’Co (nuclear reactors, food radiation}?Ir (cameras)?*Pu (thermal
generators), andSr (nuclear waste, television tubes). There are three main kinds of ionizing
radiation: alpha particles, which only travel 4 cm but are harmful if inhaled; beta particles, which
travel 2 m and can cause skin burns; and gamma rays and x-rays, which pose serio#s Asks.
252Cf and?3®*Pu only emit alpha particles, and so can be easily handled by terrorists, whereas the
other four isotopes can be fatal if handled in sufficient quantities.

Levi [22, 23] estimates that 2 Ci df"Cs (an amount found in many medical gauges) in 10
pounds of TNT would cause a Knf40 city blocks) to exceed EPA radiological standards, whereas
a Russian study [24] states that between 50 and 10k ¢i"@fs in 50 kg of TNT could cause
the population in a 1 kiharea to seek shelter. The discrepancy between these studies could be
due to the different safety thresholds used, the fact that the population in the Russian analysis
takes protective measures, different amounts of explosives, and different atmospheric models (the
Russian model is more complex). For concreteness, we consider a radiological source of 10 Ci
(0.11 g) of'3"Cs.

Unlike fissile material, the emissions from dirty bomb materials are not due to the fission
process. Consequently, radioactive material will be detected by its emitted gamma rays. Ten Ci
of 137Cs, if unshielded, generat8s x 10'2 gamma rays/sec, of which 46.92% is at 0.662 meV.

Hence, the peak gamma-ray emission rated8 x 10'? rays/sec, compared with 600 or 30 gamma
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rays/sec for the nuclear sources considered in the main text. To reduce the radiological gamma-ray
emissions to the mean plus 3 standard deviations of the backgrdeptl; L /v + 3@,

requires 8.23 cm of tungsten shielding. The correspongingterm in (14) ise~16-46c = 3.4 x

10~8, which is about 3 logs smaller than thg, term in (17)-(18) for a 20-ft container, and about

5 logs smaller for a 40-ft container. Consequently, 10 Ci*6€Cs is at least as easy to detect

as a nuclear weapon: if enough shielding is used to hide the gamma-ray emissions, then gamma

radiography will detect the radiological source if the surrounding steel items can be penetrated.

G Supplementary Computational Results

Tables 5-8 provides the detailed solutions for the points on the base-case curves in Figs. 4a-4d,

respectively, of the main text.
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Parametet Description Value Reference
L Container length 20 or 40 ft See text
v Velocity during passive testing 2.2 m/sec See text
A Area of radiation detector 0.3n? [1]

r Distance of radiation detector 2m [2]
Sn Neutron source 400k neutrons/sec [1]
€N Efficiency of neutron detector 0.14 [1]
by Mean neutron background rate 50 neutrons/rhsec [1]
eonN Median container neutron emissions 0 [2]
eoeN Dispersion of container neutron emission$ [2]
kn Neutron noise factor 2.81 (2)-(3)
Sa Gamma source 600 gamma rays/sec [1]
€G Efficiency of gamma detector 0.70 [1]
ba Mean gamma background rate 1400 gamma rays/frsec| [1]
ecc Median container gamma emissions 2.63 gamma rays/sec | (6)-(7)
e7eG Dispersion of container gamma emission43.63 (6)-(7)
ko Gamma noise factor 0.146 (4)-(5)
Ny Effective radiography emissions 4.14 gamma rays/ch (8)-(9)
fr Fraction of trusted containers 0.97 See text
fa Fraction of containers alarming active tesd.05 [11]
fa Fraction of dense containers 0.1 (12)
T, Thickness of metal in dense containers| 24 cm See text
de Detection probability of certification 0.2 See text
dg Detection probability of seals 0.05 See text
dg Detection probability of ATS 0.05 See text
Table 1: Values for detection-modeling parameters.
Parameter Description Value | Reference

g Embarkation truck arrival rate 162/hr| See text

CaEA cv of interarrival times at embarkation, active test See text

1A Active testing rate 20/hr | [9]

CsA Coefficient of variation (cv) of active test times| v/0.5 | See text

1575 Manual testing rate 1/hr See text

CsM Coefficient of variation (cv) of manual test times1 See text

AD Debarkation truck arrival rate 90/hr | See text

Table 2: Values for congestion parameters. All other congestion parameter values are derived from

other parameters and decision variables.
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Description Value | Reference
Fraction of railbound containers,(p 0.4 See text
Number of US terminals 50 [19]
Number of overseas terminals 150 See text
Cost of passive tester $80k [11]
Number of employees per passive tester See text
Employee salary at active testing $75kl/yr | See text
Cost of gamma radiography machine | $100k | [11]
Number of employees per active tester3 See text
Employee salary at active testing $75kl/yr | See text
Cost of tophandler $150k | See text
Salary of tophandler operator $75k/yr | See text
Cost of utility truck $20k See text
Salary of utility-truck driver $50k/yr | See text
Salary of manual tester $75kl/yr | See text
Cost of passive monitor on a seal $50 See text
Cost of electronic tamper-resistant sea$100 See text
Number of containers worldwide 12M See text
Cost of x-ray radiography machine $1.2M | See text

Table 3: Cost parameters.
Parameter Description
a Fraction active testing
SN Neutron threshold level
SG Gamma threshold level
DA Radiography threshold probability
my Number of active testers
mu Number of manual testing teams

Table 4: Decision variables.
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L | Cert.| Strat.| DP | Budget| Cost | dy |ds | a mea | Mem | Mpa | mpu
20| U EA | 0.108| 650 638 | 0.00(1.0/0.01|1 1 0 0
20| U EA | 0.108| 800 638 | 0.00(1.0/0.01|1 1 0 0
20| U EA | 0.145| 1000 |998 | 0.00| 1.0/ 0.05|1 2 0 0
20| U EA | 0.145| 1200 |998 | 0.00| 1.0/ 0.05| 1 2 0 0
20| U EA | 0.179| 1500 |1358|0.00| 1.0/ 0.09| 1 3 0 0
20| U EA | 0.216| 2000 |1927|0.00|1.0|0.13|2 4 0 0
20| U EA | 0.289| 3000 |2855|0.00|1.0/0.21|3 6 0 0
20| U EA | 0.399| 4000 |3935|/0.00|1.0/0.33|3 9 0 0
20| U EA | 0.475| 5000 |4864|0.00|1.0/0.42|4 11 0 0
20| U DA | 0.106| 160 160 [0.00/1.0/0.01({0 0 1 1
20| U DA | 0.138| 240 176 [ 0.00/1.0/0.05(0 0 1 1
20| U DA | 0.207| 320 289 |0.00/1.0[/0.12|0 0 1 2
20| U DA | 0.276| 480 448 | 0.00| 1.0/ 0.20| 0 0 2 3
20| U DA | 0.345| 640 561 | 0.00(1.0/0.27|0 0 2 4
20| U DA | 0.474| 800 783 [ 0.00[1.0[042|0 0 2 6
20| U DA | 0.542| 1000 |989 |0.00|1.0/0.49|0 0 4 7
20| U DA | 0.807| 1500 | 1482|0.00| 1.0/0.79|0 0 5 11
20| U DA 1.000| 2000 | 1814|0.00| 1.0|/1.00|0 0 5 14
20| U BA 0.118| 800 799 | 0.00(1.0/0.01|1 1 1 1
20| U BA 0.118| 1000 | 799 |0.00|1.0]/0.01|1 1 1 1
20| U BA 0.178| 1250 | 1174|/0.00|1.0|/0.05|1 2 1 1
20| U BA 0.189| 1500 | 1257|0.00| 1.0 0.05| 1 2 1 2
20| U BA 0.253| 1750 | 1633|0.00| 1.0|/0.09|1 3 1 2
20| U BA 0.259| 2000 | 1995|0.00| 1.0/ 0.09|1 4 1 2
20| U BA 0.380( 3000 |2885|0.00|1.0|/0.17(3 5 1 3
20| U BA 0.496| 4000 | 3767|0.00|1.0/0.25(3 7 2 4
20| U BA 0.615| 5000 | 4968|0.00|1.0/0.35(3 10 2 5

Table 5: Solutions corresponding to points in Fig. 4a of main text. Under Cert. column, C is
uncertified and U is certified. We repafty andd, in lieu of sy andp,4. For all scenarios,

de = 0.00 andr, = 84.8 cm. Cost and Budget figures are in millions of dollars.
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L | Cert.| Strat.| DP | Budget| Cost | dy |ds | a mea | Mem | Mpa | mpu
20| C EA | 0.264| 650 638 | 0.03(1.0|/0.00| 1 1 0 0
20| C EA | 0.264| 800 638 | 0.03(1.0|/0.00| 1 1 0 0
20| C EA | 0.280| 1000 |998 | 0.00| 1.0/ 0.05|1 2 0 0
20| C EA | 0.280| 1200 |998 | 0.00| 1.0/ 0.05| 1 2 0 0
20| C EA | 0.309| 1500 |1358|0.00| 1.0/ 0.09| 1 3 0 0
20| C EA | 0.340| 2000 |1927|0.00| 1.0|0.13| 2 4 0 0
20| C EA | 0.401| 3000 |2855|0.00|1.0/0.21|3 6 0 0
20| C EA | 0.494| 4000 |3935|0.00|1.0/0.33|3 9 0 0
20| C EA | 0.558| 5000 |4864|0.00|1.0/0.42|4 11 0 0
20| C DA | 0.247| 160 160 | 0.00/1.0/0.01|0 0 1 1
20| C DA | 0.275| 240 176 [ 0.00/1.0/0.05(0 0 1 1
20| C DA | 0.333| 320 289 | 0.00(1.0/0.12|0 0 1 2
20| C DA | 0.391| 480 448 | 0.00| 1.0/ 0.20| 0 0 2 3
20| C DA | 0.449| 640 561 | 0.00(1.0/0.27|0 0 2 4
20| C DA | 0.557| 800 783 [ 0.00[1.0[042|0 0 2 6
20| C DA | 0.614| 1000 |989 |0.00|1.0/0.49|0 0 4 7
20| C DA | 0.837| 1500 | 1482|0.00| 1.0/0.79|0 0 5 11
20| C DA 1.000| 2000 | 1814|0.00| 1.0|/1.00|0 0 5 14
20| C BA 0.259| 800 800 [ 0.01(1.0/0.00|1 1 1 1
20| C BA 0.287| 1000 | 808 |0.03|1.0/0.00|1 1 1 1
20| C BA 0.335| 1250 |1182|0.06|1.0|/0.00|1 2 1 1
20| C BA 0.344| 1500 | 1474|0.07|1.0|0.00| 2 2 1 2
20| C BA 0.376| 1750 | 1635|0.09|1.0|/0.00|1 3 1 2
20| C BA 0.397| 2000 | 1850|0.11|1.0|/0.00|2 3 1 2
20| C BA 0.499| 3000 |2892|0.19|1.0|/0.00(3 5 1 3
20| C BA 0.593| 4000 | 3774|0.27|1.0|/0.00( 3 7 2 4
20| C BA 0.677| 5000 |4817|/0.35|/1.0/0.00( 4 9 2 5

Table 6: Solutions corresponding to points in Fig. 4b of main text. Under Cert. column, C is
uncertified and U is certified. We repafty andd, in lieu of sy andp,4. For all scenarios,

de = 0.00 andr, = 84.8 cm. Cost and Budget figures are in millions of dollars.
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L | Cert.| Strat.| DP Budget| Cost | dy | da | a mea | My | Mpa | Mpy
40| U EA 0.182| 650 638 | 0.00]/1.0(0.09|1 1 0 0
40| U EA 0.182| 800 638 | 0.00]/1.0(0.09|1 1 0 0
40| U EA 0.184| 1000 | 846 |[0.00|1.0|0.10|2 1 0 0
40| U EA 0.184| 1200 | 846 |[0.00|1.0|0.10|2 1 0 0
40| U EA 0.294| 1500 | 1415(/0.00|11.0|{0.22| 3 2 0 0
40| U EA 0.296| 1600 | 1566| 0.00| 1.0| 0.22| 2 3 0 0
40| U EA 0.400| 2000 | 1983|/0.00|1.0/0.34| 4 3 0 0
40| U EA 0.616| 3000 | 2912|0.00| 1.0| 0.57|5 5 0 0
40| U EA 0.754| 4000 | 3840|0.00|1.0|0.73| 6 7 0 0
40 | U EA 0.983| 5000 | 4977|0.00| 1.0/ 0.98| 8 9 0 0
40 | U DA 0.106| 160 159 | 0.00/1.0/0.01|0 0 1 1
40| U DA 0.273]| 240 239 | 0.00/1.0[/0.19|0 0 1 1
40| U DA 0.276| 320 288 | 0.00/1.0/0.20|0 0 2 1
40| U DA 0.479| 480 464 |0.00| 1.0/ 0420 0 2 2
40| U DA 0.580| 640 639 | 0.00/1.0/053|0 0 3 3
40 | U DA 0.690| 800 739 | 0.00/1.0/0.66|0 0 4 3
40 | U DA 0.897| 1000 | 965 |0.00|1.0/0.89|0 0 5 4
40| U DA 1.000| 1500 | 1094|0.00/1.0/1.00|0 0 5 5
40| U BA 0.120| 800 799 1 0.00/1.0({0.01|1 1 1 1
40| U BA 0.263| 1200 | 1044|0.00| 1.0|0.10| 2 1 1 1
40| U BA 0.447| 1600 | 1583|0.00|1.0|/0.22|2 2 2 2
40 | U BA 0.452| 2000 |1944|0.00|1.0|/0.22|2 3 2 2
40 | U BA 0.731| 3000 | 2949|/0.00|1.0|/0.45| 4 4 3 3
40| U BA 0.856| 4000 | 3940|0.00| 1.0| 0.60| 5 6 3 3
40| U BA 0.971| 5000 | 4939(0.00|1.0[0.82|7 7 4 4

Table 7: Solutions corresponding to points in Fig. 4c of main text. Under Cert. column, C is
uncertified and U is certified. We repaff; andd, in lieu of sy andp,. For all scenarios,

de = 0.00 andr, = 84.8 cm. Cost and Budget figures are in millions of dollars.
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L | Cert.| Strat.| DP Budget| Cost | dy | da | a mea | My | Mpa | Mpy
40| C EA 0.311| 650 638 | 0.00]/1.0(0.09|1 1 0 0
40| C EA 0.311| 800 638 | 0.00]/1.0(0.09|1 1 0 0
40| C EA 0.313| 1000 | 846 |[0.00|1.0|0.10|2 1 0 0
40| C EA 0.313| 1200 | 846 |[0.00|1.0|0.10|2 1 0 0
40| C EA 0.406| 1500 | 1415/0.00| 1.0|0.22| 3 2 0 0
40| C EA 0.408| 1600 | 1566| 0.00| 1.0| 0.22| 2 3 0 0
40| C EA 0.495| 2000 | 1983|/0.00|1.0/0.34| 4 3 0 0
40| C EA 0.677| 3000 | 2912|0.00|1.0|0.57|5 5 0 0
40| C EA 0.793| 4000 | 3840|0.00|1.0|0.73| 6 7 0 0
40| C EA 0.986| 5000 | 4977|0.00| 1.0|/0.98]| 8 9 0 0
40| C DA 0.247| 160 159 [ 0.00/1.0{0.01|0 0 1 1
40| C DA 0.388]| 240 239 | 0.00/1.0[/0.19|0 0 1 1
40| C DA 0.391]| 320 288 | 0.00/1.0/0.20|0 0 2 1
40| C DA 0.561| 480 464 |0.00| 1.0/ 0420 0 2 2
40| C DA 0.646| 640 639 | 0.00/1.0/053|0 0 3 3
40| C DA 0.739| 800 739 | 0.00/1.0/0.66|0 0 4 3
40| C DA 0.913| 1000 | 965 |0.00|1.0/0.89|0 0 5 4
40| C DA 1.000| 1500 | 1094|0.00/1.0/1.00|0 0 5 5
40| C BA 0.259| 800 799 1 0.00/1.0({0.01|1 1 1 1
40| C BA 0.379| 1200 | 1044|0.00| 1.0|0.10| 2 1 1 1
40| C BA 0.534| 1600 | 1583|0.00/1.0|/0.22|2 2 2 2
40| C BA 0.538| 2000 | 1944|0.00|1.0|/0.22|2 3 2 2
40| C BA 0.773| 3000 | 2949|/0.00|1.0|/0.45| 4 4 3 3
40| C BA 0.879| 4000 | 3940|0.00| 1.0| 0.60| 5 6 3 3
40| C BA 0.975| 5000 | 4939(0.00|1.0[0.82|7 7 4 4

Table 8: Solutions corresponding to points in Fig. 4d of main text. Under Cert. column, C is
uncertified and U is certified. We repaff; andd, in lieu of sy andp,. For all scenarios,

de = 0.00 andr, = 84.8 cm. Cost and Budget figures are in millions of dollars.
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