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The Last Line of Defense: Designing Radiation
Detection-Interdiction Systems to Protect Cities
From a Nuclear Terrorist Attack

Lawrence M. Wein and Michael P. Atkinson

Abstract—We formulate and solve an optimization problem in
which a terrorist is attempting to drive a nuclear weapon toward a
city center, but needs to travel through an array of imperfect neu-
tron radiation sensors that form a wall around the periphery of the
city. A fleet of interdiction vehicles are available to chase, and at-
tempt to interdict, vehicles that set off a sensor alarm. In our model,
the government chooses the thickness (in terms of number of sen-
sors) of the radiation wall, the neutron threshold in the sensors,
and the number of interdiction vehicles to minimize the expected
damage inflicted by a terrorist, subject to a budget constraint on
sensors and interdiction vehicles. The terrorist observes the wall
thickness and at each node he updates his likelihood of passing
through a sensor without triggering an alarm and decides whether
to proceed through the sensor or stop and detonate the bomb. Our
results suggest that for an annual cost ranging from several mil-
lion dollars to several tens of millions of dollars, depending upon
the city’s roadway topology, a single layer of sensors placed tens of
miles from the city center and 10-20 dedicated interdiction vehicles
could mitigate the damage from an unshielded or lightly-shielded
plutonium weapon, but not from a uranium weapon or a radiolog-
ical dispersal device.

Index Terms—Game theory, optimal stopping, queueing theory,
radiation detection.

1. INTRODUCTION

N the aftermath of the September 11, 2001 attacks on the

World Trade Center and the Pentagon, the U.S. Govern-
ment’s most feared scenario is that terrorists acquire and det-
onate a nuclear weapon in a major U.S. city. A Harvard re-
search group commissioned by the Nuclear Threat Initiative has
deemed this threat, which they estimate could cause a half-mil-
lion deaths and one trillion dollars in direct economic damage,
to be “real and urgent” [1]. Efforts by the Cooperative Threat
Reduction Program to secure the world’s stockpiles of nuclear
weapons and materials, particularly in the former Soviet Union,
have moved slowly, and the majority of nuclear material remains
vulnerable to theft [1]. Well-organized terrorist groups are ca-
pable of making at least a crude nuclear weapon [1], and should

Manuscript received January 20, 2006; revised January 3, 2007. This work
was supported by the Lawrence Livermore National Laboratory, Project
B529238. L. M. Wein was supported by the Center for Social Innovation, Grad-
uate School of Business, Stanford University. M. P. Atkinson was supported
by an Abbott Laboratories Stanford Graduate Fellowship.

L. M. Wein is with the Graduate School of Business, Stanford University,
Stanford, CA 94305 USA; (e-mail: Iwein @stanford.edu)

M. P. Atkinson is with the Institute for Computational and Mathemat-
ical Engineering, Stanford University, Stanford, CA 94305 USA (e-mail:
mpa33 @stanford.edu)

Digital Object Identifier 10.1109/TNS.2007.897829

have little trouble smuggling nuclear material or weapons into
a U.S. port in a shipping container [2], [3].

This paper formulates and analyzes a mathematical model
for our last line of defense, which is to detect an assembled
weapon as it is driven into a U.S. city and to provide timely
and effective interdiction. Plans are under way to develop such
a detection-interdiction system under the auspices of the newly-
created Domestic Nuclear Detection Office [4], and our goal
here is to perform a rough-cut feasibility analysis.

II. THE MODEL

A. Model Overview

The model uses three methodologies that may be unfamiliar
to journal readers: game theory (in particular, a Stackelberg
game), stochastic dynamic programming (in particular, an op-
timal stopping problem), and queueing theory. These method-
ologies will be briefly discussed as we give a broad overview of
the model.

Game theory is an optimization framework with more than
one (and often two) decision makers, typically with opposing
objectives [5]. In many games, the two players make their deci-
sions simultaneously, such as in the simplest of all games, the
Prisoner’s Dilemma. However, in many practical situations, it is
more realistic to assume that the players move sequentially, such
games are referred to as Stackelberg games, where the “leader”
makes his decisions and then the “follower”, after observing
some of the leaders actions, makes his decisions. Stackelberg
games are particularly appropriate for homeland security prob-
lems, where it is typically assumed (for reasons of realism and
conservatism) that the government is the leader and the terrorist
is the follower [6]-[8]. We follow this approach here: the gov-
ernment chooses the thickness of the radiation sensor wall (i.e.,
the number of sensors a terrorist would need to pass through
before reaching his target), the number of interdiction vehi-
cles, and the neutron threshold level that triggers each sensor,
with the goal of minimizing the expected damage from a deto-
nated (plutonium or uranium) bomb. The terrorist then decides
how far to proceed through the network before detonating the
bomb in order to maximize the expected damage. If the terrorist
triggers a sensor then an interdiction vehicle (if it is not busy
chasing and investigating non-terrorist vehicles that set off a
sensor alarm) chases the terrorist’s vehicle, at which point in-
terdiction is successful (i.e., the bomb is not detonated) with a
specified probability.

We describe our model in terms of three interconnected sub-
models (Fig. 1) and all parameters and their base-case values are
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Fig. 1. (a) The model geometry. The government’s optimization problem is to choose the sensor threshold (72), the number of rings of sensors (/') and the
number of interdiction vehicles (A1), one per wedge, to minimize the mean damage inflicted by a terrorist subject to the terrorist’s optimal stopping solution and
a budget constraint on rings and wedges. (b) A graphical depiction of the three submodels and their interrelationships. The variables are defined in Table 1.

given in Table I. The first submodel considers a vehicle (possibly
containing a nuclear weapon) passing through a radiation sensor
and determines (in terms of the neutron threshold level) the de-
tection probability and false positive probability, which play a
key role in the third submodel.

Stochastic dynamic programming is a field of optimization in
which a decision maker makes a set of decisions over time in the
face of statistical uncertainty [14]. Optimal stopping problems
(Chapter 3.4 in [14]) are an important subset of stochastic dy-
namic programs in which the decision maker at each stage has
the binary choice of whether to continue or to stop. Our second
submodel is an optimal stopping problem for a terrorist who is

traveling toward a target through a sequence of radiation sen-
sors. The terrorist does not know the exact detection probability
at each sensor and updates this probability in a Bayesian manner
(described in more detail below) as he travels toward the target.
At each sensor, the terrorist decides whether to detonate imme-
diately or continue traveling toward the target. The output of this
submodel is a probability distribution over where, if at all, the
terrorist is detected.

Queueing theory is the mathematical study of waiting lines
[15]: Tt considers a stochastic system in which “customers” ar-
rive randomly over time and set of “servers” provide service to
these customers, typically one at a time (the service time is a
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TABLE 1
VALUES FOR THE MODEL PARAMETERS
Parameter Description Value Reference
L Vehicle length Sm
Tw Distance from vehicle center to sensor 4 m Text
A Detector area 0.3 m? [9]
€ Efficiency of neutron detector 0.14 [9]
S Neutron source strength (plutonium) 400k neutrons/sec [9]
S Neutron source strength (uranium) 30 neutrons/sec [9]
v Vehicle speed past sensor 10 m/sec Text
b Mean neutron background rate 50 neutrons/m?-sec | [9]
et Median of background emissions detected 43.08 neutrons [10], Appendix 1
e’ Dispersal factor of background emissions detected | 1.73 [10], Appendix I
n Neutron threshold level Decision variable
N Network size 5 or 50 Text
K Wall thickness Decision variable
dy Maximum damage 10 Text
da Slope of damage % Text
q Probability bomb is detonated during interdiction 0.5 or 0.9
k* Terrorist’s optimal stopping point Decision variable
R Wall radius 50 miles
A Arrival rate of cars to circle 10%/hr [11]
M Number of interdiction vehicles Decision variable
ms Mean on-site service time 30 min
Os Standard deviation of on-site service time 3 min
@ Relative speed of interdiction vehicle 1.5
Y Total number of sensors 7K(2N — K +1) | Text
cy Annual cost per sensor $50k [12], text
CcM Annual cost per interdiction vehicle $850k [13], text
B Annual budget Varies

random variable) and in a first-come first-served fashion. The
goal of queueing theory is to predict the amount of congestion
in the sytem (e.g., the number of customers waiting in line or
the amount of time a customer waits in line). Our third sub-
model is a spatial version of a queueing model, in which cus-
tomers arrive randomly over time and space. The model con-
sists of a circle, the perimeter of which represents the outer wall
of sensors; the sequence of sensors in the optimal stopping sub-
model represents a terrorist’s straight path from the perimeter of
the circle toward the target in the circle center. The customers
and servers in this queueing model are mobile: the customers
are vehicles that trigger a sensor alarm and are moving toward
the target, and the servers are interdiction vehicles that chase
the customers and upon capturing them, successfully prevent
a bomb detonation with a specified probability. The output of
this submodel is the expected location of where (if at all) the
terrorist would be interdicted. Because the interdiction vehicles
also chase non-terrorist vehicles that trigger an alarm, the output
of the third submodel depends on both the detection probability
and false positive probability from the sensor submodel.
We now describe the three submodels in more detail.

B. The Sensor Submodel

Radiation sensors detect both neutrons and gamma-rays.
Gamma-ray technology is in flux: the high gamma-ray alarm

rates of legal goods generated by the non-spectroscopic tech-
nology that has been deployed at ports over the last few years
[16] precludes its near-term use in this application, where each
nuisance alarm requires interdiction by a police or government
vehicle. Spectroscopic gamma-ray detectors, which may be
capable of distinguishing fissile material from other legal ship-
ments, are coming on line now and over the next several years
[17], but for lack of performance data (data on the detection
probability, nuisance alarms, and false alarms, i.e., alarms
in the absence of a source such as a legal good or a nuclear
medical patient), we restrict our attention to neutron detection.
Nonetheless, an important by-product of our analysis is the
total false positive probability (due to nuisance alarms and false
alarms) required for a feasible deployment of either neutron or
gamma-ray sensors.

Our sensor model is rather crude by the standards of this
journal: we do not delve into the physics, engineering and signal
processing details (e.g., [18]) of the sensors (e.g., we do not
consider the details of the directionality and the spectrum of
background neutrons [19]), and instead we generalize an ex-
isting model [9] developed for detecting nuclear warheads, and
in Appendix I we estimate several model parameters so that
the sensor performance agrees with the published performance
[10] of currently-deployed systems [20]. That is, the goal of our
sensor submodel is to mimic the Receiver Operating Character-
istic (ROC) curve of currently-deployed sensors, not to improve
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the operation of sensors, and our model appears to be at the ap-
propriate level of detail given the paucity of operating data of
currently-deployed systems.

According to the only published data that we are aware of,
the IAEA conducted roadside testing in Europe and found that
163 000 trucks generated no neutron alarms [10] (although it is
conceivable that some legal items did not emit enough neutrons
to set off the alarm). However, the U.S. has different shipping
regulations than Europe and there are several legal items (e.g.,
AmBe soil density gauge) that emit neutrons. Initial testing sug-
gests that the neutron nuisance alarm rate ~ 10~* at U.S. border
crossings [21]. Because of the lack of detailed data on neutron
nuisance alarms (e.g., the emissions from the vehicles gener-
ating alarms) and because the neutron nuisance alarm rate is
very small, we assume there are no emissions from vehicles that
do not contain a nuclear weapon; however, we revisit this issue
in Section IV. We explicitly model background neutron emis-
sions, much of it from spallation caused by cosmic rays, and
emissions from a weapon. We let L = 5 m be the length of a
vehicle and v = 10 m/sec (i.e., 22.4 mph) be the vehicle speed,
which is representative of the minimum speed on a typical exit
ramp. Hence, the testing time for a vehicle is L/v. Background
emissions are modeled in (1) and (3) of [9] as a random variable
with mean and variance AebL /v, where b = 50 neutrons/m?-sec
is the mean neutron background rate, A = 0.3 m?2 is the de-
tector area (which is comparable to the 0.228 m? area per pillar
for currently-deployed equipment [20]), and ¢ = 0.14 is the
efficiency of the neutron detector. On page 235 of [9], these
authors assume that the shielding around the detector reduces
the background in directions other than toward the source by a
factor of 10, so that the parameters A and e are the same for
the background and for the source, and we make the same as-
sumption about A and e here. Our model differs from the one in
[9] in that we attempt to account for the fact that the intensity of
cosmic-ray induced neutrons varies with solar magnetic activity
[22], [23] (it also varies with altitude and the location within the
geomagnetic field, but these remain constant over time for any
given location). We do this by assuming that the background
emissions detected by the detector, which is denoted by X5, is a
Poisson random variable (a Poisson random variable has a mean
equal to its variance by definition, and takes on discrete, non-
negative values) with mean AebL /v, but where the background
rate b is itself a log-normal random variable with median e*
and dispersal factor e (i.e., Inb is a normal random variable
with mean p and standard deviation o). Hence, the log-normal
random variable captures the fluctuations of solar magnetic ac-
tivity over time (typically on longer time scales than the testing
time), while for a given level of activity, the Poisson random
variable captures the natural stochasticity of emissions over the
short time-scale (i.e., during testing). In Appendix I, we state
the probability mass function of X5 (and of X;, which is de-
scribed shortly) and estimate values for the parameters ;. and o
from controlled experiments [10].

Turning to the weapon emissions, we let r,, = 4 m be the
shortest distance from the weapon to the sensor as the vehicle
drives past the sensor, where we have in mind a sensor on the
side of a single-lane exit ramp that is parallel with the flow of
traffic. For simplicity, we assume that there is no negative in-

terference (i.e., blocking of emissions) from other vehicles on
either the weapon or background emissions. We also assume
that a vehicle with a strong neutron source causes a single alarm
as it passes through a sensor, effectively assuming that sensors
are sensitive only to vehicles within their designed field of view
and insensitive to emissions from vehicles that are several lanes
away. We denote the source strength of the weapon by S, which
we take to be 400 k neutrons/sec for a plutonium weapon (4 kg
of weapons-grade plutonium) and 30 neutrons/sec for a uranium
weapon containing 12 kg of weapons-grade uranium; both of
these numbers were computed from weapon models of Soviet
nuclear warheads in Table III of [9]. The cumulative emissions
at the detector due to a stationary source with testing time L /v
at a distance d,, is modeled as (AeSL)/(4wd?v) in (3) of [9].
Because our source is driving at velocity v and the shortest dis-
tance between the weapon and the sensor as the vehicles drives
past the sensor is 7,,, we calculate the cumulative emissions at
the detector by integrating over time, where time ¢ = 0 corre-
sponds to when the front of the vehicle passes by the sensor,
and ¢t = L/v corresponds to when the back of the vehicle
passes by the sensor. The weapon is in the middle of the vehicle
(both lengthwise and widthwise), so that the weapon achieves
the minimum distance r,, from the sensor at time ¢ = L/2v
and the distance between the weapon and the detector at time ¢
is /12 + (vt — (L/2))2. Performing this integration from 0 to
L /v, we find that the cumulative emissions at the detector due
to the weapon is a Poisson random variable with mean

AeS [EIY dt tan ™! (zf )A65
= “ . 1
4w /0 T2 + ('Ut — %)2 27{"[}7"1” ( )

Because the sum of independent Poisson random variables is
also a Poisson random variable, we assume that the emissions
from a weaponized container detected by the detector, which
we denote by X, is a Poisson random variable with a mean
that is the sum of the constant in (1) and AebL /v, where b is a
log-normal random variable with median e# and dispersal factor
e’.

If we let 7 be the neutron threshold above which an alarm is
generated, then the detection probability is d = P(X; > n) and
the false positive probability is f = P(X2 > 7). By varying
the threshold 7, we sweep out ROC curves for plutonium and
uranium weapons (Fig. 2). We assume that detection at different
nodes are statistically independent events, which is partially jus-
tified by the fact that neutron emissions are bursty [24], back-
ground noise can vary across time and space, and different nodes
have different sensors.

C. The Optimal Stopping Submodel

To maintain consistency between the optimal stopping sub-
model and the interdiction submodel, we adapt the optimal stop-
ping results in [25], which considers a two-dimensional square
lattice, to the one-dimensional linear network consisting of a
set of N + 1 nodes indexed by &k = 0, ..., N, where the nodes
are street intersections or highway entrance/exit ramps, and the
edges are road segments. The target is at node 0 and if the radia-

tion wall is of thickness K, then radiation sensors are deployed
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Fig. 3. The optimal stopping problem with the linear damage function.

atnodes N—K+1,..., N (Fig. 3). In atwo-dimensional lattice,
this outer wall topology has been shown to be more effective that
a random topology, in which each node contains a sensor with
a random probability and fake sensors are placed at all other
nodes so that the terrorist cannot observe the exact location of
sensors [25].

The terrorist, upon observing the location of the sensors,
starts at node N and travels toward the target at node 0. The
damage caused by a bomb detonated at node £ is assumed to
be di — dok, and we set d; = 10 and do = (9/N), so that
the damage is normalized to be in the 1-to-10 range, which
we believe maximizes our results’ transparency for policy-
makers. The damage can be loosely interpreted as representing
a population gradient or the proximity to an important target
(e.g., the White House, Times Square) at node 0; because of
the uncertainty in the exact nature of the damage function, we
carried out an analogous study with a damage function that is
exponential, which is perhaps more in line with physical laws
[26], and found that the results were qualitatively similar under
the linear and exponential damage functions [25].
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At each node, the terrorist makes the decision of either deto-
nating the bomb at that node or moving forward based on his
perception about the detection probability of the sensor. Be-
cause very few legal goods emit neutrons, it would be extremely
difficult for a terrorist to probe this network (i.e., to learn the de-
tection probability of a sensor and the timeliness of interdiction).
Consequently, the terrorist in our model has no prior informa-
tion on the detection probability and assumes that interdiction
is instantaneous (i.e., there is no time lag between detection and
attempted interdiction). As the terrorist travels past a sensor at
a node, he updates his perception of the detection probability of
the sensors in a Bayesian manner. That is, he has a prior dis-
tribution on the detection probability (in other words, detection
is a Bernoulli, or 0-1, random variable, but the detection proba-
bility is itself a random variable. After passing through a sensor,
he uses the information gained on whether or not he was de-
tected to obtain a posterior distribution of the detection proba-
bility. In Bayesian problems such as this, it is highly desirable
to use a “conjugate” prior distribution (Section 4.2 in [27]), in
which the prior and posterior distributions have the same form
(but with different parameters). For our problem, in which de-
tection is a O—1 random variable, the conjugate distribution is the
beta distribution (pg. 287 of [27]), and in particular, we assume
an uninformative prior, which implies that the detection prob-
ability is 0.5 before the terrorist passes through any sensors. It
follows that just before passing through node k, the terrorist has
successfully passed through nodes N, ...,k + 1, and believes
that the detection probability is (1)/(N — k + 2) (pg. 287 of
[27]). In [25], we show that the terrorist can cause slightly more
expected damage if he knows the detection probability prior to
entering the network. We assume that if the terrorist is detected
by the sensor at a certain node, he would try to detonate the
bomb at that node, and he would succeed in doing so (before
being killed or captured) with a specified probability ¢, which
is known by both the terrorist and the government. Once inside
the K layers of the wall, he knows there are no more sensors
and that he can travel freely to the target.

The optimal stopping problem is formulated in Appendix II.
The solution to the optimal stopping problem is k£*, the node at
which the terrorist stops and detonates the bomb. The optimal
solution is also given in Appendix II, and is either £* = N (det-
onate the bomb before passing through any sensors because he
believes that he will cause more damage this way due to his per-
ception that the possibility of being detected and successfully
interdicted is too high) or £* = 0 (proceed to the target), de-
pending on the values of the model parameters d;, d2, ¢, and N,
and the wall thickness K.

D. The Interdiction Submodel

This submodel derives the damage caused if the terrorist pro-
ceeds directly to the target. The city is modeled as a circle of
radius R (50 miles), with generic state r, where » = 0 de-
notes the center of the circle, which is the terrorist’s target,
and » = R is the outer perimeter of the radiation wall. To
maintain consistency with the optimal stopping subproblem,
the distance between sensors is (R/N). Hence, if the sensor
wall consists of K layers (or rings), then sensors are placed
atradii (N —i+ 1)R)/(N) fori = 1,..., K and the total
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number of sensors is the sum of the perimeters of these K layers,
ZiK:l(QW(N —i4+1)R)/(N), divided by the distance between
sensors, (R/N), which we denote by Y = 7 K (2N — K 4+ 1).

We assume vehicles arrive according to a Poisson process
at rate A (i.e., the time between consecutive arrivals is an ex-
ponential random variable with mean A~!) uniformly around
the circle perimeter (i.e., vehicles arrive randomly in time and
space) and then travel directly toward the circle center at speed
R miles per hr, so that it takes 1 hr to travel from the perimeter
to the center. Note that while a speed of 50 miles per hr might
not be achievable in the most congested U.S. cities, even during
off-peak hours, the critical assumption is not the speed of the
vehicle, but that it takes one hour to travel from the edge of
the city to the center. We do not model outbound traffic (a ter-
rorist possessing a nuclear weapon in a major city would be
unlikely to leave the city with it) or track vehicles after they
reach the circle center. In 2001, 1.446 M vehicles paid tolls
daily in the New York City area, 85% of which arrived during
7 am-7 pm [11], and so we set A = 10%/hr. Because the arrival
of a vehicle with a nuclear weapon is an extremely rare event,
the amount of congestion in our spatial queue is dictated by the
false positive alarms. If the sensor wall is K layers thick, then
the Poisson arrival rate of customers at radius r in the queueing
system, denoted by A,., is A\(n—i+1)r)/(n) = A(1— f)iLf for
1=1,..., K.

Following [28], we divide the circle into M equal wedges and
assign one interdiction vehicle to each wedge, thereby allowing
us to analyze a single wedge, which has customer arrival rates
/\((N_q;+1)R)/(N)/M fors =1,..., K, where these arrivals are
uniformly distributed on each of the K arcs. The interdiction
vehicle travels at rate R (where @ = 1.5) and its movement
is restricted to be along any ray (i.e., line emanating from the
circle center) and any ring (i.e., constant radius path). The in-
terdiction vehicle serves customers in a first-come first-served
manner. The interdiction vehicle first chases a customer and fol-
lows the rays and rings that minimize the distance a customer
travels before being caught. If the customer is located at radius
r. and the interdiction vehicle is located at radius 5 before the
chase begins, then the server will chase the customer if and only
if the customer can be caught before he reaches his target, i.e.,
if r. > (rs)/(). Otherwise, the server ignores the customer,
who succeeds in reaching the target. Upon catching a customer,
the interdiction vehicle performs an on-site service (to deter-
mine the source of the radiation emissions, do a background
check on the driver and vehicle, etc.) that is a normal random
variable with mean mg (in units of time) and standard devia-
tion os. At the completion of service, the interdiction vehicle
returns to its optimal resting location if no other customers are
in the wedge; if other customers are in the wedge, then the next
catchable customer is pursued. We choose the optimal resting
location to be the point in the wedge that minimizes the ex-
pected chase time for a terrorist who arrives to an empty system
(because the server is idle the great majority of the time in the
damage-minimizing solution, we found that this resting location
performs slightly better than the location that minimizes the ex-
pected chase time for a false-positive customer who arrives to
an empty system); for a system with static customers arriving on
the perimeter, the first-come first-served policy with this resting
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location is shown to minimize the expected time that customers
spend in the system as the arrival rate goes to zero [28].
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This interdiction model was simulated and compared to the
analytical results of an approximating single-server queuing
system on a wedge that has a limit of two customers in the
system (this model is a generalization of the one in [25]), and
the results of the two models were found to be in close agree-
ment (Fig. 4). This allows us to use the approximate analytical
results (Appendix III) in place of the simulation model, which
enables optimization of the government’s three decision vari-
ables. The objective function is to minimize the mean damage
generated by a terrorist vehicle, which can be computed using
the optimal stopping and interdiction submodels: if the terrorist
chooses k* = 0, then he is detected at node ¢ with probability
(1—d)N~*dfori = N — K +1,..., N, and makes it to the
target with probability 1 — S (1 — d)¥~d, and the
interdiction model computes the ultimate fate (where and if they
are caught) of a terrorist detected atnodet = N—-K+1,.... N
(Appendix III). If the terrorist chooses k* = N, then the damage
equals dy — do N = 1, regardless of interdiction resources.

III. RESULTS

We choose the wall thickness (K'), the neutron threshold
level (7), and the number of interdiction vehicles (M)
to minimize the expected damage subject to the terrorist
choosing the optimal stopping solution k£* and subject to
the budget constraint cy'Y + cyyM < B, where cy is the
annual cost per sensor, cys is the annual cost per interdiction
vehicle, and B is the annual budget. The cost of a radia-
tion portal monitor is approximately $100 k [12]. Adding
installation, which is nearly as expensive as the equipment,
and maintenance and considering a five-year lifetime, we set
cy = $50 k/yr. These sensors are attended remotely by the
drivers of the interdiction vehicles. An interdiction vehicle
requires eight workers (two people for three shifts plus a
backup shift) at $100 k/yr plus two $100 k vehicles (one
backup) [13] prorated over a five-year lifetime, for a total
of ¢py = $850 k/yr. By solving this problem for various
budget levels, we generate expected damage vs. cost curves
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Fig. 6. The optimal solution vs. the annual cost (i.e., budget) for the (N = 50,¢ = 0.9) plutonium case. (a) The optimal neutron threshold level
(n*); (b) the detection probability in (A.38); (c) the false positive probability in (A.39); (d) the optimal number of interdiction vehicles (M *); (e) the
optimal wall thickness (/X*).

for both plutonium and uranium weapons in four scenarios: The terrorist cannot be deterred from proceeding directly to
combinations of small (N = 5) and large (N = 50) net- the target in three of the four scenarios. In the (N = 50,q =
works and high (¢ = 0.5) and low (¢ = 0.9) interdiction 0.5) scenario, the terrorist detonates the bomb before passing
(Fig. 5). The small network represents a city with several through any sensors when the wall thickness K > 29 [Fig. 5(c)],
chokepoints (e.g., tunnels, bridges) such as New York City which requires an annual investment of $328 M.

and the large network represents a city with many highways Because a sensor can achieve a high detection probability and
such as Los Angeles. a low false positive probability for a plutonium weapon (Fig. 2),
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it is optimal in the plutonium case to have a thin wall (i.e.,
K* = 1), even for large networks and reasonably large bud-
gets [Fig. 6(e)]. As the budget increases, the optimal neutron
threshold level (72*) is nonincreasing, the false positive proba-
bility increases with the budget, the optimal number of interdic-
tion vehicles (M*) increases linearly with the budget so as to
maintain a low level of congestion where vehicles are idle ap-
proximately 95% of the time (Fig. 6), and the expected damage
decreases but with decreasing returns (Fig. 5). Assuming low
interdiction (¢ = 0.9), a single-layer wall and approximately
10 interdiction vehicles can reduce the mean damage to ap-
proximately 2 (on the 1-to-10 scale) for an annual cost of ap-
proximately $10 M for a small network and $25 M for a large
network.

In contrast, a sensor’s detection probability and false posi-
tive probability are approximately equal for a uranium weapon
(Fig. 2), and the detection-interdiction system has virtually no
impact: e.g., in the (N = 50,¢ = 0.9) case, the mean damage
is 9.997 when the annual budget is $55M (K* = 1, M* = 45).
Because the plutonium and uranium weapons generate extreme
cases that are very easy and difficult to detect, respectively,
and because terrorists can shield a weapon’s emissions by sur-
rounding it with a heavy metal such as lead or tungsten, we
also consider an intermediate case in which the neutron source
strength .S = 100000 neutrons/sec, which represents a pluto-
nium weapon with an additional shielding factor of four. In this
case, it is optimal to add additional rings of sensors, and K* = 2
in the small network and K* = 3 in the large network when
the annual budget is $100 M; in the large network, three rings
achieve a detection probability of 0.84 although each sensor’s
detection probability is approximately 0.46 (Fig. 7). The addi-
tional rings are slightly more effective in the large networks be-
cause they are farther from the target than in the small network
(the curves for the smaller networks flatten out faster than the
larger networks in Fig. 5). There are jumps in Fig. 7 because
all of the decision variables are discrete, however the nonmono-
tonic nature of the figure is a result of the tradeoffs between
having more vehicles versus having more rings and between
congestion and detection. Once it is optimal to add another ring,
the number of interdiction vehicles decreases in order to satisfy
the budget constraint. With fewer interdiction vehicles and more
rings, congestion in the system increases. However, with an ad-
ditional ring, more terrorists can be detected with a lower value
of d and thus the government can afford to decrease 7, which re-
duces congestion. It appears that a moderate amount of shielding
makes it difficult to mitigate the damage generated by an attack.
More generally, in a small network, there is a phase transition in
which a drop in neutron emissions by 20 k neutrons/sec (from
110 k to 90 k when ¢ = 0.5 and from 130 k to 110 k when
g = 0.9) causes an easy-to-detect situation to change into a
difficult-to-detect situation [Fig. 8(a)]. For large networks, the
transition is more gradual, occurring in the 70 k—130 k neu-
trons/sec range, because additional rings of sensors are more
helpful [Fig. 8(b)].

IV. DISCUSSION

Although the optimal stopping solution suggests that a wall
more than 29 sensors thick in the large network would deter a
terrorist from passing through a sensor if the probability that
the bomb can be detonated during interdiction is 0.5, this result
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should be viewed with some skepticism, even aside from the
exorbitant cost of such a dense sensor network. It is very diffi-
cult to predict terrorist behavior, and a terrorist that can detonate
remotely from the driver’s seat is likely to view the likelihood
of detonation during interdiction as being near 1. Hence, com-
bined with the possibility that terrorists are risk-seeking rather
than risk-neutral, we believe it is prudent to assume that a ter-
rorist will proceed directly to the target, although the possibility
of deploying a dense set of fake (i.e., inoperable) sensors in ad-
dition to the real sensors should be investigated.

The spatial interdiction model is merely a caricature of an
actual highway system, and our main contribution may be in
the framing of the problem rather than in the numerical re-
sults. Some cities (e.g., New York City) are not laid out with
concentric highway grids where arrivals to the city perimeter
are uniformly distributed. More refined insights would require
the modeling of a specific city’s highway structure or possibly
the modeling of highways by a percolation process [29], which
would be much more difficult to analyze. They would also re-
quire incorporating other operational issues, such as non-homo-
geneous traffic rates to capture rush hour, and the cooperation
of interdiction vehicles in adjacent wedges. Moreover, the sen-
sitivity and specificity data we use is from the late 1990s and
may not be representative of the equipment that is currently in
use, whose performance metrics are proprietary; this precludes
the direct use of Figs. 5 and 8 by the U.S. Government or a nu-
clear terrorist.

Nonetheless, our qualitative results are likely to be robust:
A detection-interdiction system with a single layer of sensors
and 10 dedicated, but mostly idle, interdiction vehicles can mit-
igate the damage caused by an unshielded or lightly-shielded
weapon made of plutonium, but not uranium. Although our re-
sults echo the performance of existing detection systems at ports
[8], [30], our setting is more difficult because relative to ports,
on a highway vehicles will typically move more quickly past the
detectors and at a greater distance from the detectors. A system
with several layers of sensors can help offset moderate shielding
of a plutonium weapon as well as make it more difficult for a
terrorist to somehow bypass (e.g., using off-road transport) the
outermost layer of sensors.

Our results only pertain to the detection of neutron emissions;
spectroscopic gamma-ray detectors, which may be capable of
distinguishing fissile material from other legal shipments, are
in the process of being deployed [17]. This new technology
could be particularly helpful in detecting 2.614 MeV emissions,
which are emitted from former Soviet nuclear warheads con-
taining 232U from reprocessed reactor fuel (page 238 in [9]).
The false positive probability for a gamma-ray detector would
need to be no more than 10~ to mitigate the damage (e.g., using
A = 10%/hr in the solid curve in Fig. 4(a), 10 interdiction vehi-
cles achieves a mean damage of 2.7 with a false positive prob-
ability of 2 x 10~°) with a budget of tens of millions of dol-
lars; interestingly, 10~% is also the estimated order of magnitude
of the neutron nuisance alarm rate in the U.S. [21], suggesting
that the optimal neutron threshold level would be set so that the
nuisance alarm rate and the false alarm rate (i.e., an alarm in
the absence of a source) are both ~ 10~*. Non-spectroscopic
gamma-ray detectors recently generated false alarms at the rate
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of 0.025 at the Port of New York and New Jersey, although
Pacific Northwest Laboratories advised the port managers that
the alarm rate would be 10-fold less [16]. The Department of
Homeland Security predicts that the nuisance alarm rate should
decrease by a factor of ~ 50 with the implementation of spectro-
scopic gamma-ray detectors [17], suggesting a false alarm rate
of 5 x 10~%, which is approaching the required order-of-magni-
tude. This level of specificity appears unlikely for detecting ra-
diological dispersal devices, which could generate similar emis-
sion profiles as legal items, unless the great majority of vehicles
that ship legal radiological items are pre-registered and are not
pursued if they trigger an alarm (which itself opens up a vul-
nerability for terrorists to exploit by stealing one of these vehi-
cles). To adapt our results for gamma detection of radiological
dispersal devices, it might be more appropriate to assume that
the terrorist has probed the network with legal items that emit
gamma rays, and consequently knows the detection probability
and the time from detection until interdiction; this last quan-
tity could be incorporated into the optimal stopping problem
through a space (i.e., number of nodes) lag between detection
and interdiction. If the terrorist can probe the network, it is more
difficult to deter him from pursuing his target because he some-
times erroneously plays too boldly in the Bayesian setting [25].

Detection systems are a waste of money if they are not re-
inforced by a strong interdiction system. A recent detection-in-
terdiction study of pedestrian suicide-bombers found that the
damage cannot be significantly reduced because there is not
enough time to effectively interdict [31]. In our model, effective
interdiction can be achieved because the terrorist is detected tens
of miles from his target, and interdiction resources are not highly
dependent on the size of the network: it takes approximately
$10 M per year to effectively interdict a plutonium weapon in a
small or large network. In contrast, detection resources can vary
greatly: the annual cost of a single layer of sensors is $1.6 M for
a small network and $15.7 M for a large network.

V. CONCLUSION

Taken together, our results suggest that a detection-in-
terdiction system with a single layer of sensors (using cur-
rently-deployed technology) and 10-20 dedicated interdiction
vehicles could mitigate the damage from an unshielded or
lightly-shielded plutonium weapon, but not a uranium weapon
or a radiological dispersal device. The annual cost per city,
which ranges from several millions of dollars to several tens
of millions of dollars, is not incommensurate with the budget
of the Domestic Nuclear Detection Office, which has $193 M
in research and development funding for fiscal year 2006 [32].
Additional layers of sensors could help offset some shielding,
but at considerable expense. To the extent that a terrorist who
can get an assembled nuclear weapon to the outskirts of a
U.S. city is likely to shield the weapon if he suspects that a
sensor network is in place, the efficacy of an overt system
using current technology is questionable. Moreover, although
a single-layer system appears to work for a lightly-shielded
plutonium weapon in theory, several daunting challenges (aside
from developing highly-specific spectroscopic gamma-ray
detectors) remain: to design a single-layer system tens of miles

from a city center that cannot be easily bypassed by a vehicle,
to design a sensor that can operate in a harsh and insecure
environment, and to develop the supporting communications
infrastructure so that, e.g., vehicles can be tracked after they set
off an alarm.

APPENDIX |
THE SENSOR SUBMODEL

The sensor model is described in detail in the main text. In this
section, we state the probability mass functions (pmf) for X;
and X5, and then estimate the values for the parameters p and
o. The probability mass function of a Poisson random variable
with mean A is

forx=0,1,..., (A.1)

and the probability density function of a lognormal random vari-
able is

Inz—p)?
exp (_( 202#)

V2rox

Hence, the pmf for X5 is
oo AGyL v ze—AEyL/v
pa(a) = / (AeyL/v)
0

!

) for z > 0.

(A2)

exp (_ (lné/;u)Q )
X dy forx=0,1,...
V2roy Y '

(A3)

By similar reasoning, the pmf of X; is
tan_l(zfm )AFS AeyL ”
oo < 27TVT, + v
n) = |
0

!
xexp | —

—1 L
tan (W) AES + AEyL

2TV v

(A4)
exp (~Log21)
X dy forx=0,1,...
V2moy Y

Now we estimate the values of the parameters ;1 and o that
appear in (A.3)-(A.4). The mean of a lognormal rgndom vari-
able (and hence of the background rate b) is e#+(7)/(2) After
we determine o, which is done below, we find 1 so that the mean

of b equals 50 neutrons/m?-sec:

) (A.5)
To determine o, we turn to extensive controlled experiments
[10]. Parameter values for A, ¢ and b are as in Table I of
the main text. When the detection time was 7 = 10 sec,
the distance between the stationary source and the detector
was d,, = 2 meters, and the source strength was S = 20 k
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Fig. 7. The optimal solution vs. the annual cost for the (N = 50,¢ = 0.9) shielded plutonium case with a shielding factor of four. (a) The optimal neutron
threshold level (7*); (b) the detection probability in (A.38); (c) the false positive probability in (A.39); (d) the optimal number of interdiction vehicles (A*);
(e) the optimal wall thickness (/).

neutrons/sec, the false negative probability and false positive P(Xy;>n)= 1074, (A7)
probability in these experiments were 10~ and 10~4, respec-

tively [10]. Replacing L/v by 7 in (A.3)—(A.4) and replaci

(ltv,;n}il[ (( gj) /(leaagl)lji S)/7(27}r]v:“ H)l (by }{6(57' /31;22 rierI: ?ZHE yields two equations for two unknowns, ¢ and the neutron

. . . threshold limit 7 in [10]. Solving (A.6)—(A.7) for the two
because these experiments involved stationary sources, and ) ~ . o
substituting all of these values into unknowns yields 7 = 140 and the dispersal factor e” = 1.73.

Substituting o into (A.5) gives the median e# = 43.08 neu-
P(X; <n)=103, (A.6) trons/m?-sec.
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Fig. 8. The minimum cost necessary to maintain the mean damage below 3 (on
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APPENDIX II
THE OPTIMAL STOPPING SUBMODEL

We formulate the optimal stopping subproblem and provide
its solution. In our model, the terrorist makes his detonate vs.
proceed decision just before he passes through the sensor at each
node. Suppose the terrorist manages to arrive at (but not yet pass
through) node k£ without being caught, where k > N — K + 1
(so that there is a sensor at this node). Now he has two choices.
He can either detonate the bomb at this node or move to node
k —1in an attempt to increase the damage inflicted. Because the
event that the terrorist gets detected or not is a Bernoulli random
variable at each node, the beta-binomial conjugate pair is a nat-
ural choice for modeling the terrorist’s updating process for the
detection probability at a node. Furthermore, we assume that
the terrorist has no prior information about a sensor’s detection

probability, and uses the uniform distribution as an uninforma-
tive prior to represent his initial perception. Just before passing
through node k, the terrorist has successfully passed through
nodes N, ..., k+ 1. By the above assumptions, the terrorist be-
lieves that he will bypass detection at the upcoming node with
probability (N —k+1)/(N — k + 2) and will be detected with
probability (1)/(N — k + 2) [27]. If he detonates the bomb be-
fore passing through state k, it causes damage d; — dqk. If he
instead proceeds through state &, he avoids detection with prob-
ability (N — k 4+ 1)/(N — k + 2), in which case he travels to
node k — 1. If the terrorist is detected as he passes through node
k (which occurs with probability (1)/(N — k + 2)), then with
probability g he detonates the bomb before being killed or cap-
tured and causes d; — dzk in damage, and with probability 1 —g¢
he causes no damage. Because the terrorist can observe the wall
of sensors, once he passes through node N — k + 1, he pro-
ceeds directly to the target at node 0. Taken together, if V'(k) is
the optimal value function (i.e., maximum expected damage if
at node k) then the terrorist’s optimal stopping subproblem can
be formulated as

(dv — dz2k)

V(k) = max {dl — d2k’7 N—#M

N-k+1
+mV(k — 1)} (A.8)
fork=N,...,.N—-K+1,
V(N - K)=V(0) =d;. (A.9)

The solution to the optimal stopping problem (A.8)—(A.9),
which is derived in [25], is
(0 if%—dzNg o
Zi;N—K—i—l m
TR
N ifdy —daN >
ZN q(d1 —d21)
i=N—K+1 (N—i+1)(N—i+2)

k* = (A.10)

dy
\ +K+1

APPENDIX III
THE INTERDICTION SUBMODEL

We compute the approximate expected damage assuming the
terrorist chooses k* = 0. The wall is of thickness K and there
are M interdiction vehicles, so that the single-server wedge
under consideration spans the angles [0, (27)/(M)]. For i =
1,..., K, nuisance arrivals to the wedge occur according to a
Poisson process at rate

A=)
i = — (A.11)
at radius
= (N—i+1)R (A.12)
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and the individual arrivals to each constant-radius arc segment
are uniformly distributed along [0, 27/M]. The analysis has
three main steps: calculating the optimal resting location of the
server, estimating congestion from nuisance customers via a
M/M/1/2 queue (i.e., a single-server queue with Poisson ar-
rivals, exponential service times and space for two customers
[15]), and computing the damage inflicted by a terrorist who ar-
rives to this queue in steady state. The analysis relies heavily on
[25], which performs the same analysis for the case in which all
nuisance customers arrive at the same radius.

The optimal resting location of the interdiction vehicle has
angle (w/M) by symmetry and uniformity, and we denote its
radius by r*. If all nuisance arrivals occurred at the generic ra-
dius 7, then we know from (29) in [25] that an estimate for the
optimal resting radius is (7) /(1 + 7/aM). We numerically in-
vestigated two possible schemes for the optimal resting location:
one location minimizes the mean chase time for a nuisance cus-
tomer arriving to an empty system and the other location min-
imizes the mean chase time for a terrorist arriving to an empty
system. These are not equivalent because, if detected, a terrorist
arrives to radius r; with probability proportional to (1—d)*~1d,
whereas a nuisance customer arrives with probability propor-
tional to (1 — f)*~!f. Intuitively, the terrorist-based location
should lead to less damage if congestion in the queue is not too
large, and indeed we found that the interdiction vehicles are idle
the great majority of time in the optimal solution, causing the
terrorist-based location to be superior (although the difference
was very small). Hence, because a terrorist is detected at radius
r; with probability (1 — d)*~'d fori = 1,..., K, we approxi-
mate the optimal resting radius by the weighted average

K i—1
= If,l_d) : ( n ) (A.13)
i=1 23:1(1 —d)i-1 L+ o5
As in [25], we estimate the congestion in a wedge due to nui-
sance arrivals by a M /M /1/2 queue with reneging, in which
customers arriving to find two customers already in the system
do not enter the queue (because they cannot be caught by the
server) and customers arriving to find one customer already in
the system renege (i.e., depart from the queue before receiving
service) after an exponential amount of time (again, because
they cannot be caught by the server). Due to the difficulty of
computing the stationary distribution of a multiclass queue of
this type (with one class for each of the K arrival radii), we
force-fit the problem into a single-class model that has three
parameters: the total arrival rate A, the service rate p and the
reneging rate y. Once we determine these three parameters, the
steady-state distribution that there are zero, one or two cus-
tomers in this queue is given by [25], respectively,

1
A A2 ’
SRR )
p1 = —/\/M
- by A2
1+ R =)
AQ
w(p+7)
D U
L+t

Po =

(A.14)
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The total arrival rate of nuisance customers to the wedge is

(A.15)

The service time includes the chase time and on-site service, and
hence

=t =my + ms, (A.16)

where m; is the mean chase time. As in [25], we compute m,
using a fixed-point analysis. Let p,, be the fraction of customers
arriving to find one customer in the system who are eventually
caught. We set p,, = 1—p,., where the reneging probability p,. is
computed in (A.30). Let £{ be the mean time it takes the server to
catch a customer arriving to radius r; if the server is idling at his
resting location at the time of arrival, and let t,’j be the mean time
it takes the server to catch a customer arriving to radius 7; (who
does not renege) when the server is busy at the time of arrival.
By (46) of [25], the expected pre-capture distance traveled by a
customer arriving to an empty system at radius r; is

(7 — M(ar; —r*)In (1 + ﬁ)

if r; <7r¥;
alM(r; —1’*)2(a+2)
Tit —omr i)
_ aMr;(r;—r")
di = T I (A.17)
) — %(am —7*)In (4“ £i4M>

ifre < <r*(1+ 237);
ri—r* (1— ﬁ)
a+1
. ifm-Zr*(l—i—ﬁ).
Because customers travel at velocity R, the chase time in an
empty system is

de
t; = ﬁ (A.18)
We assume
d
th = E (A.19)

where d?, which is the distance traveled during the chase by
a non-reneging customer arriving at radius r;, is calculated in
(A.35) when we estimate the damage inflicted by a terrorist. If
we define

(A.20)

then m; satisfies

my = e ty, (A.21)
Po + pnD1 Po + Pnp1
1 _

- 1 +pn)‘(ms + mt) ¢
pn)\(ms + mt) T

+ tp. A.22
14+ paA(ms +my) b ( )
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Where (A.22) follows from (A.14) and (A.16). Solving (A.22)
for m, yields

(1 + )\pnme - )‘pnt_b)
2pp A
2pp A

my =

(A.23)

and substitution of this quantity into (A.16) gives the service
rate 4 for the M /M /1/2 system (in terms of p,, and d?, which
are calculated later). In [25], we estimate the reneging rate vy by
equating ()/(vy+u), which is the reneging probability of a cus-
tomer who arrives to find one other customer in the M /M /1/2,
to P(Ty < T5), where the random variables T} and T5 are,
respectively, approximate representations of the time until an
arriving customer is uncatchable and the residual service time
of the customer currently in service. We take the same general
approach here, but need to account for the fact that customers
arrive at different radial locations. As in [25], we assume for
simplicity that 75 is exponential. To compute its mean, we com-
pute the weighted average of the mean residual service time,
where the weights are according to the arrival rates at the var-
ious radial locations. We assume the time to chase a customer
who arrives at a given radial location is uniformly distributed
between the chase time when the customer and server have the
same angular location and the chase time when their angular
locations differ by (7 /M ); while the chase times are uniformly
distributed in [25], this is an approximation here. By (27) in [25],
we assume the chase time for a customer arriving to radius r; is
Ultmin, ¢tmax] where

) el M T P S
_J)Gfr HTi=T5
t;nm — { - F < (A24)
lo-)rR WTi<T,
ri—r*(l—%) . iz %,
T A e
[ r*—Ti(l—%) if e — s < > :
(a71+A—7})R v M :

By (39) in [25], the mean residual service time for a customer
who arrived at radial location r; is m,.; = (02 + 1/12(#% —
M2 4 (8¢ +m,)2) /(2(t 4+ m.)), and we assume that T is
exponentially distributed with mean m,. (and rate p1,, = m, 1),
where

LAY
m, = /1,;1 = Z leni' (A.26)
i=1

The time until an arriving customer is uncatchable depends
on where the customer arrives, and we let T; be the time until
a customer is uncatchable given that he arrived at radius ;. For
mathematical simplicity, we assume that T}; is uniformly dis-
tributed. To determine the parameters of this random variable,
we need to estimate the range of locations for the server, who
we assume is serving a customer that arrived to an empty queue
with the server at his optimal resting location. If the server is
currently serving a customer who arrived at radius 7;, then the

server’s radial location is between 7; — Rt and r; — Rt™in
and as a rough estimate of the range of the server’s radial loca-
tion, we take a weighted average of these ranges:

K

Tmin = Z % (’I”i - Rt?lax) ; (A27)
i=1
K

Tmax = Z % (7"7; - Rt;nin) . (A.28)

=1

If the server is located at generic location r, at the time of
customer arrival, the customer becomes uncatchable when he
reaches radius (r5)/(«). Our assumption that the server’s lo-
cation is U[rmin, "max| implies that T};, which is the time for
a customer arriving to 7; to become uncatchable, is Ulry;, 7],
where

1 Tmax + 1 Tmin +
T“:E Ti—T s rui:E Ti—T

(A.29)

The reneging probability p,, where p, = 1 — p, was used to
compute the service rate p, is given by Zf‘zl()\i) J(N)P(Ty; <
T5), which by (40) in [25] equals

K

)\i e HrTli _ o HrTui
=25 ( )

im1 Mr(Tm‘ - m)

(A.30)

Equating (v)/(y + 1) to p, in (A.30) yields our reneging
parameter,

y= Pt (A31)

1- Dr

Finally, to compute the expected damage inflicted by a ter-
rorist, we note that the terrorist makes it to the target undetected
with probability 1 — 3% (1 — d)*~"d. Among detected ter-
rorists, a fraction po are detected when there are already two
customers in the system and a fraction p1 ((7)/(y + 1)) renege
after being detected when there is one other customer in the
system; in both cases, the terrorist makes it to the target and
causes damage b. Among detected terrorists, a fraction pg ar-
rive to an empty system, and if they are detected at radius 7;
then they are caught on average at radius r; — df, where df is
given in (A.17), at which point they successfully detonate the
bomb with probability ¢. Similarly, among detected terrorists,
a fraction py (p/7 + p) arrive to find one other customer in the
system but are eventually caught, at which point they success-
fully detonate the bomb with probability q.

It remains to compute the mean radial location at which a non-
reneging terrorist is caught. The mean amount of time a non-
reneging terrorist arriving to radius 7; travels before the server
begins chasing him is E[T»|T> < T%]. Asin [25], we replace T}
by its mean, (7;; +7;)/(2), in this conditional expectation, and
assume 75 is normal with mean m,. in (A.26) and variance az.
By (42) in [25], the variance of the residual service time for a
customer who arrived at radial location 7; is (1/3)(£¢ +m)% +
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o2 4 (1/12)(t* — t"")2 — m2 ;. Therefore the variance is

given by
K
A1
2 _ i e 2 2
Oy _;ﬁ <§(tz +m8) +Us
1 max min 2 2
+ﬁ@i — M) —ml ). (A32)

By (44) in [25], the non-reneging terrorist’s mean radial lo-
cation at the time the server starts chasing him is

TR
é Lt Tui
o, —

== Ry = Lt T
o —"
or

We assume that the server is located at the mean radial location
after catching a nuisance customer from his optimal resting lo-
cation, which by (A.17) is

(A.33)

Fo= Y S —d).

=1

(A.34)

>

By (A.17), the mean distance traveled by the non-reneging ter-
rorist during the chase is

(7= M (af; = 7)In (1+ oy )
- aM (7 —is)? (a42)
Ti ¥ = 5rr (ot D)
_a]\lf“i(f‘q-—f“s)
i (A.35)
8= o ()
if 7y <7 <7 (L+ 27)
7 =75 (1— 5% )
a+1

and the mean radius at which he is caught is 7#; — d%. As noted
earlier, we use (A.35) and set t? = (d?)/(R) in computing the
service rate y of the M/M/1/2 queue.

Taken together, the expected damage, denoted by E[D], is

E[D] =b+ i(l —d)'~d [pr -b

+qpo [dy — da (r; — df)]
b, pald = dp (7 - d7)]
Y+ u v+

+p1
(A.36)
The accuracy of (A.36) is assessed in Fig. 4 and found to be very

accurate for low-to-moderate utilization, which is the practical
regime.
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APPENDIX IV
THE OPTIMIZATION PROBLEM

The government’s optimization problem is:

min  E[D] (A.37)
subject to
d=P(X;>n), (A.38)
[ =P(Xz>n), (A.39)
(0 ifd) —doN <
N q(dl—dgi)
Zi:N—K+1 (N=i+1)(N—=i+2)
. R
=N ifd —doN > (A.40)
N q(dy —dai)
Zi:NfKJrl (N=i+1)(N—i+2)
dy
{ A esE
B>cyY + ey M. (A.41)
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